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« Pretty good testing is easy to do.

FEzxcellent testing is quite hard to do.»

James Bach






Abstract

The thesis provides an alternative approach to automated software testing. This novel ap-
proach is based on an intelligent BDI agent that is later extended in a multi-agent environment
consisting on custom and third-party implementations. The BDI agents use logic, reasoning
and a rule-based algorithmic process to achieve in-depth coverage. To do so, we introduce a
new code coverage and code analysis approach that is based on a control flow graph that keeps

track of the visited nodes, edges and edge-pairs.

The purpose of this study is to find whether and in what extend can BDI agents that are based
on reasoning and logic, improve the current approaches of automated testing. To determine
that, the research aims to find firstly how effective is a single BDI agent based on such symbolic
Al approaches. Secondly, the research proceeds to determine how effective is a combination
of other approaches, specifically T3 and Evosuite, when a BDI agent is used on top of those
approaches. Lastly, the research examines whether this approach has any room for improvement

and under what conditions.

The BDI agent and its testing process consist of three main parts: (i) analyze the control flow
graph and initialize a knowledge base, (ii) interact with the target class randomly and update
the knowledge base, (iii) apply logic, reasoning and a set of rules to construct all possible paths
in each method. This process has been implemented for a single agent and was also divided
into multiple agents with each one of them being responsible for only one part of this testing
process. For the second part of the testing process, the implementations of T3 and Evosuite
had been used to determine whether and reasoning part at the end has any influence to the

process.

In the experiments the intelligent agent outperforms T3 in almost all cases. When the agents
were used on top of T3 and Evosuite, certain cases showed that the agent can improve the
coverage achieved by T3 and Evosuite. In fact, the results showed that the opposite is also
possible. The intelligent agent can achieve better results when its random testing process is

replaced with Evosuite or T3.
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1. Introduction

Throughout the years, testing became an important part of the software development cycle, as
testing can be a deciding factor on whether a code should be released or not(Dalal & Chhillar,
2012). This process can be split into different types of testing, each one of them covering a
different aspect of the product. For developers, one of the most common forms is the unit
testing. Unit testing can often be quite straightforward, or even tedious for developers who
know how their code operates and writing test cases might feel like doing chores. On the
other hand, testing can get quite challenging when the opposite circumstances apply. Testing
a piece of software requires not only the development skills, but the tester should ideally also
be knowledgeable in formal languages, graph theory, and algorithms(Whittaker, 2000). To
summarize, one could safely say that unit testing might be tedious enough to automate, but

challenging enough to achieve this.

In consequence, it is only natural for such a task to attract a number of researchers who aim to
find solutions to automate this process. Different approaches have been tried out ranging from
the software engineering approach to the use of artificial intelligence algorithms. No matter the
approach used, there is not yet a solution that can cover such testing at full extend (meaning

able to deliver 100% coverage)

This project aims to find out whether the use of intelligent agents is effective enough to achieve
a complete automated (unit) testing. This does not mean the project aims to solve the unit test
problem once and for all, but rather will try to find out whether intelligent agents can make
good test cases. By "good', we mean whether the results are promising enough to show that
the emphasis on automated unit testing should be on intelligent agents. So far, the previous
attempts that were made, do not show much evidence of thoroughness whereas we mentioned
above that one of the challenges of writing unit test cases, is the need to understand how to
code works. Therefore, our approach aims to try and build agents that can have some kind
of reasoning, or rationality behind certain actions, rather than randomly trying to guess good

values.

Specifically, this thesis aims to answer the following research questions:
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1. How effective are intelligent agents that are based on reasoning and rule-based algorithms?

2. How much can a reasoning agent (meaning an agent that uses only reasoning and rule-
based algorithms) can improve the current automated testing approaches when the rea-

soning mechanisms run on top of such approaches?

3. What other factors influence the performance of our agent when combined with other

testing approaches?

In general we would like to see how this approach stands when run individually. Secondly
we are curious on how much can a reasoning agent improve the current solutions when the
reasoning mechanisms run on top of such approaches. Lastly, we would like to check whether
the intelligent agent but also the multi-agent environment has the potential to improve. As
this is a novel approach, most third-party implementations have not been developed to be test
generators. We would like to examine whether certain factors such as the size of the database
influence the performance of the intelligent agent and the multi-agent environment in general.
Therefore lastly, the question is regarding the factors that influence the performance of our

agent.

Overall our contribution includes a new technique based on multi-agent systems that collab-
orate together towards a common goal. Additionally, we provide a reusable and extensible
implementation of an intelligent agent that is able to run individually or in collaboration with
other agents. Moreover, we provide variations of this agent that are responsible for only one
component of our technique (analysis, random testing, reasoning or all components combined).
Lastly, we developed our own instrumentations and code coverage tools that help researchers
compare the coverage of a class when it comes to visited nodes, visited edges and visited

k-edge-pairs with a configurable parameter k.

The thesis begins with a literature review, followed by the required preliminary concepts. Then,
the methodology of this agent is shown at a conceptual and practical level. Afterwards, the
thesis explains the architecture of our agent right before the study section. The study section
describes the experiments that we used, the setup of our experiments and analyzes the results
found. After the study chapter, the thesis gives an overview of the project which includes a

brief discussion, limitations and future work. Lastly, the thesis ends with the conclusions.



2. Literature Review

2.1 Early steps on testing input generation

Approaches on automating the process of software testing can be found as early as 1970(Burgess,
1970). The majority of the papers focus on generating test data for input when developers test
or debug their code. Although the generation of a complete unit test, seems to not be the
primary goal of such efforts, it is worth mentioning how the researches tried to make testing
as automated as possible. Moreover, the techniques that are being used are often similar with
the approaches that modern papers have demonstrated when trying to actual test a piece of
code. Since the biggest challenge in automating a unit test is the generation of testing data,

such attempts cannot be excluded from our study.

In the same decade, different scholars attempted to use a symbolic execution to produce the
relevant data for testing or debugging(Boyer et al., 1975)(Bicevskis et al., 1979). Such examples
are considered to be "path-wise" test data generators as the algorithms work on identifying
paths of execution that could meet the testing criteria. The path-wise approach begins with
the construction of a control flow graph, then the path identification, path selection and finally
the generation of test data. Once this step is done, the programs proceed with an execution
of the software. Both papers used a symbolic execution (often referred as symbolic evaluation)
which uses symbols instead of the actual values. In short, symbolic execution is a method used
often in software testing, where the execution of a program proceeds with symbolic expressions
instead of actual values like integers or strings. Based on the symbols used and the path that

was selected, a set of data is derived.

Such techniques were described as promising(Ince, 1987)(Muchnick & Jones, 1981), even though
30 years later these techniques are still insufficient. One of the main problems that these
techniques faced was the array determination (Korel, 1990). To be more precise, such techniques

were struggling with the array index when this was dependent on the input arguments.

The approach of (Korel, 1990), was to solve this issue by using actual (real) program execution

rather than a symbolic one. This approach also makes use of the control flow graph, its paths, the
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path identification and execution of the program. The difference though, is that the algorithm
was tracking whether the path was traversed or not, as an attempt to find out which test
data can be generated in order to traverse the path. The interesting part of this research,
is how Bogdan Korel, insisted on how a goal (the complete path) can be broken down to
smaller subgoals. According to him, every single one of them can be solved if splitted properly.
Familiar attempts that use real program execution for test data generation also existed prior
to this approach (Benson, 1981)(Miller & Spooner, 1976)(Paige, 1981). Nevertheless, some of
the approaches are not complete (e.g. (Miller & Spooner, 1976) requires manual crafting by
hand for some paths) neither can produce a complete unit test. Such researches focus on the

generation of data for testing rather than the actual testing.

All these methods share a few similarities with modern approaches to software testing, as well
as our own approach to an intelligent unit testing. Nonetheless, because the emphasis was
mostly on producing testing data rather than creating a complete unit test, it can be seen that
several aspects of a unit test have been ignored. For starters, such methods do not handle the
concept of the software calling (or having linked) other classes, other files or even other services.
Such an issue might often require the mocking of external classes or services in order to make
sure that the testing is not affected by broken code that is irrelevant to the target class. Test
mocking is a usual practice among developers when writing a unit test, and the early researches
seem to ignore such fact. For the purposes of this project, such mockeries might not be used
at all as the question that this project aims to answer, is whether intelligent agents can solve
efficiently enough the problem of unit testing rather than providing a complete solution. On the
other hand however, this project aims to have the fundamental structure that will be needed,

when such issues will arise.

2.2 Symbolic execution

Instead of producing input and actually executing the code, symbolic execution aims to recreate
the execution of the code and find out vulnerabilities or violations in general. Since we men-
tioned a few examples in the previous section, it is useful to examine how symbolic execution is
being used. During symbolic execution, the algorithm will check the statements, and traverse
the statements as the control flow graph indicates. In symbolic execution, the algorithm stores
statements instead of generated input values (Baldoni et al., 2018). The benefit of this, is

that during this process the algorithm can check for violations and whether these complicated
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expressions are actually satisfiable. A simple example would be to check whether a number
can be divided by zero. A more complicated solution would be to check whether there exists a

combination of input arguments that will lead to unreachable code.

At the beginning, the early approaches tried to make such assertions without the use of concrete
input values. For instance, early studies of (Boyer et al., 1975)(Clarke, 1976)(King, 1976) try to
either test or produce values for testing with the use of only symbolic values. However, such an
approach requires that the symbolic path that is created is always linear (Cadar & Sen, 2013).
This is not always the case and the early approaches could not generate input on non-linear

symbolic path expressions.

Modern symbolic execution techniques attempted to use a combination of symbolic values
and concrete input values, in an attempt to achieve more efficiency on symbolic execution.
(Sen et al., 2005) attempted to use symbolic execution dynamically while some input values
might be concrete input. Another attempt was to make some distinction when concrete values
are presented. This approach has been introduced as Execution-Generated Testing by Cadar
and Engler; 2005. In the EGT approach, if there are no symbolic values in use, the program is
executed normally. In case where at least one value is a symbolic expression, the usual symbolic
execution will take place (for the current path). Nonetheless, despite the effort and perhaps
better results in some cases, modern symbolic execution techniques have still failed to solve the
four main challenges that symbolic evaluation is described by: Handling memory (e.g. pointers),
environment (e.g file operations), state space explosion or path explosion (constructing large

symbolic expressions when traversing) and constraint solving (Baldoni et al., 2018)

In our opinion, symbolic evaluation becomes more limited when trying to produce a complete
unit test, and part of the reason is that the development process of a software changed a lot
in the last 30 years. Modern day softwares, do not rely only on code that they control, but
it is very common for softwares in this day and age to call external APIs, different processes,
dynamically linked libraries and other functions that they cannot debug. One could say that
a unit test’s purpose is not to check code that is not part of the software. On the other hand,
a unit test must examine whether the interaction between the software and the outside source
code works as intended. In addition, such services should not block the testing of the class. It

is often the case that such services are being mocked during unit tests.
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2.3 Random testing

In the unit testing competition of 2019 (Kifetew et al., 2019), a random testing tool by the
name T3 won. Random testing decision making process is often not intelligent. However, it is
often the simplicity of it that can provide good results. Random testing is simple to maintain,
runs faster since it does not need to calculate anything, and at the same time it might be able
to reach areas of code that techniques like symbolic execution are limited to. On the other
hand, such a technique is not reliable due to the fact that its behaviour is unpredictable and
there is no guarantee that the testing tool managed to randomly generate a testing dataset for

complete unit testing (by complete, we refer to a unit test with full coverage).

Quick check (Claessen & Hughes, 2000) is a random testing tool which was attractive due to its
simplicity and extensibility. Essentially, it is simple enough as any other random testing tool,
however it gives the developer the ability to define custom test data generators which makes the
tool extensible. QuickCheck was originally made for the functional language Haskell, however
there have been other studies that applied QuickCheck to object oriented languages like Java
(da Silva Feitosa et al., 2019).

Nonetheless, even with random testing tools, testing might take hours to complete when trying
to test a large (and often complicated) project. T3 (I. W. B. Prasetya, 2016), is an attempt
to use random testing in an object oriented language like Java, but with a budget awareness.
Conceptually, T3 is aware of a time budget, meaning how much time the tool should spend on
a class under test (CUT). It generates the test suites incrementally and aims to optimize the
test coverage based on the time remaining. Overall this approach provided good results in its
benchmarks and in unit testing competitions like the aforementioned one. However, when we
compared this approach with our own random testing approach, we found that this approach
does not pay attention to the coverage or any analysis that is useful during testing. As a result,
this approach might take longer to complete when in reality it already produced enough data to
cover the entire class. At the same time, when we used it alongside our reasoning mechanisms,
we found that it can’t serve as a helpful test data generator as it might produce enormous
data-sets with a lot of data to be irrelevant or repetitive or just not helpful. Such results beg
the question whether random testing is extensible or has any potential future. At the moment,

it is comparable, but for how long?

In general, random testing approaches are not to be underestimated as the results have shown
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that such tools can perform well. Nevertheless, if random testing can achieve good results
without the use of any reasoning, with no understanding of the code, it raises the question
whether such algorithms can be improved by providing some sort of "intelligent" decision mak-
ing. That’s why in our attempt we applied our custom reasoning agents on top of T3’s testing
process in order to find out whether and how much can "intelligent" decision making improve
random testing. As it turns out, reasoning can indeed help. The randomness of such approaches
though, make often this decision making mechanism harder as the agent must analyze a lot of

data that might be irrelevant or not helpful to say the least.

2.4 Evolutionary algorithms

Evolutionary algorithms are inspired by nature itself, and specifically when it comes to the
breeding and mutation of species. Humans try to mimic the modern genetics in designing
optimizing and learning algorithms(Yu & Gen, 2010). When it comes to the automated unit
testing problem, a form of evolutionary algorithms has been used, the genetics algorithms.
While evolutionary algorithms are a class of optimization techniques inspired by nature, genetic
algorithms are essentially a form of evolutionary algorithms that make use of the concepts of

genes, chromosomes and population.

In short, the genetic algorithms are based on Darwin’s concept, "survival of the fittest" Aljahdali
et al., 2010. Conceptually, genetic algorithms begin with a "population" of "chromosomes". In
practice, the chromosomes are represented as binary strings and the population is simply a
collection of such values. The idea is that in each iteration (often referred to as "generation'),
every single individual of the population, is a possible solution to the problem (often, this
is referred to as "optimization problem" because evolutionary algorithms are trying to find
optimized solutions). How 'fit" is an individual to be a possible solution is determined by a
fitness function that will assign a number to the individual (the higher the number the better
solution it is). Based on this fitness value, the chromosomes may be either carried out to the
next generation(=iteration), or bred with other values of the population and pass an offspring
to the next generation. This process is repeated until a criterion is met. When it comes to the
testing input generation problem, the individuals are possible values that can test the code.
Another way to see the population in such a problem, is that a population is essentially an
appropriate test data set. In each iteration, the algorithm calculates the fitness value, selects a

pair based on the fitness value, applies crossover (breeding) to produce a new value (offspring),
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and puts the new offspring back into the population. Usually this procedure stops when the

goal-coverage is achieved or the maximum number of iterations has passed.

The first attempt of applying genetic algorithms to this problem has been recorded by (Xan-
thakis et al., 1992). Their approach resembles the pathwise test data generators that were
observed in the 1980s. In this approach, the algorithm also identifies paths and tries to pro-
duce data to traverse the chosen paths. The difference though is that in this attempt, the
data are not generated randomly or using symbolic evaluation, but rather using genetic algo-
rithms. However, the genetic algorithms use randomness under the hood as their main methods
crossover, mutation and the initial population generation are being randomly handled. This
approach, has been later on classified as Branch-distance-oriented(McMinn, 2004). Interest-
ingly, other studies that applied genetic algorithms, did not necessarily follow the same concept.
(Watkins, 1995) attempted to apply genetic algorithms using a coverage criterion. The fitness
function penalized genes that traversed the same path. However, there is little guidance on
how to explore new paths. (Roper, 1997), attempted a different coverage approach where the
fitness function gives the highest values to individuals that covered the longest paths. Ironi-
cally, the coverage approaches did not manage to achieve the full coverage that they aimed for.
As (McMinn, 2004) mentions, the coverage approaches did not give much guidance on how to
generate data that can cover the areas that have been missed, and full coverage is difficult for

non-trivial programs.

Until now, the majority of the studies that applied genetic algorithms, followed a structure-
oriented approach. In this broad classification, further categories exist. Specifically, some
structure-oriented attempts adopted a branch-distance-oriented approach like the case of (Xan-
thakis et al., 1992), others followed a control-oriented approach, and lastly some researchers

tried to combine the two into one Combined Control and Branch Distance Approach.

In the control-oriented approach, the emphasis is on the control-dependent nodes (e.g. loops,
if statements) as the objective function is based on how a specific branching node should
be executed(McMinn, 2004). Following this approach, (Jones et al., 1996) aims to test loop
conditions by configuring the objective function to be equal with the difference between the
expected and actual number of iterations. Similarly (Pargas et al., 1999) also made use of
the control dependent nodes, but in this case the control dependent nodes were the objective
function. More precisely, the objective function was equal to the number of correct control

dependent nodes executed. In this type of approach, there seems to be some kind of reasoning
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or at least an attempt to understand how the flow of the method should be. However, an issue
arises when it is time to produce an input value to test the flow, as genetic algorithms still
generate the population with little to no guidance. The concept of identifying the branches in a
graph, is something that a programmer might also want to do and as an approach is something
that we will try to handle as well. Nonetheless, we would like to try a different method of
generating the testing input once we reach this point; as genetic algorithms produce the values
with lack of explainability to say the least. Furthermore, in these cases it seems that genetic
algorithms were left to somehow "guess" the possible optimized solutions as there is no specific
path described to converge towards the desired solution. Although the fitness is calculated
based on the correct execution of the graph (in this case, with the number of correct branching
or branch-dependent nodes), the main question still remains unanswered: how can we make

sure that an automation tool can test the code with full coverage?

By looking at the combination of the control-oriented approach and branch-distance-oriented
approach, one can notice that familiar limitations apply. For instance the case of (Tracey,
2000) aims to use a fitness function that combines both approaches. Mathematically, the fitness
function is analogical to the branch distance covered and the number of executed nodes over
the control dependent nodes. Intuitively, it is not far from multiplying the objective function of
(Pargas et al., 1999) with the covered branch distance. Still and all, the limitation of guidance
and lack of explainability applies.

Nevertheless, up to this point, the evolutionary algorithms seem to be the most efficient au-
tomation tools out there, with Fvosuite(Fraser & Arcuri, 2011) reaching the highest scores in
almost all recent unit testing competitions(Devroey et al., 2020)(Molina et al., 2018)(Panichella
& Molina, 2017). Evosuite can be characterized by two main features: Applying evolutionary
strategies with respect to the whole test suite as a criterion, and performing mutation based
assertions in between. Unlike the aforementioned methods that specified a fitness function that
aims at specific branches, identifying subgoals or parts of the code, evosuite’s criterion aims
at the whole test suite. This approach seems to avoid a problem that other approaches faced,
which is to treat every node as equal. Moreover, its mutation-based assertions, are closer to
the process that a developer would likely follow. Based on this procedure, evosuite is able to
document its steps as a valid unit test class. In general, one of Evosuite’s novelties, is that this
tool demonstrated that the use of evolutionary algorithms does not apply only on generating
input, but also on generating assertions and a complete unit test. By complete though, it does

not necessarily mean fully covered.
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Unfortunately, even at the very last improvements of Evosuite, suffers from critical limitations
that might be linked to the complexity of object oriented programming, or to its approach
itself. On a benchmark analysis conducted by (Herlim et al., 2021), it has been found that
often Evosuite might reach some statements but not cover them. Specifically, (Herlim et al.,
2021) found four main areas that Evosuite failed the tests: constructing a class under test
(sometimes due to the constructor’s complexity), failing on object oriented specific issues like
accessing private methods, handling inheritance properly or inner classes, failing on large search
space problems either because the values need further modifications or even failing on simple
cases, and lastly several other problems that are quite hard or too specific to handle. In the last

category, such examples might be the i/o operations in a file, unfeasible branches and more.

Such cases, are indeed difficult for the majority of the automated testing tools if not all of
them. To solve them using only evolutionary algorithms though, might not be enough as many
of such cases are too specific or unpredictable. In a real life situation, developers often use their
reasoning (and understanding of the code) in order to mock several operations that they believe
that those should not affect a unit test. For instance, it is not just I/O operation in a file that
might need special handling, but also database communications, SDK integrations, third-party
library calls and more. In many such cases, which are usual among developers, often a developer
might mock the instances/calls or might apply a specific handling. An example of the latter,
would be to prepare the data in advance before executing a unit test. We believe that such a
process should also involve some kind of reasoning as an automated tool, must be intelligent
enough to demonstrate some rationality in its decision making rather than experimenting with
values that might at some point converge to the optimal solution. To handle the aforementioned
situations using evolutionary strategies, one must manually adjust the genetic algorithms to
handle every possible scenario. If this is the proposed solution though, then this does not make

the automated tool intelligent, but rather a tool with many rules and exceptions.

2.5 Agent-based testing

Unlike the previous methods, agent-based testing started appearing on the 21st century. How-
ever, most of these approaches are not directed towards a fully automated testing or automat-
ically generating a test case. It is important though to acknowledge such efforts as they might
provide a partially automatic test or building the foundations towards a complete intelligent

agent based testing. In other words, there has been some prior research on using agents to test

10
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softwares... but the code must be written by a developer. Still and all, such cases could maybe
be exploited towards an automated test case, or as some cases already demonstrated, provide
the necessary tools that try to create agents that have thoroughness when testing a piece of
code. The later, is also one of the scopes of this project: to have an agent based tester, that

can test the software after analysis, understanding and reasoning.

One of the testing frameworks that defy the traditional approach, is the E-tester which pro-
vides a contract aware and agent-based unit testing framework for the FEiffel programming
language(Ostroff et al., 2005). This specific framework, makes use of contracts, a nuance that
exists in the Eiffel language but is missing from programming languages like Java. The con-
tracts are used to document the functionality (or debugging) of methods and classes, as well
as to constrain maintenance and extensions that may take place in the future. Conceptually, a
developer can create agents for testing particular values, expressions or violations. For instance,
an agent can be passed as an argument to a list, to check whether all items are positive. In the
paper though, there was not much demonstration of thoroughness of the agent. It seems that
the agent does not apply much reasoning or analysis of the code before taking any decision
when testing. A developer must manually place down what the agent should test, in precise
expressions. Our goal, is to base our solution on the definition provided by Stuart J. Russell
and Peter Norvig (Russell, 2010). Meaning, to develop agents that can analyze the environment

(in this case the code) and interact with it accordingly (hence test it automatically).

It seems that contracts can already help the developers gain a better insight on how the code
should behave on runtime or debugging, which raises the question whether this can also help
testing agents to understand better the software. A work in parallel with the FE-tester took
in place, with the aim to answer this question(Greber, 2004). In this case, Test Wizard aims
to automatically generate a test case by using contracts. The concept of the Test wizard is
to exploit this information provided by contract-equipped classes. On the other hand, this
was not implemented nor does it support code that is not equipped with contracts. Therefore,
programming languages that do not support such feature, cannot benefit from this. To be fair
though, even languages like Java, PHP, Python, C++ etc. that do not support contracts, can
be equipped with third-party libraries that provide this ability.

When it comes to the Test Wizard, the developer must only choose what the wizard should test.
For instance whether the wizard should test the cluster (meaning all classes), or a fraction of it.

The wizard contains an analyzer of the code, proceeds to gain insight on the system information,
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and with the help of a user interface, gets information from the developer regarding the scope
of the testing scenario as already mentioned. In the end the wizard will return one of the four
possible results either in the same graphical user interface, or as an xml file or as a gobo eiffel
test format. The four possible results are Passed, Could not be tested, No call was valid or

Fuailed.

Apart from the limitation that this applies only to design by contract softwares, the test wizard
uncovered some challenges regarding softwares with infinite loops, long integers or even the eiffel
language itself. This should not be an issue with our implementation though, and the reason
is that an intelligent agent’s goal is to gain a bit more understanding in order to figure out
such challenges. By looking at the Test Wizard’s plan, it can be noticed that a database
storing system had to be used to be able to achieve a test case generation. Such storing,
could be perhaps be parallelized with the belief/knowledge system that BDI agent possess to
make decisions. Such attempts have been indeed tried out, with the goal to use BDI agents to

automatically test a software.

Aplib, is a library that helps developing intelligent agents like BDI agents(I. Prasetya, 2019).
The library encourages the development of tactical-based agents and so far it has been used for
the development of testing agents for computer games. Specifically in (I. Prasetya et al., 2020),
the researchers used an implementation of multiple BDI agents that analyze the environment
(hence, the computer game), communicate between them and share such information with each
other to achieve the testing of a computer game. In Aplib, a developer can define the goal for
the agent, and then define the tactics that the agent should follow in order to reach its goal.
This is also the case of the testing case on computer games. Although this case does achieve an
automated testing towards a piece of software, this was used to test how a game should behave
and not exploiting the information provided by the game’s source code. We believe, that we
could use similar techniques, in combination with code analyzing tools, in order to achieve an

intelligent agent system that can test the source code, and not the user experience necessarily.

Still and all, various attempts have been carried out for either a partial automation of a unit
test, or an integration test or a user experience testing or a test data generation tool. Some of
the applied techniques, combined or not, could be used in order to achieve an intelligent unit
test. After all these attempts, we get back to square one, and see that in the end of the day,
testing can be challenging as one should possess some understanding of the code (Whittaker,

2000). Therefore, we aim to use this concept, and try to build an agent that will attempt to
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understand these challenges and overcome them.
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3. Preliminary

3.1 Control Flow Graph

According to (Allen, 1970), a static or global analysis of a class, must have knowledge of its
control flow. Such control flow analysis, can be done and expressed using a graph data structure.
Since this thesis is an approach on using reasoning on the control flow of a class’ execution,

this data structure is found necessary for this task.

A typical control flow graph consists of nodes connected with directed edges. Usually, a node
represents a block of code, while an edge represents the possible path that can be taken when
the program is executed. Figure 1 shows an example of a single method and its corresponding
control flow graph. The graph consists of three nodes: one for the lines 1-3, one node for the
line 4 and one node for the line 5. The edges connecting them, show the different scenarios that
can occur when this method will be executed. Given the value of "x", two different scenarios

are possible for the execution of this program.

3.1.1 Handling exceptions

An execution of a program might cause the program to break or throw an exception. In these
cases, it is often common to add a new node, isolated from the rest of the graph with an
edge pointing to it in order to show that an exception is thrown somewhere. However, for the
purposes of this project, such implementation would be inconvenient as the control flow graph

is also used for coverage analysis.

Therefore, to avoid any issues with code coverage (e.g. not getting an exception when this is
determined by external factors like database connection, service etc.), the graph implementation
on this project adds an exception node only if this is thrown by the method. To make sure
that this is consistent and accurate though, the implementation on this project has one node
per line instead of a code block per line. Hence, it is assured that if any exceptions will be
thrown, the code coverage will be updated correctly and mark the lines of code that have been

traversed correctly without missing any nodes or adding coverage to non-traversed nodes.
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START
public void foo(int x, int y) { l
. X++:
X++; g im D
y += 2xX;
if (x < 3) { if(x<3)
Xx=X- 37 TRUE

}

System.out . println ("New value: " + y)

} /

(a) Original method foo

FALSE

System.out.printIn("New value: " + y);

(b) Method’s foo control flow graph

Figure 1: A method foo with its control flow graph

3.1.2 Using control flow graph to capture coverage

For the purposes of this approach, we wanted to implement an algorithm that tests the class
with some "understanding" of the class’ control flow. Control flow graphs have been used for
analysis and code coverage for quite some time (Gold, 2010) and it was a great opportunity to
extend our graph implementation to support code coverage as well. It was necessary for this
approach to develop a solution that does not simply cover the lines of code, but is able to cover
all different scenarios as well. It seems that covering all lines of code would be enough to test a
method, but in reality covering all lines of code might still be not enough. The example shown
in Figure 1 is a great example on how a tester can easily miss different paths but still traverse

all lines.

The method foo of the control flow graph in Figure 1, can cover all lines of code if method foo
is invoked with any value of x that is equal to the value one or less. Since the control flow
graph shows that there are two possible paths when executing this method, this proves that in
order to develop a solution that covers all different paths must not rely only on the nodes of

the control flow graph.

Instinctively, one might immediately say that covering all edges of the graph will be enough to
traverse all different paths. However, Figure 2 shows an example where nodes and edges are

still insufficient for capturing the whole coverage of the method. The graph in Figure 2 can still
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(b) CFG can have all edges and (¢) CFG missing traversal for a

(a) Original CFG nodes traversed path

Figure 2: An example of a CFG that can have nodes and edges traversed but not capture all
paths

traverse all edges (and nodes) yet still not capturing all possible scenarios. The figure shows
that the control flow graph can have all its nodes and edges traversed if the executions with
yellow and green color are executed. However, as portrayed in the third image of the figure,

the path that passes through the middle of the graph is not explored.

In order to be able to traverse all possible execution paths, the graph must make sure that
there is something more than edges and nodes that can be used as a reference. This can be
resolved by considering the combination of edges when calculating the coverage of a method.
Such a combination is mentioned as edge-pairs. Is a combination of two edges though enough?
Perhaps in some cases a combination of two edges might not be enough, hence for the purposes
of this project the flow graph coverage has been implemented with a k-path concept in mind.
A constant k, determines the number of edges that are combined. Two edges together form a
2-edge-pair, three edges together form a 3-edge-pair etc. In this project, such functionality is
implemented for any number of the constant k. For the experimentation process the value k
is always equal to k = 2 as we would like to compare our agent with other implementations

that do not consider edge-pairs during testing. For complex classes though, the constant £ may
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need to be higher in order to capture all possible paths.

3.1.3 Project’s control flow graph implementation

Implementing a control flow graph seemed necessary for this project. Important information
had to be used for reasoning, whereas the structure of the control flow graph helps in handling
the coverage of the method. Additionally, the agent must refer to the control flow graph when
taking decisions as we wanted to develop a solution that tests a method with respect of the

method’s execution flow.

The implementation of the control flow graph was built with respect to existing implementa-
tions. It had to be made sure that the control flow graph that we developed can be extracted
with the proper tools. However, we had to make some adaptations to make sure that the control

flow graph can provide us with the necessary coverage output.

To make sure that the coverage is sufficiently captured, our implementation uses one node per
line. This also helps when calculating the amount of lines of code that have been traversed,
as that requires only measuring the number of nodes that are traversed. Figure 1 is a valid
control flow graph, but in our case that graph would be slightly different in order to be more

informative towards our agent. Figure 3 shows the differences and the adjustments being made.

Additionally, it should be noted that our implementation has a small adjustment to its graph
nodes to measure the coverage. Specifically, each graph node has a flag on whether the node is

traversed or not.

3.2 Logic, reasoning and logic programming

Logic programming is a discipline of artificial intelligence that we heavily rely in this research.
Using logic, one can extract hypothesises based on observations (Muggleton & de Raedt, 1994).
While there are different types of logic or representation of logic if you prefer, logic eventually

will lead to reasoning.

As previously stated by (Muggleton & de Raedt, 1994), "inductive inference is a very common
form of everyday reasoning’. In other words, we humans rely on reasoning to accomplish several
tasks throughout the day. Since the current advancements in automated testing do not follow
the human way of thinking but rather use randomized testing or evolutionary algorithms, we

decided to apply a mechanism closer to the developer’s mindset. Therefore, logic programming
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START
START l
X++;
X++; ¥
y +=2%x y+=2%x
if(x<3)
TRUE h 4
N if (x <3)
FALSE

TRUE

/ FALSE X=x-3:
Y
System.out.println("New value: " + y): /

(a) A valid control flow graph

System.out.printin("New value: " + y);

(b) Our implementation

Figure 3: The adjustments of our implementation

has been used to extract hypothesises that will eventually lead to better path exploration.
Efficient reasoning though, relies heavily on knowledge representation (Thomason, 2020). Since
one must extract a hypothesis based on observations, then this means that the observations

must somehow be saved in an accessible format.

In our implementation, we used Prolog!, a logic programming language, that serves both as
a knowledge representation entity, and as a language that allows us to use logic to extract
hypothesises. In the intelligent agent that we developed, reasoning is the first step of the agent
as it is being used to extract hypothesises on missing paths, capture relationships within a
graph (e.g. parents, which nodes depend on which nodes etc.) and obtain data that will help

the agent construct an expression to capture missing paths.

When it comes to knowledge representation, we used Prolog’s facts®. Essentially facts are
predicate expressions that issue a statement. For instance, the expression "node A’ has been

visited" is a predicate expression that is useful for our agent implementation. Such an expression

Thttps://www.swi-prolog.org/
Zhttp:/ /www.cs.trincoll.edu/ ram/cpsc352/notes/prolog/factsrules.html
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would be stored in Prolog as follows:

visited(A).

Similarly, facts may contain the relationship between several entities. For instance the relation-
ship "'node B’ depends on node A" is also a predicate expression that one can store in Prolog

as a fact. Such an expression would be stored in Prolog as follows:

depends(A, B).

Using the above mentioned knowledge representation, logic can be used and the agent can
reason in order to explode more facts. For instance, if node A’ depends on node B’ and node
B’ depends on node C’, then with logic the agent can find that node A’ also depends on node
C'. Similarly using Prolog we can issue queries where based on the knowledge of the agent
we can extract hypothesises. The queries that are supported by Prolog and were used in our

research are the following:

e Binary query which can be answered with a yes or no. Essentially the agent asks its

knowledge whether a certain predicate expression is true.

o All results that make a given predicate expression true. Such statement help to find
which variables fulfill the given criteria. These types of queries are commonly used in our
implementation to find out all the values that certain variables depend on, which are the
values that make their path constraint false etc. The next chapter provides more details

on how these queries have been used.

20



4. Methodology

As stated by Stuart J. Russell and Peter Norvig (Russell, 2010), an agent is anything that
observes its environment using sensors, and interacts with it using actuators. Therefore, in
the case of software testing, the environment is the actual piece of code and an agent must
interact with it. In this project, the goal was to develop an agent that is able to analyze its
environment(hence the code of the program under test), and then interact with the piece of

software to achieve a full coverage.

The term "full coverage" might be ambiguous between different projects. For the purposes
of this research and for the agent’s analysis, full coverage is achieved when an agent is able
to traverse all lines of code and all possible scenarios. In practice, this requires the agent to
traverse all the nodes of the control flow graph, all edges of the control flow graph and all

specified edge-pairs of the control flow graph

4.1 Overview

Agent-based solutions often vary. In some cases, an agent might consist only of rules, in other
cases the agent might be nothing more than an engineering encapsulation of a randomized
algorithm. In this project we decided to proceed with a BDI agent, meaning an agent that
contains a knowledge base and makes its decision based on that. The goal of the project
was to use such an agent to analyze the class and then take decisions based on its analysis.
The reason for doing this, is because many approaches of the past, regardless whether they
were implemented as agents or not, did not examine such traits. In other words, we decided
to use an agent that its primary tactic is analyzing the method and applying reasoning to
determine which values shall it use for testing, rather than blindly trying random values. Since
a programmer looks at the class before writing a test, we thought it is only fair to replicate a

familiar technique for the software testing method.

Initially, this approach was implemented on a single agent, and later on the approach was
extended to work with multiple agents. The process of testing a method, using a single agent

or a multi-agent solution, can be broken down as follows:
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1. Method analysis
2. Interacting with the target class and updating the knowledge base

3. Using the knowledge base and the previous analysis to apply new possible combinations

of values

In this section, the different concepts are explained, as well as their behaviour on a single-based

solution or a multi-agent solution.

4.2 Method analysis

The first step of this approach is for the agent to analyze important information that a control
flow graph provides. The method analysis is necessary for the reasoning part, as the agent must
have some information that will help it take reasonable actions. Once the necessary information
is extracted, the agent constructs a new knowledge base, and stores this information for future

reference.

The data that are necessary for the reasoning part, are data related to the nodes of the control
flow graph and their relationships to each other. The analysis part identifies the conditions
(if-statements, switch cases, loops etc) and which nodes are dependent on those conditions.
In section 4.4, it is explained in detail how the reasoning part of the agent benefits from this
information. Once the conditions and the dependent nodes are identified, a knowledge base is

constructed for the method.

Below, is an example of a control flow graph, and the method analysis that is required. In
Figure 4 below, the control flow graph consists of six nodes (in other words, six lines of code).
As can be seen from the control flow graph, the method starts with a condition, possibly an if-
statement. It is important during the reasoning part of the agent, to be able to make decisions
that will choose one of the two paths if necessary. Therefore, the analysis part of the agent
must identify this condition and store it in the knowledge base. Similarly this process should

be applied for the third line.

Once the conditions are identified, the agent must identify the nodes that are dependent on

those values. Hence, for the first condition (line 1), it is important for the reasoning part of

nl

the agent to "know"" that lines 2 and 3 are immediately impacted by the result of the first line.

!Technically, the agent does not know anything. A BDI agent only "believes" something. However, these
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START
(LUNE 1)

(UNE2 | (UNE3 |
(LNE4 | [LNES |
'LINE 6 |

Figure 4: Example of a graph of six nodes

Therefore during the analysis part the agent must store to the knowledge base that lines 2 and

3 are dependent on line 1.

Similarly this should apply for lines three, five. Line six is the final line of the method (possible
a return statement), and whether line six will be traversed or not does not depend on any
condition. Therefore the analysis part should not store anything regarding line six to the

knowledge base.
In general, during analysis, the agent will store one of the following two statements:
1. Line X is a condition branch (meaning if-statement, switch or loop).
In Prolog, this statement can be stored as conditionbranch(X).
2. Line X depends on Line Y. In Prolog, this statement can be stored as depends(X,Y).

To summarize, the analysis part of the agent is important for future reference during reason-
ing. Using the control flow graph (which is unfriendly to Prolog or other logic programming

languages), the agent stores into the knowledge base only the necessary information for the

predicate expressions are definitive and it is safe to assume that this information will never change
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agent to use. Based on this analysis, the agent can immediately find which lines of code are
dependent on other conditions and by extension, an estimation of the possible paths that lead
to which nodes of the code. In the above example, the agent can use the knowledge base to find
out that line five depends on the outcome of conditions in line three and line one. Similarly
the same applies to other nodes of the control flow graph. More details on the reasoning part

of the agent, on section 4.4.

4.3 Random testing and knowledge base update

Before even applying reasoning and an intelligent choice of test values, it is important for the
agent to collect data regarding the behaviour of the method (or class by extension). To have a
better reasoning process, the agent should make decisions based on past experience. However,
what is this "past experience" that the agent must consider? For the purposes of this project,
we tried to fill this gap by applying randomized testing algorithms. The random testing part is
adjusted to help the agent update its knowledge base for future reference. It should be noted
that this part is used for building a knowledge base filled with enough information to help the
agent’s reasoning part. In theory, any algorithm can be applied at this part as long as it helps
the agent build a good knowledge base. We chose random testing because it is fast and easy

to implement so we can test our theory.

During this process, the agent tries different random values (within a given domain) and stores
in the knowledge database the nodes that have been traversed. This process is done in a given
number of iterations (usually in the base of 10, 100, 1000). At the same time, the agent holds
other useful information such as the tried execution values or the sequence of traversed lines of

code in each iteration to have more knowledge of the different execution paths that occur.

For instance, given a method "foo" that takes as argument one integer value, the agent will try
different integer values that might construct all possible execution paths. For each node that
is being traversed, the agent stores in to the knowledge database the value that has been used
to traverse that particular node. Hence, if line one has been traversed with value 19, the agent

will store the following to the knowledge database:
e Node 1 has been traversed using value 19
In Prolog, this statement is stored as traversed(1,19).

Similarly, this is extended to store more than one variable that has been used to traverse the
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node. It is important though, to store them as a combination as this might be crucial during
reasoning. Consider for example a method that takes three parameters representing the lengths
of a triangle’s sides, and identifies whether the triangle is isosceles or not, it is crucial for the
agent to know the exact combination of the values used. Therefore, in such an example the

agent would store a statement like the following.
e Node 1 has been traversed using values 19, 23, 19
In Prolog, this statement is stored as traversed(1, 19,23, 19).

Finally, at the end of the random testing approach, the agent calculates the edges and edge-
pairs that have been traversed and updates the knowledge base accordingly. For edges the

following statement will be saved:
» Edge between nodes 1 and 2 has been traversed using value 20.
In Prolog, this statement is stored as traversed(1 — 2,20).

Alternatively, one could name the edges instead of storing the edges as a combination of two
nodes (e.g. edge A’). However, saving the edge as a combination of two nodes helps with

reasoning as the analysis contains information about the nodes.

Similarly, when updating the knowledge base, the algorithm stores also the edge-pairs that have

been traversed. Such an example is the following:
o Edge pair between edges 1-2 and 2-5 has been traversed using value 20

In Prolog, this statement is stored as traversed(l — 2 — 5,20).

4.4 Reasoning and algorithmic process

During random testing, the agent explores different paths of the control flow graph. It is often
the case that such algorithms might miss executing all possible paths. The final part of the
agent is to use its knowledge base to construct the paths that have been missed during random

testing. Conceptually, this procedure is split into three parts:

1. Finding missed nodes and an expression that will create a path that traverses each one

of the missed nodes
2. Finding missed edges and applying the same procedure as above

3. Finding missed edge-pairs and based on the current (now-)known traversed edges, find a
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suitable expression.

Similarly, depending on the arguments that the method uses as inputs, different techniques are
applied. For instance there will be a different technique for an argument that is a number than
an argument that is a string. It should be noted though, that the reasoning part is applied on
one single specific method which is referred to as the target method. In case the class contains
more than one methods, the user can choose whether the agent should apply this procedure to
only its target method or whether the agent should repeat this procedure for several methods

of the class under test.

4.5 Algorithm for resolving missing coverage

The first step of the agent is to find the missing coverage and identify a possible expression
that will constraint the path that leads to the missing node/edge/edge-pair. The Algorithm
1 below provides a high-level approach on how the agent resolves the missing coverage for the

target method.

Algorithm 1 Resolving missing coverage

1: if coverage = 1.0 then

2: Return

3: end if

4: missed nodes < fetch missed nodes from CFG

5. for target € missed nodes ... do

6: Fetch traversed values of related nodes from db
7 for parameter € method parameters x ... do
8: Find a valid expression for parameter

9: end for

10: Generate possible combinations from expressions
11: for arguments € combination do

12: Invoke target method using arguments

13: end for

14: end for

Initially the algorithm begins by checking whether the method has any missing coverage at all.
In case the random testing approach successfully covered the method to its full extend, then

no further actions are needed.

In case the coverage of the method is below 1.0, then the algorithm will begin by finding all
the missed nodes of the method. To do this, the agent must simply check which nodes of the

control flow graph have not been visited. For each one of these missed nodes, the agent’s goal is
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find a few possible values that can be used to constraint a path that leads to that node (referred
as target node). However, since it is known that the target node has not been traversed, the
knowledge base will not have any information regarding that node. At this point, the reasoning
mechanism is used to find the nodes that the target is dependent on and the values related to
the target node’s siblings and ancestors. Therefore, the agent uses the initial method analysis,
to gain information that help finding an expression that can construct a path that traverses

the target node. In practice, the agent uses prolog to get the following data:

1. Find the condition branch that this node depends on. Alternatively, one could say that

this is the first ancestor of the node that is also a condition branch.
2. Find what values are needed to reach up to that condition branch

3. Find other nodes that depend on the same condition branch and find out which (combi-

nation of) values helped constraint a path that leads to them.

At this point the agent has several data to constraint a path that leads to the condition branch
that it is interested in. Since the agent knows which values are not traversing the missed node,
is it possible to use this information to create an expression that leads to the missed node? In
short, this is a useful sample to guide the agent towards an estimation of an expression that
may lead to a path construction that hits the missed node. This part is different based on
the type of the method’s argument, but all types need the aforementioned data to work. This

process is applied for all method’s arguments

Once the agent found an expression for each method’s arguments that could lead to the traversal
of the missed node, the agent generates a few possible combinations of values that satisfy
the found expressions. The agent invokes the target method using the generated possible
combinations. This process (Algorithm 1 is the same for nodes, edges and edge-pairs. The

difference, is the algorithm used to form an expression.

4.6 Finding expressions in general

Each time the agent runs an iteration of a specific method, the agent naturally traverses different
paths of the control flow graph and updates its knowledge base. When trying to find a way to
construct the missed paths, it is important for the agent to come up with an expression that
will satisfy this constraint. This is why a part of the aforementioned Algorithm 1 is to find a

valid expression for the missed nodes/edges or edge pairs.
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Using reasoning mechanisms and rules, the agent extracts conclusions that will allow it to take
further decisions. Such conclusions could be the following: node A’ is being traversed when
method was invoked with inputs of positive integers, or branch A’ is true when method was

invoked with inputs of negative float numbers.

For instance, for a method that contains one condition, two possible paths and takes as an
input an integer number z, the agent could run a few iterations using positive, negative and
numbers equal to zero. Using its knowledge, the agent could extract the belief (conclusion) that
all negative numbers traverse the first path of the method, while positive numbers traverse the
second path of the method. Therefore, in order for the agent to traverse all nodes, the agent
must try negative and positive numbers. In more complicated methods with multiple paths
available, the agent might not reach all paths immediately. Hence, the agent will have to make
use of its knowledge base in order to find out which input arguments it must use to construct

all path constraints.

Extending the aforementioned scenario to a method that accepts two integer numbers z and y,
a control flow graph like the figure below is present. In this example, the agent tried different
values of . In each iteration that the value of x was below two, the agent traversed node A’.
Hence, using its prior experience, the agent concludes that the node A’ can be traversed only
when z is less than two. The same procedure applies for other nodes in this graph. Up to
this point the agent did not reach node D’. Therefore the agent’s goal is to find a possible

expression that will construct a path to reach node D’.

In the same example, the agent speculates that for values of x larger than two, the agent
is more likely to hit node D’. Therefore, it should use values of x larger than two, and try
different values of input argument y to constrain the path that reaches node D’. Of course,
any knowledge of the other input values should be taken into account. Since in its knowledge
it has the information that node C’ can be reached by using values of y less than zero, then
the agent should try values of y above zero. Of course, it might be the case that values of y
less than 5 will still lead to node C’. Nevertheless, by constantly updating its knowledge base,

the agent is more likely to hit most of the nodes.

The aforementioned example is very generic but gives a conceptual overview on how an agent
can make use of expressions to create the missed paths. This process, is different for each
variable type though. In most cases the agent must apply an initial reasoning and then with a

combination of various rules (specific for each type) to come up with an expression. Therefore,
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Figure 5: example of a graph of three paths, from a method of two input arguments.

when the agent must find an expression of a given variable, the agent instantiates a reasoner of
a specific type. For instance, if a variable is of type integer, the agent uses a numerical reasoner

which is a class that contains techniques to find a valid expression for a numerical value.

To summarize, there is no information on how to construct a path that traverses the target
node. Therefore, the algorithm aims to estimate the expression that traverses the target node’s
siblings. Using the negation of such an expression may be the one that will traverse the target
node. As explained in detail on the following sections though, this might not always be possible.

Nonetheless, it is a good initial attempt to estimate a target node’s expression.

4.6.1 Using reasoning to fetch values

There is a reason why this technique uses different classes called reasoners rather than simply
"algorithms". The process of constructing an expression always begins with a reasoning process

that uses logic programming and a knowledge base.

As stated earlier, a method contains conditions such as if-statements, loops and switch-statements.
Similarly, some lines of codes depend on these conditions and are critical on the construction

of a path. There are three kinds of facts that the reasoning process makes use:
1. traversed (N, A...B)

What node/edge/edge-pair N is traversed and with what input values? This statement
can accept different combinations of values. The values A...B are the input values used
to invoke the target method and the values can be single and multiple variables, objects,

arrays or null.
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2.

3.

condition(N)
The node N is a condition
depends(N1, N2)

The node/edge N1 depends on node N2

Using these statements, the agent is able to extract further information. Below are the values

that are used by Algorithm 1 and the logic of fetching such information:

parent(N) < depends(N,?)
Returns the parent of node/edge N.
siblings(N) < depends(?, parent(N)) N —-N

Returns the siblings of a node/edge. The siblings are necessary when finding an expression
as the algorithm can use the values that make the target node’s siblings true. Such a

logical expression is used when querying the knowledge base
false values(N) < traversed(siblings(N),?)

Essentially in many occasions this is the expression that makes the target node false. One
could say that the target node’s true values are the negation of this form. Although this
is not usually accurate, knowing what values miss the target node can help to determine

an expression for the target node.
parent true values <— traversed(parent(N),?)

This returns the values that make the parent of the target node true. It is extremely

useful when the agent must construct a path towards the target node.

4.6.2 Numerical reasoner

Numerical values such as integers or floats are treated as numbers when it comes to reasoning;

therefore they are being subject to the same algorithmic approach. When it comes to numbers,

it is possible depending on the method’s signature to have expressions like the following: x >

2,x+y <=0,z >y,—10 < y < 10. For the algorithm to work, these expressions are described

in the form of "ranges'. For instance, the expression x > 2 can be perceived as xe(2,in finity)

or 2 < x < infinity. The algorithmic approach for any numerical value is nothing more than

an attempt to find which ranges describe best a particular path. Therefore the goal of any
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numerical reasoner is to find an expression of ranges using the help of the relevant values that
hit the condition node that the node is dependent, as well as the values that missed hitting the

node.

The algorithm below shows the process in which the possible ranges are being estimated.
Initially, the reasoner tries to identify whether an expression related to a value is present. For
instance, given the number zero, it is possible that the node is being traversed when the given
value is positive or negative or equal to zero. Such expressions are called primitive and they
are faster to calculate. In other words the first step of the numerical reasoner is to find whether
simple expressions like the following are the case: x > 0,2 < 0,x = 0. Instead of the value of

zero, the reasoner may receive as an input any value.

Extending this approach allows for the reasoning to make assumptions relatively to a given
value. In a multi-variate scenario where the method is dependent on more than one argument
(e.g. two arguments X and Y'), the same algorithm is used to determine whether the following
expressions are present: x < y,xr > y,x = 0. If any of these expressions satisfy the existing
knowledge base values, then the algorithm will stop. However, if all the expressions apply (or
none of them does), the algorithm will not stop and this is because an expression consisting
of all the possible value combinations is not reasonable. Obviously, certain combinations will
alter the method’s execution?. In case the algorithm will find that all the primitive expressions
are valid, then it will discard the expressions and move to the second part where the algorithm

aims to find all non-primitive expressions.

Algorithm 2 Find numerical expressions

1: procedure FINDNUMERICALEXPRESSIONS(number x)
2 if hasPrimitive Expression(z) then

3 Add primitive expressions

4: Break

5 end if

6 findNonPrimitiveExpressions(-inf, +inf)

7: end procedure

Finding non primitive expressions is a process where the algorithm tries to find expressions
that exclude all values that make the node’s siblings true. In other words, if the true values

are the values that would traverse the target node, the false values are the values that miss the

2The reasoning part of the agent always affects nodes that depend on condition branches. It is impossible
to miss a node that is visited by any given input
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node. Based on the current values that missed the target node, the algorithm below shows how
the agent aims to find more complicated expressions that could estimate the expression that

would construct a path that hits the target node.

The algorithm uses divide and conquer similarly to algorithms like merge sort or quick sort.
The first three lines are the algorithm’s stop condition. In the body of the algorithm (lines
4-13), given a range of values, the algorithm checks whether the given range does not hit any
false values. For instance, given a range between all positive numbers, the algorithm checks
whether a positive number can be found in the false values. If found, then this means that
the range is too broad and must be split in half. Hence, the range is split in half and this
procedure is repeated for the new split ranges. Once a range is found, the range is stored into
a list with all possible ranges. All ranges that satisfy this constraint are added to a list. Once
the algorithm is finished, the algorithm combines all ranges in to one single expression such as

ze[—10, 10]V[25, 100].

Algorithm 3 Find non primitive expressions

1: procedure FINDNONPRIMITIVEEXPRESSIONS(number min, number max)
2 if min >= max then

3 Break

4: end if

5: falseValues < values that make sibling nodes true
6 for value in falseValues do

7 if value >= min AN D value <= max then

8 mid < (min + max)/2

9: findNonPrimitiveExpressions(mid + 1, max)
10: findNonPrimitiveExpressions(min, mid)

11: Break

12: end if

13: end for

14: Add to list of ranges the range [min, max]

15: end procedure

A small simulation of the above mentioned algorithm is the following. In the following example,
the algorithm must find the possible ranges that match an expression for an integer value x and
that the expression is not found in the primitive expressions. So far, the following values have
been tried during random testing and none of them hit the target node: x = —50, —51... — 100.
For simplicity, the below example is using numbers between -100 and 100, but in a real situation

scenario that might be equal with the integer’s minimum and maximum values.

The algorithm initially checks whether the minimum and maximum ranges satisfy a possible
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expression. As we know, the random testing process already tried values in this range and
some of them did not hit the target node. This means that the range between -100 and 100 is
too broad. Hence, the agent splits the range in two and tries again for each one of those parts.
Is the range between -100 and 0 possible? As we saw earlier, the values -50, -51...-100 have
been tried and these values hit the siblings of the node. This means that this range does not
satisfy the expression that the algorithm tries to find. Hence, the algorithm splits the range in
two. Is the range between -49 and 0 a possible range? Indeed, if we check the values already
tried, there have been no values between -49 and 0 that traverse the sibling nodes. Hence, it
is possible that the value of X must be between -49 and 0. The algorithm will put this range

into its list. This procedure continues until all possible ranges have been examined.

RANGE: xe [-100, +100]

RANGE: xe [-100, 0] RANGE: xe [1, +100]
xe [-100, -50] xe [-49, 0]

Figure 6: Algorithm 3 simulation

It is possible though that an expression on variable X only, will not be enough to hit certain
nodes/edges/edge-pairs as the path required to do that might depend on other factors as well,
such as the state of the class. To overcome this scenario there have been some slight adjustments
to the construction of the expressions. If the value of X does not depend on a specific domain
of numbers but depends on other factors, most likely this will result in a large amount of
ranges that do not have any consistency between them. For instance the expression that the
reasoner will construct might be an expression consisting of hundreds of ranges. Obviously in
programming this is quite rare or a bad practice to say the least. Therefore in the reasoning
part a new rule has been added that checks whether the number of ranges is realistic. If the
number of ranges found is above a given threshold, then the reasoner flags this variable as a
multi-dependent variable towards the target node, to signal that the reachability of the target
node does not solely depend on the variable. For performance optimization, not all of the
hundreds of ranges are considered, but the reasoning part chooses the first and last range to

form its expression and moves further for a reasoning process that forms an expression related
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to other factors.

This algorithm suffers from another limitation that can be easily fixed. The algorithm’s stop
condition is loose enough to allow checking all possible ranges of all dimensions. This means
that small ranges of one or two numbers are still in consideration. This often might lead to
overfitting as the algorithm pays too much attention to idiosyncrasies. For instance, assuming
that a method uses a variable X and a specific node N can be hit for any input of x > 10, the
algorithm might generate an expression such as X =2V X =4V X =7V Xe[9,100] for that
particular node N, simply because it happens that the random testing process tried the values
3, 5, 8, 11 and not values 2,4,7,9,10 yet. Realistically this is not usually the expression used in
practice, but it must be taken into consideration in order to cover all possible scenarios. If the
algorithm does not perform well due to such an overfitting case, the stop condition must be
adjusted in order to check for ranges of specific length (e.g. minimum length = 5). This means
that the stop condition should not check whether the value of min is larger or equal than the
value maz but whether the value of min + minimum length is larger or equal than the value

of max.

4.6.3 String reasoner

String values are very vague and the number of possible string combinations is infinite. A
condition in the code may be checking the length of a string or whether the string is equal
to a specific word/phrase, whether the string contains a particular word and even the case
(lowercase or uppercase) of a word/phrase might be crucial for constraining a specific path.
Therefore, it is difficult to apply the same techniques with a numerical reasoner. In order to
find an expression with possible solutions then, the algorithm behind the string reasoner follows
a different approach. Instead of finding an expression that can generate values, it immediately

creates list of values and the list consists at least one word /phrase from the following categories:
1. Length of a string

The algorithm adds to the list a few words of different lengths. Usually, a programmer
might be checking whether the password is weak or whether the surname is bigger than a
specific threshold. We hard-coded to the algorithm a small list of strings to always check:
random strings with lengths of 0, 8, 15, 50 characters.

2. Related to the program
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The algorithm scans the method’s code and aims to find strings that are being used. It
is often possible that the method has an explicit check for a specific word. For instance
if somewhere in the code the method checks whether a variable is equal to the word

"password", the algorithm will add the word "password" to its list.
3. Relative to different cases

Since it is possible that the method is interested in lowercase/uppercase values, all the

words added to the list will be re-added in a lowercase and uppercase format.

The code below (Figure 7) shows a part of the method findOneBy which uses strings. The
method makes an explicit use of the following words/phrases in the form of a string: "SELECT
* FROM customers ", "WHERE", "LIMIT", "ORDER BY". Although not all words are critical
for the conditions presented in the method, the algorithm will save these words into its list.
Indeed, the word "WHERE" seems irrelevant, however the word "LIMIT" will definitely affect
the execution of the method. Hence when trying different possible combinations of string
variables to invoke the target method, all these words will be tried. Eventually, some of them

might help achieve better coverage.

public Customer findOneBy(String[] filters) {
String query = "SELECT % FROM customers ";

non

String limit = ;

non

String sort = ;

if (filters != null) {
query += "WHERE ';

for (int 1=0; i<filters.length; i++) {
if (!filters[i].contains ("LIMIT")) {
if (!filters[i].contains("ORDER BY")) {
query += filters[i];
if (i < filters.length —1) {

Figure 7: Method (part of): findOneBy

The algorithm gives an overview of how the possible string values are found. Initially, the
algorithm adds the predefined list. Further, the algorithm scans the control flow graph’s nodes
to find whether any specific words/phrases are being used. It should be noted though that this
step can be done by analyzing the method’s lines of code if such information is not provided

by the control flow graph’s nodes. Further, for each one of the lines of codes, the algorithm
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uses regular expressions to find any matching strings that are being used explicitly. If found,
the algorithm adds the word /phrase to the dataset with possible values for testing. Lastly, the

algorithm must add the strings it found into all lowercase and uppercase values.

Algorithm 4 Find possible string values

1: dataset < predefined strings

2: for each line of code do
3: foundStrings < match regex "(.*7)"
4 for value in foundStrings do
5 dataset < dataset + value

6 end for

7: end for

8: for value in dataset do

9 dataset < dataset + lowercase(value)
10: dataset < dataset + uppercase(value)
11: end for

The same algorithm can be optimized if possible with a dataset that uses unique values. In
our implementation in Java, such functionality was easily optimized using a Set instead of an
array. Additionally, instead of having two loops to fill this dataset, one could combine all of
them into one loop. In order to achieve that though, the implementation must make sure that
the predefined strings are also in an all lowercase or in an all uppercase format in advance.

Below, is an optimisation of Algorithm 5

Algorithm 5 Find possible string values (optimized)

1. dataset < predefined + lowercase(prede fined) + uppercase(prede fined)
2: for each line of code do

3: foundStrings < match regex "(.*7)"

4 for value in foundStrings do
5 dataset < dataset + value + lowercase(value) + uppercase(value)
6: end for
7: end for

It is though possible to extend this algorithm to apply familiar reasoning process as the Nu-
merical reasoner explained earlier. Such an expression though should take into consideration
the length of the string and the different cases that might occur (lowercase or uppercase). Fur-
thermore, one could make sure that the expression checks whether special characters are used,
characters of different encoding or simply letters from the alphabet. For the purposes of this
project this was not necessary as the current algorithm is enough to test the research question.

Having as a baseline the random testing approach, can a minimal effort of taking decisions
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based on the control flow of a method produce better results than the baseline? Indeed, in the

experimentation section, such conclusions can be drawn.

4.6.4 Boolean reasoner

The boolean reasoner is perhaps the simplest of all reasoners as there can be only two values:
true or false (in some objects or programming languages null can also be a value but this is
not an issue). The algorithm is a simplified version of a numeric reasoner as the expression is

simpler.

Similarly with the numerical reasoner, the boolean reasoner checks whether values true or false
(or null in some programming languages) are found in the false values. The boolean reasoner
though does not save a list of ranges but saves a list of possible values. The possible values
can be one of the following: true, false or null in some programming languages. Therefore, the
algorithm simply iterates all false values and checks whether one of the possible values is missing
from them. Every value that is not found in the false values is a possible expression candidate
and is added to the list. At the end the possible values are constructed in an expression like

the following: xeltrue, null],x = true,x = false.

4.6.5 Edge-pair reasoner

The edge pair reasoner is the final part of the reasoning part. It follows a slightly different
approach than the approach that happens for nodes or edges as an edge-pair reasoner is in-
terested in finding an efficient way to traverse multiple nodes and edges at once. Algorithm 6

shows the process that the edge-pair reasoner follows.

The algorithm aims to find a common ground between the edges that consist of the edge-pair
or the nodes that consist of the edge-pair by extension. Essentially, the reasoning process of
the agent tries to find all values that traverse the edges that consist the edge pair. Once this
is established, the edge-pair reasoner tries to find an intersection between the values that have

been used to traverse the edges.

In line six of Algorithm 6, the edge-pair reasoner aims to find an intersection between the array
of values used to traverse the edges. Since initially it is possible that one of the arrays is empty,
the algorithm does not select an empty array as an intersection but chooses the array that is

not empty as part of the possible values.
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Algorithm 6 Find expressions for resolving edge-pair coverage

1: intersectV alues < null
2: for iinrange(0, K)... do

3: if intersectValues = null then

4 intersectValues < edgeTrueV alues(i)

5 else

6: intersectValues < intersection(edgeTrueV alues(i), intersectV alues)
7 end if

8: end for

The fact that the reasoner tries to find a common ground between the different approaches
means that the random testing agent already tried this approach and it did not work. Therefore,
why does the edge-pair reasoner still checks for the same values that had been tried and failed
to capture the edge-pair? Consider an example of 2 edges, where the edges 1-2 and 2-3 have
been traversed using the value of X = 5. This does not necessarily mean that the edge-pair
1-2-3 was also traversed with value X = 5, since a path can be affected by a combination of
variables or the state of the object that is being used during testing. In this example, it might
be the case that the edge-pair 1-2-3 has never been traversed because the state of the class
affected the impact of the method’s execution. This is an attempt of the reasoning process
to try the same values with different states of the object in order to construct paths for the

missing edge-pair coverage. .

4.6.6 Non-primitive reasoner

The above mentioned algorithms focus on finding a solution for primitive values such as num-
bers, strings or boolean values. However, in object oriented languages it is usually the case
that non-primitive objects are being used. Therefore, there should be an algorithmic process
on how the agent can estimate an expression or at least a possible combination of values that
can constrain the missed paths. For the purposes of this project, we thought of two possible

solutions.

1. Chase the constructor of the object and until you can apply the algorithms for primitive

values
2. Mock the object and control the outcome of its methods

In this project, the first solution has been implemented. To achieve this, a new type of reasoner

had to be declared, the Non-primitive reasoner. To be even able to use this reasoner though,
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the agent must slightly adjust its knowledge-saving process. For primitive values, the agent
uses the statement traversed(line,value). For non primitive values, the reasoner should store
the values used to construct the object that is being used. For instance, a binary tree class
uses a non-primitive object called Node. If Node’s constructor takes as an argument an integer
value, then the agent will store the following in its database: traversed(line, obj(value)). If you
notice, a non-primitive object is stored in the database as obj(values). This is done to ensure

that the agent and its reasoning query will not mix the primitive and non-primitive values.

Once the knowledge base is established to support non-primitive values, it is time to check how
the non-primitive reasoner functions. Essentially, it follows the same reasoning process as the
above. Firstly, it fetches the values that make the parent of the node true and then it finds
the values that make its siblings true. However it is difficult for the non-primitive reasoner
to find a valid expression for an object. Different objects have different constructors that use
different variables. Hence how is the non primitive argument able to generate a dataset of

possible values/combinations?

Conceptually, the non primitive reasoner’s algorithm is similar to Algorithm 1 for finding the
missing coverage. For each one of its variables, the reasoner tries to find an expression that
will create an instance of an object that will eventually construct the missed path. Therefore,
the non primitive reasoner does not create a valid expression for the object but rather creates
expressions for each variable that the object uses. While Algorithm 1 finds an expression and
produces a valid dataset for testing, the Algorithm 7 returns a valid dataset of such objects. This
process works recursively every time a non primitive object is being used. Keep in mind that
classes such as Integer, Boolean and String, although are considered objects for the purposes

of this algorithm they are treated as primitive values.

Algorithm 7 Finding values for a non primitive object

1: Fetch traversed values of related nodes from db

2: for parameter in constructor parameters... do

3 reasoner <— create reasoner by parameter type
4: Find a valid expression using reasoner

5 Generate possible values using expression

6: end for

7: Generate possible objects from reasoner values
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4.6.7 Extending reasoners to handle arrays

In some programming languages, an array might be just another type like Integer or String. In
other programming languages an array might represent or be represented as something totally
different. For instance in C, an array might be used as a pointer. Nevertheless, it is important
to have in mind that an array might be handled differently than a variable. Thus, a developer
might add to its method different paths regarding an array. For example an array might be
checked for its length or whether it is undefined /null. Therefore, it is necessary to extend the

algorithmic process to support arrays as well.

Such a goal is beyond the scope of this thesis. We limited the array reasoners to support only
one type as a proof of concept. Specifically, in this thesis we added support for the handling of
string arrays only. The above mentioned String reasoner has been extended to a String array
reasoner. Conceptually, the new reasoner follows a familiar algorithmic process. However, the

following adjustments have been made:

1. The array reasoner does not create a list of predefined strings but creates a list of prede-
fined arrays. Just like the predefined strings, the array reasoner creates its list to support
arrays of specific length. Specifically, the reasoner creates arrays with lengths 0, 1 and
an array with value equal to null. For the array that has at least one element, a random

string is added.

2. Just like the string reasoner scans the method to find which strings are being used, the
string array reasoner does the same. The difference though, is that the string array creates
an array with all the values that it scanned. The logic of this reasoner could be extended
to support combinations of arrays, or combinations of the values in the arrays (e.g. two
of the words scanned in the method). Nonetheless, further rules are beyond the scope of

this project

In general, the array reasoner behaves exactly like a normal reasoner. Due to the importance
of the array’s length though, the reasoner has been extended with an extra rule that makes

sure to generate samples of different lengths (and a null instance of an array).
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The agent is built based on the definition given by (Russell, 2010). Its architecture makes sure
that it allows the agent to read and analyze its environment (the class under test), and then
interact with it by invoking the class’ methods. Conceptually its goal is to achieve full coverage
(as stated in section 3.1) or until a specified amount of time has passed. Expanding further
on this concept, it was found necessary to develop a BDI agent as BDI agents have their own
state, goal and act based on that. There can be different agent architectures with goals or
states but since the agent requires a database that it updates constantly, the model of BDI
fitted perfectly for this research. To conclude, the agent that is implemented, is a BDI agent

that has the desire to achieve full coverage and based on its database it updates its belief.

One of the criticism of BDI agents, is that the belief system of such agents does not provide
any specific mechanism on learning from past experience and adapting the agent’s belief system
to current situation (Phung et al., 2005) (Guerra-Hernandez et al., 2005). This is not the
case in the current implementation though. The agent’s belief system is determined by its
past experience as the agent uses reasoning on its database to achieve that. Furthermore,
the agent’s belief system is constructed based on the information that exist currently in its
database. Hence, updating its belief on the current situation is not an issue; although might

be resource consuming as it needs to scan the whole database each time it updates its belief.

Expanding further on the agent’s intentions, the agent is choosing its actions as a tactical
agent. In other words, when the agent interacts with the class under test, it chooses from a set
of different tactics rather than a set of different actions. This concept has been used on testing
computer games by (I. W. B. Prasetya, 2016) and it was determined that this concept can be
applied here as well. To be clear, the current execution flow of the agent does not require the
agent to be tactical-based. However, there are a few advantages on using tactics instead of a
set of actions for this implementation which make the tactical-based architecture a better fit.
To begin with, the solution that the agent uses, consists of multiple actions. The agent usually
starts by analyzing the class, applying random testing, find paths that have not been explored
etc. A tactic consists of multiple actions combined together in a specific sequence which makes

this approach less-pruned to errors. Furthermore, an agent will be able to try different tactics
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if the agent believed that a certain tactic does not improve its coverage. Other tactics might

still use similar actions but it gives the flexibility of using different combinations of actions.
In this project, the agent has four different tactics:

1. Analyze a class, apply random testing, reason and find expressions for missed paths,

invoke class
2. Analyze a class
3. Reason, find the expressions and invoke class

4. Analyze class and apply the reasoning and algorithmic process to hit missed paths.

5.1 Single agent based solution

[ Analyze method ]

h

[ Random Testing ]

Coverage >=1.0
OR
Time out

MO

Reasoning & Invoke
method

Figure 8: Single agent’s work flow

Combining everything that was stated earlier, the agent will have a work-flow like the one in
Figure 8. Essentially, a single agent initially applies the first tactic mentioned in the previous
chapter. It begins with the analysis part (section 4.2). Then, the agent interacts with the

class under test using a testing algorithm. As stated in section 4.3, the agent uses the random
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testing method to interact with the class. Both its analysis and its interactions with the class
are stored into its own belief system. Furthermore, the agent checks whether the class is covered

or whether further reasoning must apply.

5.2 Extending to a multi-agent solution

From the solution explained so far, one can distinguish that the execution flow of single agent-
based solution actually consists of three main parts (analyze, test randomly, test with reasoning
and rule-based algorithms). Therefore if one would break the execution of the testing process
into these three parts, one could have a first multi-agent variation of the process. In each part
of the process though, the database is constantly updated. Therefore, the three agents should
be able to share their interactions or analysis with the class under test. This can be easily done
in this project if the different agents use the same database for storing what they observed (or
analyzed). Each agent to have its own database that can share with other agents is often the
norm in multi-agent systems. However in this approach this won’t have any real benefits as the
database is only used to store information and only the agents that apply reasoning are using

the database to read and update their belief.

Hence, the different agents are no longer BDI agents (except the one who uses reasoning) but
just intelligent agents with each one having a separate goal. An Analyzer is an agent whose
goal is to analyze the class, and insert in the database the facts and relationships it found. A
Random tester is an agent that interacts with the target class by trying random input values
and updating the database with its interactions. Finally, the Reasoner is an agent whose goal
is to achieve full coverage. Additionally, a time limit has been added in order to make sure that

the agent does not run infinitely if a solution is not found.

So far, the different agents do not have any advantage over a single agent-based solution as
the agents only execute the same testing flow in order. However, the multi-agent approach can
be useful as different agents can provide more efficient solutions as this allows to try different
approaches to the same problem. For instance, a Random tester may not be needed if an
Analyzer and a Reasoner collaborate. Additionally, a Random tester may not be necessary to

run for each method; but rather run only once for all methods in the class.

The two biggest advantages of the multi-agent approach though are the optimization possibili-

ties that they provide and the ease which they have to combine different solutions. For instance,
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an approach would be to use mutli-agent environment that does not make use of reasoning and
rule-based algorithms. This allows further examining whether applying this reasoning process
does have an impact to other approaches. Further, one is able to exclude the random test-
ing process from the execution flow in order to examine whether the reasoning process alone
is more effective in terms of coverage and speed than using random testing at all. All the

aforementioned scenarios have been used to answer this project’s research questions.

5.2.1 Optimizing for parallel testing

Since the agents do not alter the records of the database but only add more records into
it, critical issues such as race conditions are not applicable in this project. Therefore, the
agents can run in parallel if used independently for each method. Although this is not directly
influencing the scope of this project, the necessary steps had been made in order to ensure that
in practice this can become possible. The biggest potential advantage for optimizing the agents

to run in parallel is that this might result to a faster testing process.

To begin with, the database that the agents use must separate the observations and analysis
of each method. In some databases this might be a different table, a different document or in
this case, a different file. Additionally, it might be important to store these observations in a
specific order to keep it functional. In this case, since prolog is being used, it had to be made
sure that the facts and the relationships are stored grouped and in order. For instance, the
facts on condition branches shall be stored together and not in between other facts such as
depends or traversed. Therefore, the first limitation when optimizing for parallel testing, is the
fact that the analysis part must be done first and it cannot run in parallel with other agents
such as Random Tester or Reasoner. Nevertheless, the analysis part can be run in parallel with

other Analyzers if each Analyzer targets a different method.

The Random testers only store their observations in the database and they do not use different
facts or rules to achieve that. Hence, in theory it does not really matter even if different agents
target the same method. However, in practice this makes the calculation of visited edges and
edge-pairs difficult. Since the edges being traversed are only calculated after at least two nodes
have been visited, the agent must keep track of the paths that it chose. In general, to solve

this issue there are two possible solutions:

1. Fach Random tester saves the execution flow and in the end it calculates the edges and

edge-pairs that have been visited and then it updates the database
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2. Each agent targets a different method and none of the limitations mentioned apply any-

more

For the purposes of this project it was unnecessary and perhaps not even possible to adopt
the first approach. Even if the current agents were implemented with such capabilities, this is
not possible to do when testing different approaches. For instance, when comparing with other
agent implementations such as T3, it is not guaranteed that it would be possible to modify T3
into saving its execution flow and then updating the database. Still and all this does not fall

into the scope of this project and the adoption of any solution would work.

Finally, the Reasoner must be adjusted accordingly. Similarly with the other previous approach,
the Reasoners must target a different method in order to ensure that parallel testing is possible.
To clarify, the Reasoners could actually target the same method in parallel as the agents can
be modified to save their execution flow and they only insert their interactions in the database.
However, this would not help as the algorithmic process of the agents is not random and to
ensure that this would have any effect at all, one must check whether the algorithms being used
by the Reasoners have any parts that can be done in parallel. In other words, the Reasoners
would have to do in parallel their internal algorithm and not their whole algorithmic process.
Otherwise, there will not be any significant effect if two or more agents follow the same exact

process.

To summarize, the easiest solution in this project was to adjust each agent to target a different
set of methods. Therefore, in theory one may be able to run the agents of the same type in
parallel as long as the three parts of the execution flow are run sequentially. In practice this
was not tested though nor used during the experimentation process although it was built with

this concept in mind.

5.2.2 Combining different agent implementations

There are two major points of interest regarding the combination of different implementations.
First of all, the main purpose of this project is to check whether the reasoning process can
actually improve other implementations. Hence, it is important to examine whether reasoning
on top of other approaches helps. Additionally, as stated in the previous sections, the current
testing process of the agents involves a part where the agents interact with the target class to
build their database and find possible path expressions. Therefore, the point of interest when

combining different approaches, is everything that happens in the second part of the testing
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flow, the random testing part which is right before the reasoning process takes place.

To combine different testing approaches, one must simply replace the Random tester with a
different agent. In this project, the agent T3 has been used and the tool Evosuite. Regarding T3,
since it is also built as an agent, it easily integrates with the current multi-agent environment
without further modifications. The only prerequisite is that T3 must run always after the
analysis part. T3 was not modified to target different methods to ensure that multiple T3

agents can run in parallel but it was not necessary for this project.

On the other hand, Evosuite was slightly more challenging to combine. Since Evosuite is a tool
that can provide a class with written unit tests, this means that the unit tests can be executed
by a new agent that is responsible to only run given test cases. Therefore, in this multi-agent
environment, a new agent is defined with its only purpose to run the unit test cases provided
after running Evosuite. To clarify, the use of an agent here was used to be consistent in practice
and the configured environment. In theory though, this hardly can be considered an agent and it
does not leverage any agent architecture benefits. Nonetheless, in this project we are interested
on how the Reasoners can help improve the coverage measured when running Evosuite. Still
and all, the combination of different approaches has been done efficiently and the multi-agent
environment shows that combining different algorithms is possible without modifying any of

them.

One question remains unanswered though, how does the coverage and the updating of databases
work when the algorithms being used are not subject to modifications? The reason is because
the Analyzers that run at the beginning, are being extended to prepare the ground for such
functionalities. Secondly, other implementations are not being modified but the classes that
they target are being instrumented with our code coverage tools. Hence, when other algo-
rithms run in our environment, our environment will capture their coverage and will update
the database. Essentially, the Analyzers will prepare the database files needed and will initial-
ize our code coverage tools. In our environment, the Analyzers will specify which interactions
shall be recorded in the database. Ideally though, the database should have been updated by
the other algorithm implementations that we used in our multi-agent environment. The next
chapter, explains further how the instrumentation of the classes and the code coverage tools

made this possible.
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6.1 Experimentation setup

The experimentation was built in order to test the efficiency of the reasoning approach alone,
the efficiency of the agent with some help of random testing interactions and whether reasoning
agents can improve the coverage achieved from other implementations such as Evosuite and
T3. All the experiments were run in Java 18 64-bit version, on a laptop with MacOs Monterery
operating system, 16GB RAM, Apple M1 chip (ARM processor), 8-core CPU with 4 perfor-
mance cores and 4 efficiency cores, 8-core GPU, 16-core Neural Engine. The only exception
made was with Evosuite as it is limited to work only until Java 8, 9 and perhaps 10. However,
since in their website it is mentioned that the release is on Java 8 with some support on Java
9, the experiments on Evosuite were run in Java 8. We chose not to limit the performance of
T3 or the developed agent by using an earlier version of Java as this is not a limitation of the

two agents but it is a limitation of Evosuite.

For each algorithm being used, due to their randomness, the experiment was run 10 times and
the average results were used for comparison. Therefore, in all tables shown that portray the
results, the average of 10 times is being shown. Since each algorithm can be configured, the
experiments for each algorithm were tried with different configurations. The algorithms used
were T3, Evosuite and our agent. Additionally combinations between them were added. Since
we are interested in finding out whether reasoning has any significant improvement against the
other two approaches, we ran the same experiments with reasoning on top of them. In other
words, we ran the same experiments in a multi-agent environment containing three agents:
Analyzer, T3 or Ewvosuite, and Reasoner. Although one could argue that another possible
experiment should have been a multi-agent environment with multiple analyzers and multiple

reasoners running in parallel, such functionality was not available at the moment.

When combining previous approaches with our agent’s reasoning, we tried the best configuration
setups of all algorithms as we wanted to see whether reasoning can improve the automated

testing process in general. Improving bad configuration setups would only prove that the
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reasoner can fix a bad configuration setup. This does not necessarily mean that reasoning can
improve the current testing approaches. Nonetheless, since the algorithms are combined in a
multi-agent environment, new setups were made possible. For instance, how much of T3 or
Evosuite does the reasoner need in order to improve its coverage? What is the optimal usage
of T3 that is required when it is applied with reasoning? To answer these questions, we ran
the experiments for T3 with timeout and a maximum number of records that can be stored in

the database that the agents use.

6.1.1 Algorithms tuning

6.1.1.1 T3

According to the documentation of T3!, T3 is a testing tool that generates a set of test-
sequences against a given class under test (CUT). It will always create an instance of the given
class and by calling the object’s methods this will result to a test-sequence. Depending on how
T3 is configured, the sequence being created can have different lengths or specific values. Each

sequence that T3 generates, has its own goal.

For this experiment, the configuration variables that were tuned were the prefix length, the
suffix length and the multiplier on the number of samples. To clarify, further configuration can
be used in T3 but the variables that can influence the performance of T3 in terms of coverage
and time used are the aforementioned. The prefix and suffix lengths are used to adjust the
corresponding length of the sequence. In other words, it is used to determine how deeply T3
should create the instance of an object before actually testing it. The multiplier on the number
of samples is regarding the number of samples that are being collected for each goal. Essentially,
this configuration value helps adjust the number of sequences that T3 must generate for each

defined goal.

The algorithm was tested using its default configurations at first. However, for the dataset
used in this project, we found out that some of the flags were extremely high and were causing
the agent to perform slower. Hence, we tried with additional configuration with lower prefix
and suffix lengths. In classes with static methods, the default configuration stalls T3 and this
is why we tried different values to ensure that we can find the best configuration for each class.

Specifically, the agent was ran using the following values (PL=Prefix length, SL=suffix length,

Thttps://git.science.uu.nl/prase101/t3/-/blob/master/docs/manual.html
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MS = samples multiplier):

PL=8, SL=3, MS=4 (default)

PL=1, SL=1, MS=10

PL=1, SL=2, MS=10

PL=2, SL=1, MS=10

PL=2, SL=2, MS=10

6.1.1.2 Evosuite

For Evosuite, the only configuration used was the budget time. Overall, T3 and our agent
could perform most of the experiments in less than a second. Since Evosuite took way longer
to finish its testing, a number of different budgets have been tried. This ensures that we have
enough data to check how Evosuite performs against our agent, and whether there are certain

combinations that can be improved by the reasoner.

6.1.1.3 Custom agent’s profiles and heuristics

When designing the single agent-based approach, a number of configuration parameters were
added. Some of them were inspired by other implementations such as T3, and other parameters
were used to help with the reasoning or rule-based process. The table below shows a complete
list of the configuration values. Essentially, it can be broken down into two parts: variables
that affect the random testing process and variables that affect the reasoning process. Some of
them, may be applicable on both. The reason is because the algorithmic process of invoking
the target method using a new expression might use some random testing to build a sequence

(just like T3 builds its sequence).

The majority of the configuration variables are responsible for narrowing down the range of
possible values that have to be tested when trying random variables. In many of the classes
that use numeric values, it is hardly needed to check the full range of possible integer, long

264 will only exhaust the algorithmic process.

integer or double values. Trying numbers up to
In many cases the values of interest contain a much smaller range. Therefore, each numeric
value has its configuration variables to specify the range being used. Typically, for many types
it is important to address their most influential aspects. For instance, for a long integer it

is important to check whether values larger than the normal integer’s maximum value can be
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Configuration name || Testing part affected Details

Max. Integer Both Maximum integer value that can be used
Min. Integer Both Minimum integer value that can be used
Max. Long Both Maximum long value that can be used
Min. Long Both Minimum long value that can be used
Max. Short Both Maximum short value that can be used
Min. Short Both Minimum short value that can be used
Max. Float Both Maximum float value that can be used
Min. Float Both Minimum float value that can be used

Max. Double Both Maximum double value that can be used
Min. Double Both Minimum double value that can be used

Value set size Testing expressions The number of values to use when

testing a new expression

Range threshold

Testing expressions After what number of ranges will the
algorithm classify the

expression as dependent on another variable

No. Iterations

Random testing Number of times the random

testing process must be executed

Reasoning iterations

Testing expressions The depth of the object created
before actually using the value set to

test the expression

Use null in boolean

Both Whether boolean values should also be

created using the value "null"

Table 1: Available configuration values for the custom agent

handled.

Since there are many different possible combinations of configuration values, we decided to

break down the tuning into heuristics. Specifically, a set of three configuration profiles has

been created: a fast profile that allows the testing process to operate as fast as possible, an

exhaustive profile that aims to try almost all different testing values and a moderate profile

that lies in the middle of the two profiles. To specify, the fast profile is configured to do only

10 iterations during its random testing, five reasoning iterations and its numeric values do not

exceed the number 1000. The exhaustive profile is configured to do 1000 iterations during its

random testing, 50 reasoning iterations when testing its expressions and it uses every possible

value that a variable can get. For instance, for an integer variable the fast profile will use
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numbers within the range of -1000 and 1000 whereas the exhaustive profile will use all possible
integer numbers. Finally, the moderate profile is somewhere in the middle. It uses numbers
within the range of 1000 and 1000 but it uses 100 iterations for its random testing and 50

reasoning iterations when testing its expressions.

Additionally, each profile was run with the flag "reasoning iterations" to zero or not. In other
words, each profile was used with and without state building when testing its expressions.
Hence, for the custom agent implementation, the following combination of configurations has

been used during the experiment:
1. Fast profile
2. Fast profile without reasoning iterations
3. Moderate profile
4. Moderate profile without reasoning iterations
5. Exhaustive profile

6. Exhaustive profile without reasoning iterations

6.2 Custom code coverage tools

To measure the performance of the different algorithms we have developed our own code cov-
erage tools that are based on the control flow graph. As stated in section 3.1, the control flow
graph cannot capture all the possible execution paths by counting only the visited nodes and
edges of the graph. A combination of edges in pairs is more informative and currently there
are no open tools that support this. Hence, our contribution involves also a set of control flow
graphs that measure the coverage of an algorithm based on the nodes, edge and edge-pairs that

have been visited.

However, although the importance of edge-pairs in coverage is established, the result of such a
coverage can often be inaccurate. The simple answer for this issue is that the graph shows which
nodes are connected, but it does not specify which of those nodes can be actually combined in
practice. The reason is because certain edges might influence the rest of the execution flow.
For instance, in a method that uses two if-statements, the result of the first if-statement might
change the value of the variables in such a way, that the second if-statement will always be

false. The control flow graph will show the edges as connected, but the control flow graph does
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not show that certain edges are actually conditionally connected. In other words, edge-pair
coverage can be misleading if not properly examined. To fix this issue, the identification of
edge-pairs (for coverage purposes) must be examined thoroughly and not all edge-pairs shall be

used for coverage. For the purposes of this project, we made sure that this issue is not present.

6.3 Data preparation and manual instrumentation

We wanted to include code from different domains in order to ensure that the reasoning agent
is indeed effective or not across different domains. Specifically, we tried to include classes that
are data structures, use custom objects, are being used in the enterprise applications, involve
file handling or are part of relevant literature. In some cases we intentionally tried to make
the class more challenging for the testing algorithms to ensure that the testing algorithms can

indeed handle minor variations. Specifically, the classes in Table 2 have been prepared for

testing.

Class Type Methods Nodes Edges Edge-pairs CC

Stack Data structure 5 11 6 4 7

Linked List Data structure 9 49 43 36 20
Binary Tree Data structure 9 50 32 13 26
Math Standard /Static 9 58 54 41 39

Std In Standard/File handling 13 A7 50 37 17

Triangle Identifier Research 2
Triangle Research 2 6 4

Customer repository Enterprise 1 32 39 49 14

Table 2: Data description (CC = cyclomatic complexity)

The class Stack was left simple and it is probably the easiest class for each algorithm to test. The
classes Linked List and Binary tree although are part of the same category (data structures),
they have been modified to involve more methods or more challenging scenarios. For instance,
Linked List makes use of an inner class whereas Binary tree makes use of an external class.
Additionally both classes have new methods like getBylIndex or getSizeRecusrively which may
not be used in all the implementations of a Linked List or a Binary Tree. These methods are
still relevant though and more challenging during testing. Additionally, two standard classes

have been added, namely Math and StdIn which are static classes and do not require an in-
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depth object building. The two classes consist of high cyclomatic complexity which makes their
testing challenging. For the Math class, the main reason of its high complexity is due to the fact
that a plethora of validation rules is present. The class contains type overflow rules and flags
for negative zero bits among others. This requires from the testing tool to identify such rules
in order to capture the full coverage. The StdIn class is responsible for reading and writing
to an external file and it has been used to check how well the testing tools handle such I/O
operations. It is also described by a high cyclomatic complexity which is a result of the many
validation rules that exist inside its methods. Triangle Identifier is the traditional triangle
example used in the literature (Ammann & Offutt, 2016). It should be noted that the input of
the Triangle Identifier’s methods are float numbers which make it harder to hit full coverage
randomly. The Triangle class on the other hand is the traditional triangle example but with a
modification of using a custom triangle object rather than the three numeric values. This was
done to test how well the reasoning process is able to solve the same problem if it makes use
of custom objects instead of three primitive values. Finally, we added a solution that has been
used in an enterprise application. Specifically, the Customer Repository is a class that makes
use of the repository design pattern and the class itself is used for querying in a SQL-type
database. Additionally it should be noted that this was the only class with complexity over 10

as the classes from standard libraries specifically intend to have complexity less than 10.

All the classes used in the experiment had to be manually instrumented as our tools are still
not able to automatically produce the control flow graph. Therefore, we had to manually
construct a control flow graph for each method and manually create instrumentations of the
aforementioned classes that use the control flow graph to capture the coverage. We ensured
that the instrumentations we did are complying with the process that a compiler would follow.
Therefore in theory one can produce the proper tools that will have the same results as our
manual procedure. In the Appendiz, there is a detailed list of every method used alongside its

complexity

6.4 Results

The results section contains the (average) performance of the algorithms. Due to their ran-
domness, we ran each algorithm for 10 times and we used their average results for comparison.
For the record, all iterations have been recorded into separated sheets even though we used the

average results. Initially, the section portrays the performance of the intelligent agent. Then,
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the performance of the single BDI agent is compared against its baseline (T3) and Evosuite.
Finally, the section proceeds with the improvement of the used approaches when reasoning

agents are used on top of them.

The performance is measured in terms of time need to complete its testing process and the

coverage achieved in terms of node coverage, edge coverage and edge pair coverage (with k=2).

6.4.1 Intelligent agent’s results overview

Table 3 depicts the best metrics obtained when running the intelligent agent. The table shows
the configuration that produced the best outcome for each class in terms of time and coverage.
The table shows the average time required, the average node coverage (NC in table), the average
edge coverage (EC in table) and the average edge-pair coverage with k=2 (EPC). The values
were obtained by using the Fuast profile as it is the one that had the fastest results. Since
the examples we used do not require the use of values above 1000 (which is the Fast profile’s
limit), this profile proved to be the most suitable for the dataset we used. Nonetheless, certain
configuration variables had to be tuned. The reasoning iterations variable was influential on
certain cases, whereas on other cases it was faster to use only the reasoning part of the agent

(without any random testing process involved).

Intelligent Agent’s best average results
Profile | Configuration Class Time(ms) NC EC EPC
Fast Only reasoning Stack 5 100%  100%  100%
Fast Only reasoning LinkedList 89 100%  100%  100%
Fast Only reasoning Triangle Identifier 20 100%  100% N/A
Fast Complete, RI=0 Customer Repository 14419 87,50% 72,09% 60,71%
Fast Complete Binary Tree 1530 772%  56,34% 25,66%
Fast Only reasoning Triangle 21 100%  100% N/A
Fast Complete, RI=0 Math 1344 75,28% 64,94% 51,42%
Fast Complete, RI=0 StdIn 1137 59,52% 44,19% 29,41%

Table 3: Best average results achieved with the intelligent agent in any configuration (RI =
reasoning iterations, Complete = random testing + reasoning)

Specifically, it can be observed that the agent performed better on the classes Customer Reposi-
tory, Math, and Std In when no reasoning iterations were used. The reason is because the three

classes are static and they do not require any specific state of the object to visit all possible
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paths. Therefore, since the reasoning iterations were not used, the agent did not build any state
of the class before testing it. Eventually the agent had achieved the same coverage on such
classes regardless of its configuration. When it comes to the average time needed though, the
agent was faster when no reasoning iterations were used as reasoning iterations require extra

time to build different states of the same class.

The class that takes the longest time to test is the Customer repository class. Although this
class has a method with complexity above 10, this does not explain why it is delaying. The
issue is that its method findOneBy uses multiple conditions that depend on each other and a
switch statement with four different outcomes. Multiple conditions and switch statements can
be exhaustive for the reasoning process as it needs to use data for all the different outcomes,
construct a possible expression for each one of those possible paths and apply this procedure
for all nodes, edges and edge-pairs in the method. Not only the method is long but it also uses
a high number of edges and edge-pairs by extension. The classes Math and Binary Tree also
contain long methods, but those methods do not contain multiple relationships between the

nodes nor multiple possible outcomes on each condition.

Another interesting observation is that the classes that the agent performed well, are also the
classes that the agent did not apply initial random testing. This means that these classes
were using relatively easy expressions for the reasoning mechanism to identify. The Triangle
examples only require two or three equal float numbers (depending on the method), which is
one of the reasoner’s initial attempts. The data structures Stack and Linked List were also easy
for the reasoning process as their methods require simple expressions that depend on specific
states. It might be challenging to find a particular expression when using a random state of the
class. Since the agent begins with an empty object and builds the state of the object after a
configured number of attempts, it is only a matter of time until the reasoning process identifies
the expressions needed for an empty list and the expressions needed for a list with items in it.
Therefore, it appears to be faster rather than randomly trying data on random states of an

object.

Regarding the academic problem of the Triangle (Ammann & Offutt, 2016), it should be noted
that the reason it was so successful was not because the agent immediately understood that
the expression requires two or three values to be equal; but because the early combinations of
the single agent are always equal. As stated in the Numerical Reasoner, the early attempts

of the reasoner involve on trying values that are equal to zero or one. Since the agent always
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tries such values, the Triangle solution is covered fast. To make the problem slightly more
challenging, we converted the triangle problem to use a non-primitive object instead of three
numerical values. In this case, the non-primitive reasoner takes place which will eventually
make use of the numerical reasoner to solve this problem. The problem suddenly becomes the
same as the problem of the Triangle Identifier where the agent solves this issue with a similar

manner.

Still and all, there are only a handful of classes that were covered to the fullest and part of the
reason is that the average edge-pair coverage is never 100%. Sometimes the reason has nothing
to do with the agent’s performance though, as this has to do with an implementation where
full coverage is impossible to achieve. When we checked the edge pairs that the agent missed,
we found that the Customer Repository class cannot be fully covered. This does not mean
that this is an issue of the control flow graph though. The issue is that this class depends on
two other classes: customer persistence and customer. The customer persistence though was
intentionally incomplete which makes the customer repository class impossible to cover to its
full extent. Specifically, the Customer Repository class checks whether one of the results from
the Customer persistence class contains the keywords "first name" and "last name"; only to find
out that those two values are never returned back. Hence, this class is intentionally impossible

to fully cover.

6.4.2 Random testing Vs reasoning agents

Table 4 shows the best performances of T3 for each class. As one can observe, in most cases
the intelligent agent managed to perform equally good or better than its baseline. The only

exception is the Binary Tree class where the single agent performed slightly worse.

To begin with, the class Stack was the easiest class for both algorithms to hit full coverage.
Indeed, the two approaches managed to hit full coverage quite fast. The single agent though
managed to achieve full coverage faster than T3. The reason is because the single agent ap-
proach is smarter than the random testing as it constantly checks whether full coverage has
been achieved before moving further with its reasoning process. Therefore, since the class can
be fully covered with a few attempts, the agent stops earlier than T3. Our assumption is that
T3 might have fully covered the class but since its stopping condition is not that often checked,
it might be still testing the class after it is fully covered. The same observation occurs also

in the Linked List class. Although both algorithms reach the same coverage, the single agent-
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T3 best results

Configuration Class Avg. Time(ms) Avg. N Avg. E Avg. EP
PL=2, SL=2, MS=10 Stack 83 100% 100% 100%
PL=2, SL=2, MS=10 LinkedList 140 100% 100% 100%
PL=1, SL=2, MS=10 Triangle Identifier 28 66,67% 50,00%  N/A
PL=2, SL=2, MS=10 || Customer Repository 131 81,25% 69,06%  56,60%
PL=8, SL=3, MS=4 Binary Tree 721 100%  74,36% 45, 711%
PL=2, SL=2, MS=10 Triangle 44 66,67% 66,67% N/A
PL=2, SL=2, MS=10 Math 1407 68,97% 58,93%  46,34%
PL=2, SL=2, MS=10 StdIn 597 59,52% 44,19%  29,41%

Table 4: Best results achieved with T3 in any configuration (PL = Prefix length, SL = Suffix
length, MS = Samples multiplier

based solution is faster to do so. It should be noted though that the two algorithms managed

to capture all possible scenarios.

Despite the agent’s efficiency on stopping earlier than T3, it seems that this approach is the one
that costs the agent to take longer to test other classes such as Math or StdIn. The two classes
have not been explored fully by any of the two approaches. Yet, why did the single agent take
longer to reach the same (incomplete) result? The reason is because the larger the number of
missed nodes, edges and edge-pair across multiple methods is, the costlier for the reasoning
process will be. Although the reasoning process may not improve its current coverage, the
agent must still examine and apply reasoning to all missed nodes, edges and edge-pairs of all
methods in the class. Therefore, despite the effectiveness (or not) of the reasoning process, if
the coverage is incomplete then the agent will take longer to finish its testing process. The
same pattern can be observed in all other classes. The classes Triangle and Triangle Identifier
take less time for the single agent but the Customer Repository which is not fully covered takes

longer.

The two approaches perform badly in the Std In class and the reason is because the class requires
the smart building of a file before executing the class, which none of the two approaches do.
The key feature that would help the algorithms succeed, would be for them to prepare a file
in advance; followed by specific characteristics. The two approaches consider only the methods
that are used in the target class but do not apply any functionality that is not found in the

target class. This additional functionality, such as preparing a file, could perhaps help the two

57



Study

algorithms improve their stats.

To summarize, the intelligent agent achieves the same coverage or better in almost all cases. In
the ones that the coverage is covered fully, the intelligent agent is faster whereas to the cases

where the class is not fully covered, the agent takes longer to finish its testing process.

6.4.3 Evolutionary algorithms Vs reasoning agents

Overall Evosuite performed extremely well with the given dataset. This could be due to the fact
that the chosen dataset was easier for evolutionary algorithms. Regardless of the case, Evosuite
still performs better than the single agent-based approach in general, although in some cases

the single agent-based approach outperforms Evosuite.

Evosuite best results

Class Avg. Time(ms) Avg. N Avg. E Avg. EP

Stack 72000 100% 100% 100%
LinkedList 73000 100% 100% 94,87%

Triangle Identifier 78000 100%  100% N/A
Customer Repository 77000 84,38% 65,85%  50,94%
Binary Tree 256000 86,00% 63,89%  30,66%

Triangle 73000 100% 100% N/A
Math 78000 86,21% 75,86%  65,12%

StdIn 70000 N/A  N/A  N/A

Table 5: Best results achieved with Evosuite

To begin with, it is worth mentioning that Evosuite takes a significantly larger amount of time
to perform its testing process. On the other hand, during this time Evosuite takes more actions
than the agent or T3. First of all, Evosuite produces executable unit tests. Moreover, the
agent uses a pre-defined control flow graph for its reasoning purposes whereas Evosuite is a
complete solution that within its time, it produces all the necessary graphs or tools that it
needs. Therefore, the significant difference in the testing time between the two approaches
cannot be explained solely on the algorithm behind the tools. Nonetheless, the difference is
huge enough to conclude that the agent-based approach is definitely faster and in most cases

it can achieve the same coverage in less amount of time.

When it comes to the performance in terms of coverage, Evosuite performs slightly worse on

Linked List. Specifically, Evosuite fails to capture all edge pairs for the method getBylndex.
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There are two possible explanations why that is. Firstly, perhaps evosuite does not pay much
attention to the edge pairs when it constructs its fitness function. Hence, for its standards and
for its coverage tools Evosuite considers Linked List as fully covered. Secondly, this might be
because Evosuite does not apply its fitness function for each node but sets its fitness function for
the whole class (or method). The trickiest part of this method is that the method getByIndex
contains conditions that check a number of different scenarios. One of the scenarios requires
that the algorithm builds a class with a state that contains one element at its list, and then
the method getBylndex asks to get the first element. This is a scenario where the agent-based
approach could not explore using its random testing methods but only after applying its rule-
based algorithm. Indeed, after further examination, Evosuite did not try this scenario and thus

why it had a lower coverage.

On the other hand Evosuite performed better on the other data structure, the Binary Tree,
and the Math class. The two approaches performed equally well on the Triangle example (both
cases). This was not a surprise though as Evosuite will construct its fitness method to construct
other paths as well. When it comes to the Customer Repository the result was quite interesting
as it managed to perform relatively well although not to the point that T3 and the single
agent-based approaches managed. Interestingly, Evosuite tried to hit different branches of the
same condition and even used information from other relative classes. However, although it
appeared to be on the right path (on using strings related to the class), it did not actually try
all different paths. For instance, Evosuite did try one of the paths for the condition that checks
whether the flag "order by" is set wrongly, but not whether the same flag is set correctly. This
is one of the limitations of evolutionary algorithms as they try different values after applying
crossover and mutation. Such functions generate new values based on randomness and not on

the class’ execution flow.

The final class, StdIn, was the class where Evosuite could not finish its testing process in all
cases; and when it did the coverage was equal to zero on all measurements. Evosuite could
produce in-depth test cases when the class was not instrumented. It did prepare the input and
output that the class required but it could not do the same when we modified the class. In
order to instrument that class (to capture coverage) we had to do a minor adjustment. To
be more specific, instead of working with a static input and output file handling, the testing
algorithms had to create a specific object that handles the input and the output of a file. This
minor change was enough to break Evosuite which could only check whether file exceptions were

thrown. As a result, we could not use this class to compare (or improve) Evosuite’s results
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with the intelligent agent.

In general, Evosuite performed well but there are still some cases where its coverage needs
improvement. So far, the conclusion that can be drawn is that our reasoning mechanisms
might not be mature enough to compete with Evosuite as it can do much more than testing
a class (e.g. producing test cases). On the other hand, perhaps our reasoning mechanisms
are enough to improve the current evolutionary algorithms implementation. In the following

subsections, we examined how reasoning improves random testing and evolutionary algorithms.

6.4.4 Improving random testing with reasoning agents

From the previous results, we can observe that the classes that could use some improvement

for the random testing are Binary Tree, Customer Repository, Math, Triangle examples and

Std In.

The first observations though are not by the results that have been recorded. Actually, the first
observations occur from results that could not have been recorded due to some incompatibility
issues between T3 and the reasoning agents. Specifically, we intentionally used T3 without any
modification by us. This though might result in some inconsistency between the data used by
T3 and the data used (and read) by the agents. When it comes to the Linked List class, we
added it as a Generic type class; meaning that the agent chooses which type it shall use. Our
agent always used an integer type whereas T3 created a random object called "SomeObject".
Hence, the two could not have been combined without us doing some modifications to our agent
and to the Linked List class to use a specified type and not a generic one. Further inconsistencies
were also found between the values that T3 uses and the values that the agent can read from
the database. When applying the reasoning agent, we configured the profiles to check values
within a predefined domain that we think is reasonable during testing. For instance, it is very
unlikely that a class would require a value such as "-34.173793E-6" or "2.229840032582433E38"
to be fully covered. However, since these are some of the values that T3 uses, a number of
issues came up. First of all, since such values are being ignored by the reasoning process of
the agent, the database shared with our agent contains a lot of noise instead of a fully usable
database records. Furthermore, since T3 could run for an unlimited time until it is done with
its testing process, we found out that the number of records stored in the database was huge
enough to often crash the library we used for logical programming (some of the files were up to

7MB or over 200000 records). It was exhaustive and time consuming for the reasoning process
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of our agent to take into consideration such a high number of values.

Therefore, in addition to our experiment values we tried to combine the two algorithms with
some extra restrictions. The first restriction was regarding the maximum number of records
allowed in the database and the second restriction was regarding the maximum budget T3 could
use during testing. Initially though, we began with limited restrictions (unlimited budget and
maximum allowed number of database records) to answer the first research question, which is

whether reasoning can actually improve existing methods.

The table below, shows the previous best results of T3 and its best configuration, alongside the
coverage achieved when T3 was combined with our agent. The reasoning process was running
on top of T3 (with its best configuration for each class) and was using T3’s interactions to
apply its testing process. As we can observe, the results are definitely improved. The triangle
examples are up to their maximum coverage now whereas the Math class is slightly improved.
The Math class coverage though, although improved compared to T3, it is still less than the
coverage achieved by applying the intelligent agent alone. One of the reasons is that when
the intelligent agent applies random testing, that procedure is narrowed down to a specific
domain. This specific domain allows a more targeted testing as the values that are being used
are easier to work with and perhaps easier to explain. To specify, when the intelligent agent
tries values between -1000 and 1000, it can be easier to narrow down the expressions being used
in the class. When T3 provides to the reasoning agents values like "2.229840032582433E38"
or "-34.173793E-6", they are not actually much of a use. The Math class specifically contains
conditions on numeric variables that typically check whether a number is above limits (e.g.
above maximum integer value), whether a number is equal to zero etc. This is why the random

values given by T3 might not be much of a use for these types of classes.

So far, the new "improved" coverage for the aforementioned classes, is actually the maximum
coverage that can be obtained if T3 or the reasoning agent runs individually. If one looks closely,
the Triangle classes, Math and StdIn, one could conclude that the new improved coverages do
not exceed the coverages that the intelligent agent scored. On those examples, the current

results are equal to the following formula:

highest coverage = max(T3, Reasoner)
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Class Prev. NC Prev. EC Prev. EPC New NC New EC New EPC
Stack 100% 100% 100% 100% 100% 100%
LinkedList 100% 100% 100% 100% 100% 100%
Tr. Identifier 66,67% 50,00% N/A 100% 100% N/A
C. Repository || 81,25% 69,05% 56,60% 87,50%  80,00% 68,85%
B. Tree 100% 74,36% 45,71% 100% 75,00% 45,71%
Triangle 66,67% 66,67% N/A 100% 100% N/A
Math 68,97% 58,93% 46,34% 72,41%  63,16% 50%
StdIn 59,52% 44,19% 29,41% 59,52%  44,19% 29,41%

Table 6: Previous coverage alongside new coverage after the reasoning agents perform their
task. NC=Node coverage, EC=Edge coverage, EPC=Edge-pair coverage

However, when the Customer repository and Binary Tree are being improved, it can be observed
that this is not the case. The two algorithms separately performed worse than when the
two algorithms were combined in a multi-agent environment. Specifically, in the Customer
repository class, more edges have been explored, more edge-pairs as a consequence and more
paths by extension. T3’s edge coverage improved by 10,95% whereas the edge coverage of the
intelligent agent improved by 7,91%. Similarly the edge-pair coverage of T3 improved by 12,25%
whereas the edge-pair coverage of the intelligent agent improved by 8,14%. When it comes to
the Binary Tree class, it does not seem that the improvement was that sharp. However, it
can be observed that the new best edge-coverage performance is slightly better as it increased
from 74,36% to 75,00%. Simply put, an extra edge or two has been discovered when the two

implementations collaborated.

In general though, the outcome between the intelligent agent and the combination of T3 and
the reasoning agent shouldn’t be visible. Since both approaches use random testing under the
hood, how is it expected to have any major difference when the random testing of the intelligent
agent is replaced by T37 As we can see from Table 6 though, it seems that the two random
testing implementations are not the same; and these differences can be influential as observed

in the Binary tree class.

How much of T3’s interactions are needed for the reasoner though and what factors are influen-
tial to the reasoning agent’s performance when combined with T37 To address such questions
we ran T3 with several restrictions. We ran T3 with limited amount of records that can be

stored in the database to find out how much of T3’s data are needed for the reasoning process
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Figure 9: Time needed to complete the testing of a CUT when the reasoning agent is combined
with T3

to be optimal. Therefore, we ran the experiments with reasoning using only 10000 records
from T3’s interactions, slowly increasing this number up to 100000 records. It should be noted
that we only included the classes where at least some improvement was noticed. Hence, Stack,

Linked list and Std In classes are excluded.

Figure 9 shows the results of this experiment. Specifically, the graph shows the average time
needed to complete the testing process of the reasoning agent when it was combined with T3,
against the number of records stored in the database. For instance, it can be seen that for the
Math class, it took 38893 milliseconds for T3 and the reasoning agent to finish their testing
process when the maximum number of records stored in the database was 10000. It should
be noted that it is mostly the reasoning part that influences the overall testing time needed
as the reasoning agent is the one that takes longer to process the data. On the other hand,
T3’s time performance is also affected as the writing to the database operation is ignored once
the maximum number of records is reached. Hence, to have a clear view of the overall time
required to test a class when the reasoning agent(s) run on top of T3, the processing (testing)

time of both agents is needed.

When these experiments took place, we noticed that the performance in terms of coverage
(nodes, edges and edge-pairs) was not affected. This does make sense since the coverage is

not measured by the records stored in the knowledge base but it is measured using our code
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coverage tools. In other words, this change did not change the setup of this experiment nor
it influenced the performance in terms of coverage. On the other hand, it might be possible
to conclude that T3 is not as effective as test generator or the reasoning agents are not that

powerful in terms of finding new expressions.

Definitely, we can conclude that the reasoning agents are not being benefited by the higher
number of records, but they are benefited from the quality of their knowledge base. As we
can observe, the more data in the knowledge base, the more time the agent needs to find
an expression; which in consequence leads to an increased testing time. On the other hand,
more data should be more helpful for the reasoning agents to estimate a better expression
for each target node/edge/edge-pair. Therefore, we can firstly conclude that T3 produces
more quantity of data but not of much quality. Simply put, the data it produces do not help
the reasoning agents as expected. Secondly, this might be an indication that the reasoning
agents need improvements when working with large amounts of data. The reason is because
it needs much more time to complete the testing process whereas in the case of the Customer
Repository class, after 80000 records in the database the reasoning agents cannot terminate
their testing process. To clarify, given the correct computer specifications, settings and perhaps
programming implementation, perhaps the agents will successfully finish their testing process.
To our experiments though, the agent could not terminate its process without changes to the

initial setup.

Still and all, Figure 9 shows that the reasoning agents need only 10000 to 20000 records from T3
and that anything further is just noise that should be somehow filtered in the future. Currently,

a limit to records is used but this does not contain any logic or intuition.

For the record, the triangle classes were not affected. In each experiment they required about
19 to 23 milliseconds to complete the whole testing process (T3 and reasoning agents included).
The triangle classes though contain only two methods with only 2-3 lines. In the Math, Cus-
tomer Repository and Binary tree classes one can distinguish the pattern of "more records
means more time". The customer repository could not terminate its testing process after 80000
records without any changes to our experiment’s setup. The reason is because the class is com-
plicated (cyclomatic complexity is above 10), and whenever the reasoning process takes place,

the amount of siblings, parents, and visited records that need to be processed is large.

With our data and the current database record limitations, the graph becomes linear and

not exponential. Obviously, more data and perhaps a higher number of data can be used to
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determine whether the problem is exponential or not. Nonetheless, the current graph shows
all classes to be linear and this is not a coincidence. The current rules (as described for each
reasoner) have a worse time complexity of O(n). Even though the whole reasoning process can
be O(n?) if we include the loops that iterate each node/edge/edge-pair, the reality is that the
number of nodes/edges/edge-pair does not change within each experiment. When running a
class A’ with a different amount of records limit, the nodes, edges and edge-pair of class A’ will

not change. The only thing that will change is the number of iterations in each reasoner.

6.4.5 Improving evolutionary algorithms with reasoning agents

Evolutionary algorithms already performed well enough and improving the coverage by using
reasoning seems irrelevant at a first glance. However, despite Evosuite being the approach with
the most promising results, this does not mean that Evosuite had achieved full coverage in
all cases. Since this project aims to find whether reasoning can help the existing algorithms
to achieve better results, we are interested in seeing how much more reasoning can improve

Evosuite.

Perhaps the most expected improvement would be in the case of Linked List. Since the agent
managed to perform slightly better than Evosuite, it was expected that reasoning could also
improve Evosuite’s missed paths. Indeed, after applying the reasoning agent on top of Evosuite,

the coverage of the edge-pair coverage improved from 94.87% to 100%.

Class Prev. NC Prev. EC Prev. EPC New NC New EC New EPC

Stack 100% 100% 100% 100% 100% 100%
LinkedList 100% 100% 94.87% 100% 100% 100%
Triangle Identifier 100% 100% N/A 100% 100% N/A

Math 86,21% 75,86% 65,12% 86,21%  75,86% 65,12%
Triangle 100% 100% N/A 100% 100% N/A

C. Repository 84,38% 65,85% 50,94% 87,50%  72,72% 62,07%

Binary Tree 86,00% 63,89% 30,65% 86,00%  65,33% 32,81%
StdIn N/A N/A N/A N/A N/A N/A

Table 7: Previous coverage alongside new coverage after the reasoning agents perform their
task on top of Evosuite. NC=Node coverage, EC=Edge coverage, EPC=Edge-pair coverage

Nonetheless, some of the previous examples only improved to the point where the reasoning had

achieved its maximum coverage. Is it possible that the agent can improve an existing algorithm
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to a coverage beyond the intelligent agent’s capabilities? In other words, does the combination
of two algorithms get only the maximum coverage of the two, or is it possible that a combination
of the two algorithms can have better results than each one of them running individually? The
Customer Repository case, proves that the agent is not limited into improving an algorithm up
to the reasoner’s maximum coverage. On the contrary, the reasoning process combined with the
evolutionary algorithms reached a better result than the result achieved when both algorithms

were executed separately.
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Figure 10: Visual representation of the edge and edge-pair coverage for the Customer reposi-
tory and Binary tree classes

The intelligent agent covered 72,09% of edges and 60,71% of all edge-pairs in the Customer
Repository class. When the intelligent agent ran on top of Evosuite, the new coverage of
edges improved by 0,63% whereas the coverage of edge-pairs improved by 1,36%. Simply put,
the combination of the two approaches managed to explore more paths and more edges have
been visited. In consequence, the edge and edge-pair coverage was improved. The reason
this was made possible is because the two algorithms explored different paths. Although the
edge coverage reached by the intelligent agent was higher than the edge coverage reached by

Evosuite, this does not necessarily mean that the intelligent agent explored the same paths as
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Evosuite. It is still possible to achieve higher coverage but Evosuite to explore certain paths that
the intelligent agent missed. Indeed this case proves that this is the case here. Individually,
the two algorithms reached a lower coverage than when the two approaches were combined
together. This means that each algorithm contributed different paths which in the end resulted
to a higher coverage. To summarize, different implementations explored different paths. In
this multi-agent environment, each "agent"? could contribute its explored paths. Similarly, this
case has been observed also in the Binary tree class. The reasoning agent did not perform well
individually, but it assisted Evosuite on exploring an extra edge or two which led to a higher
edge-pair coverage as well. Figure 10 provides a visual representation of the edge and edge-pair
coverage of the classes Customer repository and Binary Tree alongside the new improvement

coverage when reasoning agents were combined with Evosuite and T3.

An attempt was made to check whether Evosuite would perform differently when a time limit
was used. We tried using a maximum time limit for Evosuite starting with a limit of 10 seconds,
increasing the time limit with a step equal to 10 seconds until the maximum time limit of 130
seconds. However, the data were easy enough for Evosuite and even with 10 seconds Evosuite
achieved the same results as the ones recorded without any time limit. Obviously this shows
that the data were not challenging for Evosuite. Moreover though, this shows that Evosuite
could be used with the intelligent agent partially, meaning that Evosuite may need to run only
for a few seconds before applying the intelligent agent. Waiting for the whole time budget may

not be necessary.

2 Although Evosuite is not an agent but a tool, in this environment it was treated as such
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7. Overview

This chapter provides an overview of the study and its findings. The chapter begins with a
discussion of the main findings of this study and how the results answer the research questions.
Then, the chapter provides the main limitations of this study and this approach in general.

Lastly, the chapter ends with future work recommendations.

7.1 Discussion

The first research question of this thesis is to determine the effectiveness of the standalone BDI
agent as an automated testing approach. As seen from the results, the BDI agent is definitely
more effective than the random testing approaches in most cases; although it may be falling
behind in certain cases. Since the BDI agent builds on top of a random testing process, it is
expected that the additional logic, reasoning and rules applied afterwards can only increase the
coverage obtained so far. When it comes to the time required by the BDI agent, the findings
show that it can be faster than the random approach as the agent checks frequently whether
all paths have been explored. On the other hand, if the paths have not been fully explored the
agent might take longer to finish its testing. Although this might be easily fixed in the random
approach as well (to frequently check the coverage), it will still not guarantee that it will be
faster than an agent that applies no random testing initially as the intelligent agent will apply

more targeted testing variables.

Still and all, when compared to Evosuite, the intelligent agent did not outperform it with such
ease. Evosuite is a mature tool and in almost all the examples it performed equally good or
better than the agent. Nonetheless, the intelligent agent was faster to do so and in several cases
the agent explored a few extra paths. Part of the reason might be due to the agent’s rule to
check edge-pair combinations as well. Another reason can be explained due to the fact that the
intelligent agent also considers the method and the control flow graph before trying different
values. Such testing flow helped the agent to achieve a better coverage on methods that were

using strings as input.

To summarize, the agent did perform well; but the agent is still another approach with its own
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advantages and disadvantages. In some cases the agent is preferred whereas in other cases the
random testing or evolutionary algorithms are the better choice. The true advantage of the
intelligent agent though, is not its ability to test separately, but its ability to apply its logic,

reasoning and rules on top of other approaches.

The second research question of this thesis is to find whether the logic, reasoning and rule-
based testing method of the intelligent agent can improve the current approaches; and other
approaches in general. Hence, the analysis and the reasoning part of the agent was executed
in combination with the random testing and evolutionary algorithm approaches. The results
showed that indeed, the agent can improve the performance when the agents run on top of
other approaches. To be more precise, when other implementations are combined with the
intelligent agent, the new coverage will either be equally good or better than the coverage
achieved when the other implementations were running separately. This is also expected since
the agent runs on top of the other implementations; meaning that it does affect the current
testing process of other implementations. It only uses their (recorded) interactions to explore
additional paths that the other implementations might have missed. In conclusion, combining
other implementations in a multi-agent environment with the intelligent agent can only improve

the outcome.

The last research question aimed to find how the agents and the third-party implementations
behave under different circumstances, in order to determine whether the outcome can be im-
proved with proper tuning or the extent at which other implementations are needed when
reasoning is used. As it turns out, the data used were not much informative in some cases.
When it comes to Evosuite, the methods used were easy for evolutionary algorithms to be
solved quite early. On the other hand, the two agents (intelligent and T3) had further tun-
ing options that had a significant impact on the performance of the algorithms. The findings
showed that too many iterations of T3 (in other words, the longer T3 runs), the time the in-
telligent agent needs to process its logic, reasoning and rules is significantly increased. In some
cases, the library we used for logic and reasoning queries was crashing when T3 was running
for too long, or when all T3’s interactions were recorded. Still and all, only with a fraction of
T3’s interactions the intelligent agent could conclude its reasoning process efficiently enough to
achieve equally good coverage. This does not necessarily prove that the agent can work with
a fraction of data, but that for a better optimization of the agent, the recorded data should
be more targeted in the future. Perhaps the intelligent agent should be able to filter data that

seem irrelevant or data that have already been read. Additionally, it is important to stress
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the significance of the linear graph that was produced in regards to the volume of data. With
proper optimisation techniques the agent(s) may be able to process more data. Furthermore,
if the agent can perform well with only a fraction of the data, perhaps the agent will perform
significantly better if the data given are more useful. For the latter, a good test data generator

may be necessary.

Last but not least, throughout this study and in the intelligent agent’s reasoning process, it is
obvious that the edge-pair coverage is quite immature. In this study we only used 2-edge paths
for the coverage and the intelligent agent’s reasoning, and all the approaches seemed to not pay
much attention to combination of edges. For instance Evosuite performed excellently in the
Linked List class, yet when it comes to the edge-pair coverage it did miss a few combinations.
This could be because Evosuite does not aim for edge-pair coverage but only for nodes and
edges. Even though the intelligent agent does pay attention to the edge-pair coverage, it should
be noted that the rules used to achieve that are not as sophisticated as the rules used for variable
types. In other words, all approaches should be improved to consider edge-pair coverage since

edges and nodes are not enough to capture all the paths in a method.

7.2 Limitations

One of the challenges (and criticism) of symbolic Al is the difficulty of defining each rule
manually. As a consequence, extending such rule-based systems is often challenging, or time
consuming to say the least. This is one of the issues found in this approach as well. The
reasoners in this project were difficult to define, and their extension to array reasoners proved
to require additional sets of rules. Therefore, to create a coherent system to work for at least one
specific programming language, rigorous work is required. Depending on the implementation,

it might not even be possible to capture all possible types accurately.

Regardless of the rules used in the system, the current implementation uses random testing to
build a state for testing the expressions found by the reasoners. This can cause three issues.
Firstly, the reasoner might falsely conclude that certain values cannot traverse a specific path;
when in reality the problem is not the values being used but the state the agent tried. Secondly,
the reasoner might have found a valid expression to construct a specific path, but it might be
unable to construct the valid state that is required. Lastly, not all paths can be constructed
using a valid expression. Certain cases require a valid sequence (building a state). The agent

performs this step randomly and does not store information on the states of the object as it
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does for method parameters.

Software testing must support object mockeries(Boshernitsan et al., 2006) as this is an im-
portant component of unit testing(Thomas & Hunt, 2002). Currently the agent uses the non-
primitive reasoner to support non-primitive objects. Although such limitation might be debat-
able since other implementations do not support object mockeries, this limits the capabilities of
the agent. The reason is because the non-primitive reasoner might be exhaustive if the reasoner
must chase multiple constructors and reason in all of them. For the triangle example, this was
not a problem as the reasoner chased only one constructor. In the case of the Std In class
where the agent had to instantiate an object with a particular state, the agent’s performance

was poor.

Lastly, the single agent is not the only limitation of this study but the multi-agent environment
as well. The study makes use of different algorithms that were implemented to be executed
individually. Applying these algorithms without any modifications appeared to be problematic
in certain cases. Specifically when combining T3 and the intelligent agent, several issues were

found regarding the construction of the knowledge base.

7.3 Future Work

This approach uses different novel techniques. Therefore, the future work of this thesis can
be broken down into different parts. To be more specific, this thesis made use of control flow
graphs for analysis, edge-pair coverage, BDI agents for testing, logic and reasoning to construct
expressions and multi-agent environment for testing on top of other implementations. The
future of this work can vary depending on the part of this technique that one would like to

research further.

To begin with, one of the issues that the BDI agent possesses, is the simplistic edge-pair coverage
being used. As seen from results, there is only minimal focus on edge-pairs although this is
actually a critical factor for fully testing a method. Furthermore, the use of control flow graph
for analysis by the agent was done manually, but in reality the control flow graph and the
instrumentation should be done automatically by the agent. Therefore, an automated process

of defining a control flow graph and analysis of a method is necessary to improve this approach.

When it comes to the actual reasoning process of the intelligent agent, the reasoners shall

be enhanced. Ideally, the non-primitive reasoner shall be extended to support mockeries and
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control their execution flow.

The testing process followed by the intelligent agent consists of three main parts: analysis,
random testing, path construction using logic and reasoning. Each part can be individually
improved. However, there are two parts that are being randomized and the results’ section
showed that those parts can achieve better results when their randomness is reduced. Initially,
one can replace the random testing of the agent with a different algorithm or even implementa-
tion. Similarly, when the agent builds a state of the target class, it can use a different approach
rather than random state building. Perhaps this way the agent’s reasoning process can be

improved and overcome one of this study’s limitations.
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8. Conclusion

The thesis provides an alternative approach to automated testing based on an intelligent BDI
agent. The agent can be used individually and in most cases it will be more effective than
T3 which is based on random testing. Just like its competitors, this approach has its own
advantages and disadvantages. Although it might be fast enough to fully cover certain cases,
it might be struggling to fully explore all paths in a large and complex method where the data
it needs to analyze are many. The agent uses a novel approach to code coverage, which is to

include edge-pair coverage in its attempt to explore all paths.

The true advantage of this approach lies in the fact that the approach can be easily combined in
a multi-agent environment where the agents cooperate towards a common goal. This makes the
technique easily adaptable, as the BDI agent can only improve the coverage obtained by other
implementations. As the results show, applying logic, reasoning and a set of rules can actually
improve other implementations. Therefore when different implementations are combined in a
multi-agent environment with our reasoning agents to run at the end of the testing process, it
is expected to have a positive impact on the code coverage. By positive in this case, we mean

that the coverage will be equally good or better.

On the other hand, defining the rules proved to be challenging. If one would like to expand
this agent further, this part will be exhaustive. To make matters worse, our reasoners (in other
words our rules), might be too specific for Java or an object-oriented problem. The reasoners
might require adjustments to work on other programming languages which makes this task
even more daunting. Still and all, the positive outcome of using these rules is that when used
in a multi-agent environment, they will always have a positive income. Hence, if the rules are

not strictly defined, this will not cause a serious issue other than a limited improvement.

When it comes to the measurement of the code coverage, the study shows that nodes and edges
are not enough to capture all the possible paths in a method. One must target the coverage
of edge-pairs to stand a chance of capturing all the possible scenarios. Nonetheless, other
implementations such as T3 and Evosuite do not seem to pay attention to edge-pair coverage.

Our approach on edge-pair coverage may be simplistic, but it introduces a first step towards a
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more efficient measurement of code coverage using a control flow graph.

In conclusion, the literature and the current study contain multiple approaches in the auto-
mated testing field. This thesis provides a novel technique which does not replace the past
implementations. This novel technique utilizes those implementations in a multi-agent envi-
ronment where they can benefit from logic, reasoning and rules. The study shows that such an

environment with reasoning agents can improve the overall performance.
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Appendix

A. Recorded results

A.1 T3 results

The page below shows the average results achieved by T3 when T3 ran the experiment 10 times

for a given class.

Configuration Time(ms) Class NC EC EPC
PL=1,SL=1,MS=10 192 Stack 100% 100% 100%
PL=1,SL=1,MS=10 223 LinkedList 97,96% | 98,03% | 91,89%
PL=1,SL=1,MS=10 428 Binary Tree 88% 64,93% | 32,58%
PL=1,SL=1,MS=10 199 Customer Repository | 81,25% | 69,05% | 56,6%
PL=1,SL=1,MS=10 1439 Math 68,97% | 58,93% | 46,34%
PL=1,SL=1,MS=10 133 Triangle 66,66% | 66,66% | N/A
PL=1,SL=1,MS=10 110 Triangle Identifier | 66,66 % | 50% N/A
PL=1,SL=1MS=10 | 709 StdIn 59.52% | 44.19% | 29.41%
PL=2,SL=1,MS=10 129 Stack 100% 100% | 100%
PL=2,SL=1,MS=10 190 LinkedList 100% 100% | 94,87%
PL=2,SL=1,MS=10 428 Binary Tree 88,8% | 67,51% | 35,59%
PL=2,SL=1,MS=10 201 Customer Repository | 81,25% | 69,05% | 56,6%
PL=2,SL=1,MS=10 1900 Math 68,97% | 58,93% | 46,34%
PL=2,SL=1,MS=10 157 Triangle 66,66% | 66,66% | N/A
PL=2,SL=1,MS=10 132 Triangle Identifier 66,66% | 50% N/A
PL=2,SL=1MS=10 | 930 StdIn 59.52% | 44.19% | 29.41%

Table 8: All results achieved when running T3 (1/2)
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Recorded results

Configuration Time(ms) Class NC EC EPC
PL=1,SL=2,MS=10 114 Stack 100% 100% 100%
PL=1,SL=2,MS=10 138 LinkedList 99,59% | 99,61% | 94,28%
PL=1,SL=2,MS=10 374 Binary Tree 88,20% | 65,83% | 34,40%
PL=1,SL=2,MS=10 195 Customer Repository | 81,25% | 69,05% | 56,60%
PL=1,SL=2,MS=10 1672 Math 68,97% | 58,93% | 46,34%
PL=1,SL=2,MS=10 73 Triangle 66,66% | 66,66% | N/A
PL=1SL=2,MS=10 | 28 Triangle Identifier | 66,66% | 50% | N/A
PL=1,SL=2,MS=10 765 StdIn 59,52% | 44,19% | 29,41%
PL=2,SL=2,MS=10 83 Stack 100% 100% 100%
PL=2,SL=2,MS=10 140 LinkedList 100% 100% | 94,87%
PL=2,SL=2,MS=10 313 Binary Tree 90,00% | 68,88% | 36,82%
PL=2,SL=2,MS=10 131 Customer Repository | 81,25% | 69,05% | 56,6%
PL=2,SL=2,MS=10 1407 Math 68,97% | 58,93% | 46,34%
PL=2,SL=2,MS=10 44 Triangle 66,66% | 66,66% | N/A
PL=2,SL=2,MS=10 32 Triangle Identifier | 66,66% | 50% N/A
PL=2,SL=2,MS=10 597 StdIn 59,52% | 44,19% | 29,41%
PL=8,SL=3,MS=4 239 Stack 100% 100% 100%
PL=8,SL=3,MS=4 412 LinkedList 100% 100% | 94,87%
PL=8 SL=3,MS=4 721 Binary Tree 100% | 75,67% | 45,45%
PL=8,SL=3,MS=4 580 Customer Repository | 81,25% | 69,05% | 56,6%
PL=8,SL=3,MS=4 3213 Math 68,97% | 58,93% | 46,34%
PL=8,SL=3,MS=4 256 Triangle 66,66% | 66,66% | N/A
PL=8,SL=3,MS=4 202 Triangle Identifier | 66,66% | 50% N/A
PL=8,SL=3MS=4 | 1976 StdIn 59.52% | 44,19% | 29.41%
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Table 9: All results achieved when running T3 (2/2)




A .2 Evosuite results

A.2 Evosuite results

The section contains all results recorded when used Evosuite on the instrumented classes.

Time(ms) Class NC EC EPC
72000 Stack 100% 100% 100%
73000 LinkedList 100% 100% | 94,87%
256000 Binary Tree 86% 63,89% | 30,65%
73000 Triangle 100% 100% 100%
78000 Triangle Identifier 100% 100% 100%
78000 Math 86,21% | 75,86% | 65,12%
77000 Customer Repository | 84,38% | 65,85% | 50,94%

Table 10: All results achieved when running Evosuite
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Recorded results

A.3 Intelligent agent results

Configuration | Time(ms) Class NC EC EPC
Fast 25 Stack 100% 100% 100%
Fast 94 LinkedList 100% 100% 100%
Fast 1530 Binary Tree 77,20% | 56,34% | 25,66%
Fast N/A Customer Repository N/A N/A N/A
Fast 3348 Math 74,48% | 64,14% | 50,70%
Fast 50 Triangle 100% | 100% | N/A
Fast 53 Triangle Identifier 100% | 100% | N/A
Fast 4679 StdIn 59.52% | 44,19% | 29,41%

Fast - NS 14 Stack 100% | 100% | 100%
Fast - NS 367 LinkedList 83,47% | 81,92% | 72,72%
Fast - NS 246 Binary Tree 76% | 53,88% | 22,07%
Fast - NS 14419 Customer Repository | 87,50% | 72,09% | 60,71%
Fast - NS 1344 Math 75,28% | 64,94% | 51,42%
Fast - NS 24 Triangle 100% | 100% | N/A
Fast - NS 24 Triangle Identifier 100% | 100% N/A

Fast - NS 1137 StdIn 59,52% | 44,19% | 29,41%

Table 11: All results achieved when running a complete intelligent agent (Complete=Analysis
+ Random testing + Reasoning, NS=No state building)
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A.3 Intelligent agent results

Configuration | Time(ms) Class NC EC EPC
Fast 5 Stack 100% | 100% | 100%
Fast 89 LinkedList 100% 100% 100%
Fast 798 Binary Tree 77,20% | 55, 77% | 25,94%
Fast N/A Customer Repository | N/A N/A N/A
Fast 2062 Math 74,48% | 64,14% | 50,70%
Fast 20 Triangle 100% 100% 100%
Fast 21 Triangle Identifier 100% | 100% | 100%
Fast 2305 StdIn 59,52% | 44,19% | 29,41%

Table 12: All results achieved when running only the reasoning agents

85






B. Complete data description

This page provides a list of all methods used for the experiments alongside their complexity

Method Class CC Method Class | CC
assertNotEmpty () Linked List 2 readAllLines() Stdln | 2
getByIndex(int) Linked List 4 read AllStrings() Stdln | 4
getFirst() Linked List 1 readBoolean() Stdln | 5
getLast() Linked List 2 readChar() Stdln | 2
getSize() Linked List 3 readLine() Stdln | 1
insert(T) Linked List 3 readString() StdIn 1
insertFirst(T) Linked List 1 resync() StdIn 1
removeFirst() Linked List 1 setScanner(Scanner) StdIn 1
removeLast() Linked List 3 ceilDivExact(int, int) Math | 4
add(int) Binary Tree 1 clamp(float, float, float) Math | 5
addRecursive(Node, int) Binary Tree 4 divideExact(int, int) Math | 2
containsNode(int) Binary Tree 1 max(float, float) Math | 6
containsRecursive(Node,int) Binary Tree 4 min(float, float) Math 6
delete(int) Binary Tree 1 | nextAfter(double, double) | Math | 7
deleteRecursive(Node, int) Binary Tree 8 nextAfter(float, double) Math | 7
findSmallest Value(Node) Binary Tree 2 subtractExact(int, int) Math 2
getSize() Binary Tree 1 hasNextChar() StdIn 1
getSizeRecursive(Node) Binary Tree 2 hasNextLine() StdIn 1
isEmpty() Binary Tree 2 isEmpty() Stdln | 2
traverseInOrder(Node) Binary Tree 2 readAll() Stdln | 2
traversePostOrder(Node) Binary Tree 2 readAllInts() Stdln | 2
traversePreOrder(Node) Binary Tree 2 visit(int) B. Tree | 1
findOneBy(String[]) C. Repository 14 pop() Stack | 2
isIsoplevro(Triangle) Triangle 3 top() Stack 2
isIsosceles(Triangle) Triangle 2 isEmpty() Stack 1
isIsoplevro(float, float, float) | Triangle Identifier | 3 getSize() Stack 1
isIsosceles(float, float, float) | Triangle Identifier | 4 push(T) Stack 1

Table 13: Data in method level description
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