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Abstract

The aim of this thesis is to present the elliptic curve factorization algorithm invented in 1987 by H.W.
Lenstra, Jr. and published, [1]. Some context regarding integer factorization algorithms and an introduc-
tion to the addition of points on elliptic curves will be provided. In particular, an overview of Pollard’s
p−1 algorithm is outlined, considering Lenstra’s algorithm is obtained from this method by replacing the
multiplicative group of the integers modulo a prime p by the group of points on a random elliptic curve.
Let N be a composite integer and p its smallest prime divisor. It is conjectured that the expected time in

which Lenstra’s algorithm finds a non-trivial divisor of N is at most of order (logN)2e
√

(2+o(1)) log p log log p.

In the worst case, this leads to a running time of e(1+o(1))
√

logN log logN for n→∞, which is slower than
the General Number Field Sieve. However, Lenstra’s algorithm is the fastest algorithm that relies on
the smallest prime divisor of a given composite integer and can be significantly faster if the number in
question has a small prime factor.
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1 INTRODUCTION 1

1 Introduction

The main topic of this thesis is the algorithm invented in 1987 by H.W. Lenstra, Jr. which determines a
non-trivial divisor of a given composite integer N , see [1]. In this thesis, the basic form of this algorithm
is outlined, as it was presented by Lenstra. For modern adaptations, see [2]. Integer factorization is of
great importance in some cryptosystems. One such cryptosystem is RSA which relies on the difficulty of
finding the prime factors of N = pq, where p and q are large primes. It was published in 1978 by Rivest,
Shamir and Adleman, refer to [3]. As of yet, there is no efficient algorithm for factoring the product of two
considerably large prime numbers on a regular computer. Lenstra’s algorithm is currently considered the
third fastest algorithm in that regard. However, Lenstra’s algorithm is substantially faster than the fastest
two algorithms when the integer to be factored has a small prime divisor. The second fastest algorithm is
the Quadratic Sieve, which was invented before Lenstra’s algorithm, in 1981 by Pomerance, refer to [4]. In
terms of expected running time, it is of the same order as the running time of Lenstra’s algorithm in the
worst case. On the other hand, the algorithm that is currently considered the fastest algorithm is the General
Number Field Sieve, which was proposed in 1988 by Pollard, as a successor to the Quadratic sieve and later
developed in 1993, refer to [5] for both statements.

In the first part of this thesis, we provide some general context regarding integer factorization algorithms.
A distinction is made between two sorts of integer factorization algorithms and it is clarified why integer
factorization is such a difficult problem by giving an introduction to order notation. Furthermore, some fac-
torization algorithms are mentioned and their efficiency will be mentioned. In particular, we give an overview
of Pollard’s p− 1 algorithm, which was invented in 1974, see [6]. Lenstra’s algorithm is an improvement on
Pollard’s p − 1 algorithm in the sense that it uses the same idea, but replaces the multiplicative group of
integers by the group of points on an elliptic curve.

In the second part, a basic introduction to elliptic curves over fields is given. In particular, the Weierstrass
equations are mentioned, which represent elliptic curves. We work mostly with coordinates on the affine
plane for ease of use. It is explained how the rational points on an elliptic curve over a field naturally form
a group by taking the line through two points and mirroring the unique third intersection point around the
x-axis. Lastly, some useful properties of elliptic curves over finite fields are outlined. Notably, we discuss the
possible values of the order of an elliptic curve over a finite field and groups that are isomorphic to the set
of points on a given elliptic curve.

In the third part, we discuss Lenstra’s algorithm. We use Lenstra’s notes to determine the running time
of the algorithm. We explain how the algorithm works and why it can find a non-trivial divisor of a given
composite integer. Furthermore, we give some boundary conditions for the algorithm to find a non-trivial
divisor successfully. Afterwards, we determine the number of different elliptic curves over a finite field up
to isomorphism weighted by their automorphism group. In particular, we use the Kronecker class numbers
and modular curves to determine the weighted number of elliptic curves with an order that is either divisible
by a given prime l or not divisible by l. Using these results, the probability of success of the algorithm is
determined which then leads to the efficiency. The thesis ends with a short comparison with the General
Number Field Sieve.
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2 Integer Factorization

The aim of this chapter is to give context to why integer factorization is considered a difficult problem, in
particular the factorization of the numbers used in the RSA cryptosystem which are composite numbers of
two very large primes. To ensure security RSA uses the difficulty of factoring an integer consisting of two
large primes. While not every composite number is as difficult to factor, there are some composites that are
both perceived as difficult to factor and comparatively easily generated. This is the underlying idea behind
the RSA cryptosystem. Furthermore, we will discuss a common algorithm used to factor these composite
integers.

2.1 Unique factorization

Firstly, recall the fundamental theorem of arithmetic. It ensures that if N is an integer such that N = pq for
prime numbers p and q, there is no other (non-trivial) divisor of N .

Proposition 2.1.1 (Fundamental theorem of arithmetic). Every integer greater than 1 can be represented
as a product of prime integers. Moreover, this representation is unique up to ordering.

Proof. The proof for existence uses the well-ordering principle. It states that if A is a nonempty set of
positive integers, then A contains a smallest number, see [7, Section 1]. Suppose there are integers greater
than 1 which cannot be expressed as a product of prime integers. Denote A as the set of such integers. Then
A is a nonempty set of positive integers by assumption. By the well-ordering principle, there is a smallest
integer a ∈ A. Since a does not have a representation of as a product of prime integers, a cannot be prime
itself. Considering a ≥ 2 and not prime, it must be a composite integer. Hence, write a = bc for some
integers 2 ≤ b, c < a. As a is the smallest integer in A, we know b and c must have prime representations
p1p2 . . . pk and respectively q1q2 . . . q` for some prime integers p1, . . . , pk and q1, . . . qk. Then, since a = bc, we
get a = p1p2 . . . pkq1q2 . . . q`, which contradicts the assumption that a does not have a prime representation.
Therefore, A must be empty and the existence must hold for every integer ≥ 2.

The proof for uniqueness uses Euclid’s Lemma. It states that when a prime integer p divides the product of
two integers a and b, then p divides a or p divides b, see [7, Section 1]. We will use the notation p | a for p
divides a. Let n be an integer with n ≥ 2. Suppose n has representations

n = pe11 p
e2
2 . . . pekk

n = qf11 q
f2
2 . . . qf``

where p1, . . . , pk, q1 . . . , q` are prime numbers with pi 6= pj for i 6= j and qi 6= qj for i 6= j and e1, . . . ek, f1, . . . f`
are integers. Assume without loss of generality that k ≥ `. As p1 | n, we must have p1 | qf11 q

f2
2 . . . qf`` .

As all qi’s are primes and distinct, we must have a unique i such that p1 = qi with 1 ≤ i ≤ `. Re-
peating this process for all pj with j = 1, 2, . . . , k gives us k = ` as otherwise it would lead to a con-
tradiction with pi 6= pj for i 6= j. Now rearrange the primes of one of the representations such that
pi = qi for all i = 1, 2, . . . , k. Suppose there is an i ∈ {1, 2, . . . , k} such that ei 6= fi. Without loss of

generality, assume that ei > fi. Considering pe11 . . . peii . . . p
ek
k = pf11 . . . pfii . . . p

fk
k we can divide by pfii ,

which gives pe11 . . . p
ei−1

i−1 p
ei−fi
i p

ei+1

i+1 . . . p
ek
k = pf11 . . . p

fi−1

i−1 p
fi+1

i+1 . . . pfkk . Using Euclid’s lemma, we get that

pi | pf11 . . . p
fi−1

i−1 p
fi+1

i+1 . . . pfkk . However, this contradicts with the assumption that all primes are distinct.
Thus, we must have ei = fi. Therefore, the conclusion is that the representation is unique up to order-
ing.

A natural question that arises is how we can find the prime factorization of a given integer. Two types of
methods are often distinguished when it comes to integer factoring: general purpose and special purpose
methods, as described in [8].

Definition 2.1.2 (Factorization methods). A factorization method is called a “general purpose method” if
its running time is only dependent on the length of the input, i.e. the size of the composite number N . In
contrast, if it relies on certain properties of N , such as one of its factors, it is considered a “special purpose
method”.
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One general purpose method we will later mention is the General Number Field Sieve, which is considered the
fastest algorithm for integer factorization for factoring composite numbers N of the form N = pq with p and
q being large primes. An example of a special purpose method, and perhaps one of the most naive, is trial
division which relies on the smallest prime divisor of N . The main topic of this work, Lenstra’s algorithm
for factoring integers using elliptic curves is another special purpose method and also relies on the smallest
prime factor of N . On average, special purpose methods can be very effective. There are many special
purpose methods that depend on the smallest prime factor and there is a high probability that a random
integer will have at least one small prime factor. However, in the particular case of RSA composites, special
purpose methods are less efficient and therefore not as relevant as the general purpose methods. Later on in
Section 2.3, we will discuss one special purpose method and how one can choose integers so that this specific
algorithm is very inefficient in finding its factors.

2.2 Difficulty of integer factorization

To describe the difficulty of integer factorization, we will begin by giving an introduction to the big-O in a
similar way it is done in [9, Section 2.6]. It is commonly used to describe the running time of algorithms in
terms of the size of the input.

Definition 2.2.1 (Order notation). Let f and g be two real positive valued functions. We say that f is
“big-O of g” and denote it by

f(x) = O(g(x))

if there exists real positive constants c and C such that for all x ≥ c it holds that

f(x) ≤ Cg(x).

One useful tool to prove f(x) = O(g(x)) is by looking at the limit of f(x)
g(x) as x approaches infinity. The proof

of it mostly uses ideas that are not very relevant to this work, but is fairly straightforward. Hence, we will
omit the details.

Proposition 2.2.2. If the limit

lim
x→∞

f(x)

g(x)

exists and is finite, then f(x) = O(g(x))

We will highlight three orders of functions ranging from what is considered a fast algorithm and what is
considered a slow algorithm. Usually, we consider a (mathematical) problem “easy” if it can be solved in
polynomial time, a generally faster algorithm. It is considered “hard” if it requires exponential time, a
generally slower algorithm. The third order we will highlight is sub-exponential, which lies somewhere in
between these two and a problem that requires sub-exponential time is considered “quite hard”. The following
definition makes these descriptions more precise.

Definition 2.2.3. If the size of the input of an algorithm is k digits, then we say that the running time of
this algorithm is called the following.

• It is “polynomial”, if there is a non-negative constant A such that the algorithm requires O(kA) steps
to solve the problem.

• It is “exponential”, if there is a positive constant A such that the algorithm requires O(ekA) steps to
solve the problem.

• It is “sub-exponential”, if for every positive constant a the algorithm requires O(eka) steps to solve the
problem.
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Remark 2.2.4. Note that while we gave difficulty expressions for problems, they are asymptotic descriptions
and thus describe the case in which the size of the variables becomes very large, i.e. approaching infinity.
Depending on the constants and the range of the inputs, it is possible that in practice a (sub-)exponential
algorithm is faster than a polynomial one.

An example of a fast algorithm is the extended Euclidean algorithm which runs on polynomial time. It is
often used to compute inverses modulo N and compute greatest common divisors, which we will be doing a
lot later on. Therefore, we will describe the extended Euclidean algorithm briefly in case the reader does not
know how it operates. Given two positive integers M,N it divides the greater number by the smaller number
with remainder. If the remainder is nonzero, it divides the smaller integer by the remainder to produce
another remainder. This process repeats itself until we get a remainder equal to zero. The last nonzero
remainder is the greatest common divisor of the starting two integers. Then substituting every division
with remainder onto the previous step gives an expression aM + bN = gcd(M,N) for some integers a, b. If
gcd(M,N) = 1, then a is the inverse of M modulo N and b is the inverse of N modulo M . For more details,
we refer to [9, Section 1.2]

To understand the difficulty of integer factorization, let us discuss trial division in the general case as an
example and see how it can be improved to be more efficient, as is outlined in [10, Section 6G].

Example 2.2.5. Given an integer N , we try to divide N by every integer i = 2, 3, 4, . . . until we either find
a divisor or we get i >

√
N . This is due to the fact that if N = ab for some integers a and b then at least

one of them must be ≤
√
N . Therefore, this algorithm will always either give us the lowest prime divisor of

N or no divisors at all, in which case N is prime itself. Thus, it is dependent on the size of the lowest prime
factor p of N and is, as mentioned earlier, a special purpose algorithm. In particular, it requires at least
p− 1 divisions, which is efficient if p is small relative to N , and at most

√
N . This implies that in the worst

case, the required time grows exponentially with the digits in the number which is log(N), as it requires
√
N

divisions. Consequently, this algorithm is not well suited for dealing with considerably large primes, such as
the RSA numbers. 4

A possible improvement to the algorithm described in Example 2.2.5 to reduce a significant amount of
divisions is to divide only by numbers up to a specific boundary. Even better would be to divide solely by
prime numbers up to that boundary. This is due to how most numbers have some small prime divisor. For
example, every even number is obviously divisible by 2 and every number that has a 5 or a 0 as the last digit
is divisible by 5. Moreover, once we know N is not even, it is unnecessary to check whether it is divisible
by another even number. Furthermore, after a certain boundary, it is likely more efficient to use different
algorithms.

Definition 2.2.6 (Prime-counting function). Let x be some real number. The number of prime integers
smaller than or equal to x is denoted by π(x).

For example, π(6) = 3, since the primes that are less than or equal than 6 are 2, 3, 5. If we have a specific
boundary B in mind, the improved trial division will at most require π(B) divisions. However, this can still
lead to an exponential running time due to the Prime Number Theorem proven by Hadamard and de la
Vallée Poussin in 1896.

Proposition 2.2.7 (Prime Number Theorem). If π(x) denotes the prime-counting function, then

lim
x→∞

π(x)

x/ ln(x)
= 1

For the proof we refer to [7, Section 7]. Besides that, even though this improvement will lead to less divisions
required, it does not take into consideration what is needed to determine all prime numbers that are less
than or equal to B. We could perhaps store these prime numbers. However, that would require a lot of
preparation and memory. Another possible solution would be to check whether each number (up to that
boundary) is prime or not, so-called primality testing which we will mention in the next section. However,
this will increase the running time.
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2.3 Other factorization algorithms

There are many different factorization algorithms, both general purpose and special purpose. The fastest
method for factoring numbers of the form N = pq with p and q primes of approximately the same order of
magnitude is is the General Number Field Sieve (GNFS). It uses monic integer polynomials f(x) ∈ Z[x] that
are irreducible over Q and have a root m mod N , i.e. f(m) ≡ 0 mod N . The heuristic running time of GNFS

is described as LN [1/3, c] with c = ( 64
9 )

1
3 ≈ 1, 923, see [11]. Here, LN [t, c] is defined as

LN [t, c] = e(c+o(1))(log(N))t(log log(N))1−t

with o(1) being a function that goes to 0 as x approaches infinity. This “L-notation” is defined for 0 ≤ t ≤ 1
and positive constants c. This notation is another way to express the complexity of algorithms for (quite)
difficult problems mostly related to number theory. To relate back to Definition 2.2.3, the running time that
LN [t, c] describes as follows.

1. It is polynomial if t = 0, since e(c+o(1)) log logN = (logN)c+o(1).

2. It is exponential if t = 1, as e(c+o(1)) logN = N c+o(1).

3. Furthermore, it is considered sub-exponential if 0 < t < 1.

Recall that the running time is relative to the size of the input, which is logN in this case. See [12] for more
details.

At the start of this section we stated that RSA uses numbers that are relatively easy to generate relative to
the difficulty of factoring them. To do that, they need to find two very large primes. They can generate some
large numbers and use primality testing to check whether they are prime or composite. These primality tests
rely often on Fermat’s Little Theorem.

Proposition 2.3.1 (Fermat’s Little Theorem). Let p be a prime number. Then for any integer a it holds
that

ap ≡ a mod p.

Proof. There are a lot of ways to prove this theorem. We want to highlight the first proof given in [9, Section
1.5] which uses group theory. A proof without group theory can also be found there. Recall that for a prime
p, the units of Fp, the field of integers modulo p, form a group under multiplication denoted by F∗p. Note
that since p is prime, this means every element in Fp aside from 0 is a unit. This group is of order p − 1,
as Fp has p elements. In the case of a = 0, we can clearly see that 0p ≡ 0 mod p. By Lagrange’s theorem,
the order of an element of a finite group divides the order of the group. We refer to [10, Section 11C] for
the proof of Lagrange’s theorem and its corollary. This means that every element u ∈ F∗p has an order that
divides p− 1 and thus up−1 ≡ 1 mod p. Multiplying both sides by u gives the required equivalence.

This means that if we want to test whether an integerN is a prime or not, we can check for a ∈ {2, 3, . . . , N−1}
first if a is coprime to N and after that whether ap ≡ a mod N holds. If it does not hold for a certain a,
then we can conclude that N is not prime and therefore composite. However, unless we find a number that
is not coprime to N , we will not get any information on the factors of N . Note that it is a lot more likely
to find a number for which Fermat’s Little Theorem does not hold than it is to find a number that is not
coprime. Therefore, this idea leads to an algorithm that is often faster than the factoring algorithms. One
thing to keep in mind is that some algorithms do not guarantee that the integer N is a prime number, but
rely on the probability that “a witness” is found, i.e. a number for which the congruence does not hold, .

Example 2.3.2. We want to check whether 377 is prime or composite using Fermat’s Little Theorem. We
can quickly see that 3 does not divide 377 and is therefore coprime. We calculate 3377 ≡ 48 mod 377. Thus,
377 cannot be a prime number, since 16 6≡ 3 mod 377. 4

Remark 2.3.3. While Fermat’s Little Theorem gives a generally good way to check whether an integer is
not prime, there are some composite numbers such as 561 which satisfy the condition for every integer. This
example is due to the fact that 561 = 3 · 11 · 17 and 560 is a multiple of 2, 10 and 16. The integers with this
property are called the “Carmichael numbers”. For more information on Carmichael numbers, we refer to
[10, Section 10B and Section 20].
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The last algorithm that we would like to discuss in this section is Pollard’s p−1 algorithm. Lenstra’s Elliptic
Curve Factorization algorithm draws heavily inspiration from it. Pollard’s algorithm is another special
purpose method. This is due to the fact that it is effective when a prime factor p of N has the property that
p− 1 can be factored entirely into small prime factors.
Let N be an integer we want to factor and p an unknown prime factor of N . If we take an arbitrary integer
a ≥ 2, we know that either p divides a or a is coprime to p. In the first case, we have that p divides gcd(a,N).
In the other case, which Pollard’s algorithm focuses on, we know by Proposition 2.3.1 that ap−1 ≡ 1 mod p.
Hence, for any integer k we have

ak(p−1) = (ap−1)k ≡ 1 mod p,

which means p divides ak(p−1) − 1 and thus p divides gcd(ak(p−1) − 1, N). The greatest common divisor can
be found using a fast method such as the Euclidean algorithm which we mentioned earlier. One question
that arises is how a multiple of p− 1 can be obtained when p is unknown.
In Pollard’s algorithm, a positive integer m that is divisible by many small primes up to a specified boundary
B is used in the hope that it is a multiple of p − 1. Depending on B, some possible choices for m include
B!, lcm(1, 2, . . . , B) or the product of each prime up to the boundary with appropriate power, such as what
is used in [10, Section 10C] ∏

q≤B
q prime

qblogq Bc.

When choosing the boundary B, it is more likely to succeed if B is large, as we would like every prime divisor
of p − 1 to be smaller than B. However, the running time increases as B increases. Once this m and base
integer a are chosen, we calculate am mod N and check the greatest common divisor d of am− 1 mod N and
N . It is also an option to check the gcd of N and ai − 1 mod N in each intermediate step of calculating
am mod N .

Remark 2.3.4. Note that gcd(am− 1, N) is equal to the greatest common divisor of N and am− 1 mod N .
It is more convenient to compute the greatest common divisor using am − 1 mod N as it has less digits
and therefore uses less memory. Raising a number to a high power modulo N can be done efficiently using
the Fast Powering Algorithm. This algorithm writes the exponent in binary form, computes a2k = (ak)2

recursively modulo N and multiplies the powers used in the binary form. For more details, see [9, section
1.3.2]. A thing to note is that this calculation is done in polynomial time.

There are three possible cases for gcd(am − 1, N) = d.

1. If the gcd d is an integer such that 1 < d < N , we have found the non-trivial divisor d of N . We can
repeat the algorithm on the quotient (and possibly d if it is not prime) until we end up with the prime
factorization of N .

2. If d = 1, it is clear that am 6≡ 1 mod p for every prime divisor p of N . Therefore, m is definitely not a
multiple of p− 1 for any of the p. It is likely that a prime factor of p− 1 is greater than the boundary
B. Thus, we increase B and perform the algorithm again.

3. In the rare case that d = N , we have am ≡ 1 mod p for every prime divisor p of N . It is quite unlikely
that p − 1 and q − 1 have the same small prime factors. Thus, we could try lowering B so that m
becomes a multiple of p − 1 but not of q − 1. Another possibility is that m is a multiple of the order
of a modulo q, but not actually a multiple of q − 1. For example, the order of 5 modulo 31 is 3, so
548 ≡ 1 mod 31, but 30 - 48. Choosing a different value for a modulo N could solve this.

Example 2.3.5. We would like to factorize N = 4087. We choose a = 2 and m = 12!. Note that m includes
every prime up to 11. We compute

212! ≡ 1 mod 4087.
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Observe that this already implies that we get 4087 as the greatest common divisor. Therefore, we should try
a lower bound or a different base a. We choose for a a lower bound. If we actually try m = 7!, so that it
does not include the prime number 11, we get

27! ≡ 550 mod 4087.

Now we find, with Euclid’s algorithm, that gcd(549, 4087) = 61. This leads to the factorization 4087 = 61 ·67.
Observe that

61− 1 = 60 = 22 · 3 · 5
67− 1 = 66 = 2 · 3 · 11.

We leave it to the reader to check that 2 has indeed order 60 over Z/61Z and order 66 over Z/67Z. 4

Remark 2.3.6. Pollard’s p−1 algorithm will not always succeed. In the cases where for every prime divisor
p of N it holds that p− 1 has a very large prime divisor, one might have to increase the boundary to a very
large number. This makes it so that the algorithm runs on an unreasonable amount of time. Recall that
RSA numbers are large composite integers of the form N = pq with p, q two very large prime numbers. To
ensure security, p and q should be chosen in such a way that p− 1 and q− 1 do not factor entirely into small
primes. An extreme measurement would be to have p − 1 = 2p′ and q − 1 = 2q′ for different primes p′, q′

so that B would have to get almost as large as the prime divisors. These kind of primes are called “safe
primes”. In the cases when working with safe primes, even trial division would take less time, which is noted
in [10, section 10C].
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3 Elliptic Curves

This section will serve as an introduction to elliptic curves and the group law on it. We will try to make it
intuitive by using both algebra and the projective space and work out examples in the real numbers. The
graphs were made using GeoGebra [13]. Furthermore, we will apply it to the case where we have a finite
field, in particular Fp for some prime number p and discuss some properties elliptic curves over finite fields
have.

3.1 Weierstrass equations

We mention the abstract definition of an elliptic curve.

Definition 3.1.1 (Elliptic curve). An elliptic curve over a field K is a non-singular projective curve over K
of genus 1 equipped with a marked K-rational point.

Another way to define elliptic curves is as the set of solutions of a so-called Weierstrass equation together
with a point at infinity, which we will denote by O. Given a field K, the generalized Weierstrass equation is

y2 + a1xy + a3y = x3 + a2x
2 + a4x+ a6 (3.1)

with ai ∈ K and ∆ 6= 0, where the ∆ is the discriminant since it must be non-singular. In this case, the
discriminant is given by the following, see [14].

∆ = −d2
2d8 − 8d3

4 − 27d2
6 + 9d2d4d6

d2 = a2
1 + 4a2

d4 = 2a4 + a1a3

d6 = a2
3 + 4a6

d8 = a2
1a6 + 4a2a6 − a1a3a4 + a2a

2
3 − a2

4.
However, it is often more practical to work with the (simplified) Weierstrass equation

y2 = x3 +Ax+B. (3.2)

This equation can be determined using a change of variables as long as the characteristic of K is not equal
to 2 or 3. Since we will not work on these fields, we will omit the details on them. To make this change of
variables, we use the same idea as in [15, Section 2.1]. If the characteristic of K is not equal to 2, then we
can divide by 2 and complete the square

y2 + a1xy + a3y =
(
y +

a1

2
x+

a3

2

)2

− a2
1

4
x2 − a1a3

2
x− a2

3

4
.

If we substitute this in (3.1) and add
a21
4 x

2 + a1a3
2 x+

a23
4 to both sides, we get(

y +
a1

2
x+

a3

2

)2

= x3 +

(
a2 +

a2
1

4

)
x2 +

(
a4 +

a1a3

2

)
x+

(
a2

3

4
+ a6

)
.

This equation can be rewritten as

y2
1 = x3 + a′2x

2 + a′4x+ a′6, (3.3)

with y1 = y + a1
2 x + a3

2 and some constants a′2, a
′
4, a
′
6 ∈ K. If the characteristic is also not 3, then we can

divide by 3. Hence, let x = x1 − a′2
3 . Substituting this in in (3.3) gives

y2
1 = x3

1 +Ax1 +B,

for some constants A,B ∈ K. The discriminant of the equation in (3.2) is ∆ = −16(4A3 + 27B2), see [14].
Therefore, we require 4A3 + 27B2 6= 0 for non-singularity.



3 ELLIPTIC CURVES 9

Remark 3.1.2. When we say “to divide” by a certain number in a field, we mean to multiply with its
multiplicative inverse, i.e. p

q = p · 1
q where 1

q = r such that r · q = 1. As we work in a field, every element
aside from 0 has a multiplicative inverse, which is why we cannot divide by 2 in a field with characteristic
2 and similarly 3. There are many ways to find the multiplicative inverse of an element, e.g. the extended
Euclidean algorithm when working with integers. As mention in previous sections, this particular algorithm
can also determine that an integer A has no inverse modulo N . This is due to the algorithm calculating
gcd(A,N) and the inverse of A modulo N not existing if gcd(A,N) 6= 1.

We will mostly use Equation (3.2). The solutions of this equation are the affine points. Together with the
point at infinity O, they form the K-rational points E(K) of an elliptic curve E, i.e.

E(K) = {(x, y) ∈ K2 | y2 = x3 +Ax+B} ∪ {O}. (3.4)

A different way and perhaps a more precise way to describe E(K) would be to use the projective plane over
K, denoted by P2(K). We will give a brief introduction to the projective plane where the focus lies on elliptic
curves in particular.
Recall that P2(K) consists of equivalence classes of triples (x, y, z) ∈ K3 with at least one of them nonzero.
We say that two triples (x, y, z) and (x′, y′, z′) are equivalent if and only if there exists a nonzero λ ∈ K
such that (x, y, z) = (λx′, λy′, λz′), as described in [15, section 2.3]. This means the equivalence classes are
defined by the ratios between x, y and z, which is why it is common to denote them by (x : y : z).
In order for a curve to be well-defined on a projective plane, the polynomial that defines the curve has to be
homogeneous, i.e. every term of the polynomial or equation has to have the same degree. We will illustrate
this with an example.

Example 3.1.3. Let K = R and consider F (x, y, z) = x + y − z2. Observe that (1, 0, 1) is a root of F . In
other words, it is a point on the curve F (x, y, z) = 0. Furthermore, it is easy to see that (2 : 0 : 2) = (1 : 0 : 1).
However, F (2, 0, 2) = −2 and thus the point (2, 0, 2) does not lie on F (x, y, z) = 0. 4

The reason it is well-defined for homogeneous polynomials of degree n is because in that case we can factor
out λn if (x, y, z) = (λx′, λy′, λz′) with nonzero λ, which would lead to F (x, y, z) = λnF (x′, y′, z′). Then we
get F (x, y, z) = 0 if and only if F (x′, y′, z′) = 0. Observe that the equation used to define E(K) in 3.4, which
we can rewrite as x3 − y2 + Ax + B = 0, is not homogeneous. We need to introduce a third variable z and
multiply each term with some power of z to get a homogeneous equation.

Definition 3.1.4 (Homogenization). Given a field K and a curve f(x, y) = 0 over K2, a “homogenization”
of f of degree n is a curve F (x, y, z) over P2(K) such that the following holds, as described in [16, section 5]:

• F (λx, λy, λz) = λnF (x, y, z);

• F (x, y, 1) = f(x, y).

The first statement implies what we mentioned earlier, that curves are well-defined. The second implies that
by taking z = 1, we would end up with the original polynomial.

It is fairly easy to see that curves that are defined by polynomials can be homogenized. Thus, in order to
homogenize the Weierstrass equation, we have to multiply each term with some power of z and we would like
to get the Weierstrass equation back if z = 1. The Weierstrass equation is of degree 3, which is gives

y2z = x3 +Axz2 +Bz3. (3.5)

If we consider the solutions (x : y : z) for this equation with z 6= 0, we can divide by z to get ratios (x′ : y′ : 1).
These correspond exactly to the solutions (x′, y′) ∈ K2 of (3.2), i.e. the affine points. Furthermore, if we let
z = 0, then we get x = 0 by (3.5), which leads to the unique solution (0 : y : 0) = (0 : 1 : 0), as y cannot be 0
since we would otherwise have a (0 : 0 : 0) which is not well-defined. The solution (0 : 1 : 0) corresponds to
the point at infinity, O.

Remark 3.1.5. Note that (0 : 1 : 0) = (0 : −1 : 0), which means that O lies both at the “top” of the y-axis
and at the “bottom” of the y-axis. The importance of this will be clear in the next segment.
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Thus, the set of points of an elliptic curve E(K) can be defined as

E(K) = {(x, y, z) ∈ P2(K) | y2z = x3 +Axz2 +Bz3}.

In some cases, using the projective coordinates can be advantageous especially in the context of the next
part. For instance, it is useful in the interpretation of O. We have found earlier that O corresponds to the
unique point (0 : 1 : 0) at infinity. Observe that every vertical line x = c in K2 intersect each other at O, as
their homogenization is x = cz. Furthermore, it plays a big role in the proof of the associativity of the “group
law”. Besides that, using projective coordinates to compute the “addition” of two points on an elliptic curve
uses heavily adjusted formulas that do not require taking multiplicative inverse. This is especially useful
when the elliptic curves are taken over a ring, such as the integers modulo N with Z/NZ not a field, see [15,
section 2.11]. This can be helpful when calculating in certain (finite) fields and occasionally relevant in time
considering taking inverses is considered significantly slower than multiplication and squaring, which those
formulas mostly consist of. For more details, we refer to [15, section 2.6].

3.2 Group law

A very interesting aspect of elliptic curves is how a group law, often called the addition law, can be defined
on the points on an elliptic curve. We will first describe it informally in order to make the formulas feel
more intuitive. We will use the simplified Weierstrass equation as this gives the most natural interpretation.
During this part, we will work out examples on the elliptic curve y2 = x3 +x+ 2 with coordinates in R. The
graph of which can be seen in Figure 1a. Observe that its discriminant is nonzero.

(a) The elliptic curve y2 = x3 + x + 2 in R (b) The elliptic curve y2 = x3 − 6x + 2 in R

Figure 1: Two types of elliptic curves in R

Firstly, observe that if the pair (x, y) is a solution to the equation y2 = x3 +Ax+B, then so is (x,−y), i.e.
an elliptic curve is symmetric about the x-axis. If P = (xP , yP ) ∈ K2 denotes a point on an elliptic curve
E(K), then we will use the notation −P for the point (xP ,−yP ) ∈ K2 that lies on the same elliptic curve.
Using the observation made in Remark 3.1.5, we will consider −O = O.

Remark 3.2.1. Note that while the simplified version of the Weierstrass equation gives a curve that is
symmetric about the x-axis, the generalized Weierstrass equation in (3.1), which we introduced at the start
is not. The “inverse” element of P = (xP , yP ) on the generalized Weierstrass equation is therefore generally
not (xP ,−yP ) as it often does not lie on the same curve.

Suppose we are given an elliptic curve E(K) of the form y2 = x2 +Ax+B with two points P = (xP , yP ) and
Q = (xQ, yQ) on it. We will try to make it clear that when we take the line through P and Q, it intersects
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in a unique different point R = (xR, yR) on E(K). This will be done in a similar way as in [15, section 1].
Intuitively, note that the Weierstrass equation is of degree 3 and a line is of degree 1. Using Bézout’s theorem
from algebraic geometry, they have exactly 3 ·1 = 3 intersection points, taking into account their multiplicity
and points at infinity or with coordinates in the algebraic closure. For more details on that, we refer to [17,
appendix A]. Considering we have two points with coordinates in K and a polynomial in K, the third point
will also generally have coordinates in K. In essence, the addition law is defined as “P +Q = −R”.

For the first case, consider Q = −P = (xP ,−yP ) with yP 6= 0 and neither of them infinite. It is easy to see
that the line through P and Q is the vertical line x = xP . We know from the previous part about projective
coordinates that the point on the elliptic curve at infinity, O, lies on every vertical line. In particular, we
discussed also why O = −O. Therefore, we end up with P +Q = O.

Example 3.2.2. Consider the elliptic curve E(R) defined by y2 = x3 + x+ 2. Observe that P = (1, 2) lies
on this curve. Due to symmetry, Q = −P = (1,−2) also lies on this curve. The line through P and Q is the
vertical line x = 1 as seen in Figure 2a 4

(a) P = (1, 2) and Q = (1,−2) gives P + Q = O (b) P = (−1, 0) and Q = (0,
√

2) gives R′ = (3,−4
√

2)

Figure 2: The first two addition cases for y2 = x3 + x+ 2

In the second case, suppose P 6= ±Q and neither of them infinite. We can construct the line ` through P and
Q. Firstly, note that the slope of ` is

yQ−yP
xQ−xP . We will denote λ =

yQ−yP
xQ−xP Thus the line ` can be described

using the equation

y = λx+ b (3.6)

for some constant b ∈ K. As the point P lies on this line, we can fill its coordinates in (3.6) to find b, which
gives us the following equation for `

y = λ(x− xP ) + yP . (3.7)

Now we can substitute (3.7) in the Weierstrass equation and rearrange it, which gives us an equation of the
form

x3 − λ2x2 + (A− 2λ (yP − xPλ))x+B − (λ2x2
P − 2yPxPλ+ y2

P ) = 0. (3.8)

Note that an equation of the form x3 + ax2 + bx+ c can be factored as (x− x1)(x− x2)(x− x3) where x1, x2

and x3 are the roots of the polynomial. Furthermore, observe that

(x− x1)(x− x2)(x− x3) = x3 − (x1 + x2 + x3)x2 + (x1x2 + x1x3 + x2x3)x− x1x2x3. (3.9)
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Note that in general, the factorization in (3.9) holds for xi ∈ K, the algebraic closure of K. However, in this
case we already know two roots that are in K itself, namely xP and xQ, since P and Q lie on the intersection
of the line with E(K). This means that the third root must also lie on K as we have a K-polynomial.
Therefore, R also has coordinates in K. Observe that by the coefficient of x2 in both (3.8) and (3.9) we get

xR = λ2 − xP − xQ, (3.10)

where xR is the third root and therefore the x-coordinate of the third intersection. We can find the y-
coordinate of the third intersection by filling this xR in (3.7). In other words,

yR = λ(xR − xP ) + yP . (3.11)

Thus the resulting point we get from adding Q to P is (xR,−yR) with xR defined in (3.10) and yR defined
in (3.11).

Example 3.2.3. This example uses the same elliptic curve E(R) defined by y2 = x3+x+2. Consider now the

points P = (−1, 0) andQ = (0,
√

2). The slope of the line through P andQ is equal to
√

2
1 =

√
2. Furthermore,

we know P is on the line, so the line is represented with the equation y =
√

2(x + 1) in a similar way we
found it in (3.7). Substituting this in the Weierstrass equation and rearranging gives −x3 + 2x2 + 3x = 0.
Fortunately, we already know to roots of this polynomial, namely the x-coordinates of both P and Q, so
−1 and 0 respectively. Using the trick described earlier, we get xR = 2 − (−1) − 0 = 3. Filling this in the
equation gives yR = 4

√
2. Thus, reflecting around the x-axis gives us the point P + Q = R′ = (3,−4

√
2).

This process is demonstrated in figure 2b. 4

For the third case, consider P = Q with yP 6= 0 and neither of them infinite. There are many lines that go
through P , but contemplate what line we get if we have one point P and one point approaches P . This will
lead to the tangent line to the curve at P . Note that the slope in this case can be found by differentiating
y2 = x3 +Ax+B with respect to x using the chain rule 2y dydx = 3x2 +A. Thus, the slope is

dy

dx
=

3x2 +A

2y
. (3.12)

Analogous to the previous case, if we let λ = 3x2+A
2y , we will get the tangent line in (3.7). Using the same

substitution gives us again the expression as in (3.8). However, the difference is that this time we have
a double root in (3.9), as xP = xQ. Without loss of generality, assume x1 = x2 = xP . Then we get
xR = λ2 − 2xP and filling this in gives yR = λ(xR − xP ) + yP similar to (3.10) and (3.11). Thus, we get
(xR,−yR) from doubling P in this case.

Example 3.2.4. Again using the same example of the elliptic curve y2 = x3 +x+ 2 over R, we would like to

find 2P = P+P , where P = (1,−2). The slope of the curve is
3x2
P+1

2yP
by (3.12), thus on the point P it is equal

to −1. Furthermore, substituting the coordinates of P gives us a formula for the tangent line of P , namely
y = −1(x − 1) − 2 = −x − 1. Analogous to the previous example, if we substitute this in the Weierstrass
equation and rearrange it, we get the equation x3−x2−x+1 = 0, which has the root x = 1 with multiplicity
2 due to the line being tangent to the curve on P . We can factor (x− 1)2 out to get (x− 1)2(x+ 1). Hence,
the other intersection is at x = −1, which leads to the point R = (−1, 0). As the y-coordinate is zero, we
have R = −R, so it leaves us with R, which can be seen in Figure 3a 4

In the fourth case, we have P = Q and yP = 0. Here, the tangent line is a vertical line, which can be
somewhat determined from the formula in (3.12). As we find the slope by dividing by y, which is in this case
0, it leads to an slope that goes to infinity, i.e. a vertical line. Therefore, it will lead to O similar to the first
case, as −O = O.

Example 3.2.5. Continuing the previous examples with the elliptic curve y2 = x3 +x+ 2 over R, if we take
P = Q = (−1, 0), we need the tangent line. The tangent line at P , however, is vertical here as seen in 3b.
Thus, we can conclude that 2P = P + P = O. 4
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(a) P = Q = (1, 2) gives 2P = P + P = R = (−1, 0) (b) P = Q = (−1, 0) and gives 2P = P + P = O

Figure 3: The third and fourth addition case for y2 = x3 + x+ 2

In the last case, let at least one of them be O. If P = Q = O, then we consider the outcome to be O itself
again. Without loss of generality, if P 6= O and Q = O, then we get the vertical line through P , which
intersects E(K) in −P . Thus, we end up with P again.

As we have covered every possible case, we will now formulate the theorem that states the group law formally.

Theorem 3.2.6 (Group law). Let K be a field and E an elliptic curve defined over K by the equation
y2 = x3 + Ax + B. Then the points on E(K) form an abelian group with identity element O with the
following group operation. Let P = (xP , yP ) and Q = (xQ, yQ) be two points on E(K)\{O}. The inverse
element of P is −P = (xP ,−yP ). Now, if P and Q are both finite points and Q 6= −P , define

λ =

{
yQ−yP
xQ−xP if P 6= Q
3x2
P+A
2yP

if P = Q

and let

xR = λ2 − xP − xQ and yR = λ(xP − xR)− yP .

Then the addition of P,Q 6= O and Q 6= −P is defined as P +Q = R = (xR, yR).

Proof. In the parts above, we have intensively discussed the underlying geometric process and how we get
these formulas by finding the slope. In particular, the set of points on E(K) is closed under addition. By
the last case, O is the identity element. Moreover, by the first and fourth case, every point P has the inverse
−P , which is on the curve due to symmetry about the x-axis. Commutativity is evident from the formulas
and the fact that the line through P and Q is the same as the line through Q and P . It remains to prove
associativity, i.e. the equality (P +Q) +R = P + (Q+R) for arbitrary points P,Q,R ∈ E(K). One possible
proof could be by separating many cases, even more than what we did to find P + Q. In order not to drag
out this part for too long, it will be left to the reader that it indeed holds using the formulas and definitions.
Geometrically, one could also try to prove that the point of intersection of the line through P + Q and R
with E(K) is the same point where the line through P and Q+R intersects E(K). In other words, these two
lines intersect on a point on E(K). This is for example done in [17, section 1.2]. Another possible approach
that also uses a similar idea would be using the projective coordinates, as mentioned earlier. We refer to [15,
section 2.4].

One particular corollary from the associativity is an algorithm to find a given multiple of an element P on
an elliptic curve E(K), called the “double-and-add algorithm” as in [9, section 6.3.1]. It is very similar to
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the Fast Powering Algorithm when calculating powers modulo N . This is a lot more efficient than adding
every point one by one and likely the most efficient way to calculate a multiple of P . For an integer k, we
will denote a multiple of P by

kP = P + P + · · ·+ P︸ ︷︷ ︸
k times

.

For a given P ∈ E(K) and integer n, the underlying idea is that we only need to compute kP for k = 2m

for m ∈ {0, 1, . . . , blog2(n)c} by doubling every step and add the right points to find nP . Note that we can
write n in binary form

n = n020 + n121 + · · ·+ nm2m,

where m = blog2(n)c and ni ∈ {0, 1}, with the assumption that nm = 1. We will illustrate this with an
example.

Figure 4: Computing 5P = P for P = (1,−2)

Example 3.2.7. We recall our previous examples, where we worked with the elliptic curve E(R) defined by
y2 = x3 +x+2. We want to find 5P with P = (1,−2). Observe that blog2(5)c = 2 and 5 = 1 ·20 +0 ·21 +1 ·22.
Recall from Example 3.2.4 we found 2P = (−1, 0). Furthermore, Example 3.2.5 showed us that the double
of (−1, 0) is equal to O, thus 4P = 2 · 2P = O. Now we can compute 5P = P + 4P = P + O = P . We
can confirm this by directly computing 5P = (((P + P ) + P ) + P ) + P . Recall that 2P = P + P = (−1, 0).
Furthermore, observe that the line through P and 2P is the same as the tangent line to P as both intersect
E(R) in P and 2P . The third intersection point is in this case again P , as it has multiplicity 2 so that
3P = 2P + P = −P . We know that P + (−P ) = O as in Example 3.2.2, so 4P = O. Thus, we end up again
with 5P = O + P = P . The process of this is illustrated in Figure 4 with Q = 2P and R = 3P . 4

3.3 Over finite fields

We will now focus our attention to the case where the field K is a finite field, in particular when K = Fp for
a prime number p > 3. Recall from field theory that there exists finite field of order q if and only if q = pk
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for some prime p. Furthermore, any two finite fields of the same order are isomorphic to each other. Thus if
N = pq for two primes p 6= q, then Z/NZ is not a field, only a ring. As mentioned earlier, it is possible to
take elliptic curves modulo N with Z/NZ not a field by using projective coordinates. However, in this case,
we require that 4A3 + 27B2 is a unit modulo N , instead of it being nonzero, as the discriminant has to be
invertible, which in a field is equivalent to being nonzero. There is another way to describe elliptic curves
modulo N without using knowledge from elliptic curves over rings. This will be outlined with the following
proposition and its corollary.

Proposition 3.3.1 (Chinese Remainder Theorem). Let n1, n2, . . . , nm be pairwise coprime positive integers
and a1, a2, . . . , am be any integers. Then there is a unique solution x modulo N = n1n2 · · · · · nm such that

x = a1 mod n1

x = a2 mod n2

...

x = am mod nm

For the proof, see [10, section 12.A]. The important part here is that it is equivalent to say that the map

x mod N 7→ (x mod n1, x mod n2, . . . , x mod nm)

defines an isomorphism

Z/NZ ' Z/n1Z× Z/n2Z× · · · × Z/nmZ.

In essence, what this tells us is given an elliptic curve over N = pq with prime numbers p 6= q, we can view
points on E(Z/NZ) as a combination of a point on E(Fp) and E(Fq). Furthermore, we can work out the
result of adding two points on E(Z/NZ) by computing them modulo p and modulo q separately. In other
words, we add the points in E(Fp) and E(Fq) and find the point on E(Z/NZ) that corresponds to it. This
can be done with the aforementioned formulas. It also explains why the discriminant has to be coprime with
N , as that ensures it is nonzero modulo p and modulo q.

Corollary 3.3.2. Let p, q be coprime odd integers. Let E be an elliptic curve defined over Z/NZ. with
N = pq. Then there is a group isomorphism

E(Z/NZ) ' E(Z/pZ)⊕ E(Z/qZ).

As the precise proof requires projective coordinates and the formulas using those, we will refer to [15, section
2.11].

Since we now know that elliptic curves modulo N can be projected onto the same curve modulo p and
modulo q, we will discuss more on the group structure on E(Fp). Consider the elliptic curve E(Fp) defined
by y2 = x3 +Ax+B, i.e.

E(Fp) = {(x, y) ∈ F2
p | y2 = x3 +Ax+B} ∪ {O}.

Observe that the affine points are a subset of F2
p, which is finite. Thus, in this case the number of points in

E(Fp), in other words the order of E(Fp) is also finite. We will denote the order of E(Fp) with #E(Fp).
We would like to find an approximation or upper bound of #E(Fp). When we take an x ∈ Fp, there are either
three possibilities. Firstly, it is possible that x3 + Ax + B is a quadratic residue modulo p, i.e. a nonzero
square y2 in Fp. In this case, it has two solutions in Fp, namely the two square roots of y2 modulo p. This
corresponds with the points (x,

√
y) and (x,−√y). In the second case, it is not a square modulo p, i.e. there

is no y ∈ Fp such that y2 = x3 + Ax + B. This means there is no point on E(Fp) with that particular
x-coordinate. In the last case, x3 + Ax + B = 0, in which case there is one point (x, 0). However, this last
case is uncommon.
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n mod 5 0 1 2 3 4
n2 mod 5 0 1 4 4 1

Table 1: The squares of the integers modulo 5

n mod 5 0 1 2 3 4
n3 + n+ 2 mod 5 2 4 2 2 0

Table 2: The outcome of the polynomial modulo 5

Example 3.3.3. Consider the elliptic curve E represented by y2 = x3 + x+ 2 defined over F5, the integers
modulo 5. Note that the discriminant is nonzero, as 4 · 13 + 27 · 22 = 112 ≡ 2 mod 5. We calculate n2 mod 5
for 0 ≤ n ≤ 4. The results can be found in Table 1. Furthermore, the result of n3 + n + 2 mod 5 for each i
is given in Table 2. We conclude that E(F5) = {O, (1, 2), (1, 3), (4, 0)}. Observe that −2 ≡ 3 mod 5 and one
can compute 2(1, 2) = 2(1, 3) = (4, 0) using the formulas given in the previous section. Therefore, this group
is isomorphic to Z/4Z. 4

Since exactly half of the units of Fp are squares, we can approximate the amount of affine points with p
2 ·2 = p.

As we always have the point O on every elliptic curve, this leads to the approximation

#E(Fp) ∼ p+ 1.

The following theorem reinforces this approximation and gives a boundary for #E(Fp). For the proof, which
goes beyond the scope of this work, we refer to [18, section V.1].

Theorem 3.3.4 (Hasse). Let E be an elliptic curve over Fp. There exists an integer t with |t| ≤ 2
√
p, known

as the trace of Frobenius, such that the order of E(Fp) is

#E(Fp) = p+ 1− t.

In other words, #E(Fp) is bounded by

p+ 1− 2
√
p ≤ #E(Fp) ≤ p+ 1 + 2

√
p.

This interval is usually known as the Hasse interval. To find the exact value of #E(Fp) efficiently, one can use
Schoof’s algorithm or improvements thereof. One thing to note is that these algorithms run on polynomial
time. As it requires some knowledge of algebraic geometry to be fully understood, we refer to [18, section
XI.3].

Remark 3.3.5. The reason the t in Hasse’s theorem is known as the trace of Frobenius is due to it being
the trace of a particular matrix. The Frobenius map defined by φp(x, y) = (xp, yp) is an endomorphism of
the elliptic curve E defined over Fp. By taking the trace of the matrix induced by the action of the Frobenius
endomorphism on the Tate module of E, denoted by T`, one obtains t. The boundary follows from taking the
characteristic polynomial px2− tx+ 1 which must be non-negative for all real x. Therefore, the discriminant
t2 − 4p ≤ 0, which gives the boundary in Hasse’s theorem. See [15, section 4.2] and [18, section V].

Note that since E(Fp) is a finite group, we know that every point P on the elliptic curve is a “torsion point”,
i.e. there is an integer n such that nP = O. This is due to Lagrange’s theorem, which we mentioned earlier
in the proof of Proposition 2.3.1.

Definition 3.3.6. Let K be a field and E an elliptic curve defined over K. For a given integer n, we will
denote the set of torsion points of order dividing n as

E(K)[n] = {P ∈ E(K) | np = O}, (3.13)

where K denotes the algebraic closure of K.

Note that this set is a group. We will look at an interesting property of E(K)[n], in particular when K is a
finite field. We start by giving an example

Example 3.3.7. Consider the case where n = 2. We know that 2P = O if and only if P = O or the tangent
line on P is vertical. This second case happens only when yP = 0. Observe that we can write

x3 +Ax+B = (x− x1)(x− x2)(x− x3)
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for x1, x2, x3 ∈ K. This leads to

E(K)[2] = {O, (x1, 0), (x2, 0), (x3, 0)}.

Observe that every point aside from O has order 2 and if we take the line through two of those points, it is a
horizontal line and thus should give us the third point as the y-coordinate is zero. Therefore, we know that
E(K)[2] ' Z/2Z⊕ Z/2Z. 4

A generalisation of this is the following proposition, the proof of which we refer to [15, section 3.2].

Proposition 3.3.8. Let K be a field with characteristic p and E an elliptic curve over K. Let n be a positive
integer. Then the following holds.

• If p - n (which includes the possibility p = 0), then

E(K)[n] ' Z/nZ⊕ Z/nZ.

• If p | n, write n = prm with p - m, then

E(K)[n] ' Z/mZ⊕ Z/mZ or E(K)[n] ' Z/nZ⊕ Z/mZ.

With this proposition, we can describe the group structure on E(Fp) as in [15, section 4.1] using the following
theorem.

Theorem 3.3.9. Let E be an elliptic curve over Fp then either

E(Fp) ' Z/nZ,

for some positive integer n or

E(Fp) ' Z/n1Z⊕ Z/n2Z,

for some positive integers n1, n2 with n1 | n2.

Proof. By a result of group theory, we know that every finite abelian group is isomorphic to a direct sum of
the cyclic groups

Z/n1Z⊕ Z/n2Z⊕ · · · ⊕ Z/nkZ (3.14)

where ni are positive integers and ni | ni+1. Observe that the group Z/niZ has exactly n1 elements of order
dividing n1, namely the elements of the subgroup { nin1

j | 0 ≤ j ≤ n1 − 1}. Thus, if E(Fp) is isomorphic

to (3.14), then it has nk1 elements with an order that divides n1. Moreover, by Proposition 3.3.8, we know
that r ≤ 2. The case r = 2 corresponds with the second case in the theorem, while the case where r = 0
corresponds with the first case with n = 1 and r = 1 also corresponds with the first case.
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4 Lenstra’s Algorithm

In this part of the thesis we will discuss an algorithm for factorization that uses elliptic curves which Lenstra
proposed and discussed in his paper, see [1]. As mentioned earlier in Section 2.3, it is an improvement on
Pollard’s p − 1 algorithm. Instead of computing powers modulo N , however, Lenstra’s algorithm computes
multiples of points on elliptic curves defined over Z/NZ, i.e. elliptic curves modulo N . While Pollard’s
algorithm relies on the multiplicative group (Z/pZ)∗, which has order p − 1, Lenstra’s algorithm uses the
group of rational points on an elliptic curve E of order p+1− t for some |t| ≤ 2

√
p by Theorem 3.3.4. Similar

as the conditions of p−1 in Pollard’s algorithm, Lenstra’s algorithm is more likely to find a non-trivial divisor
if p + 1 − t is divisible by small primes. However, the key difference here is that in Pollard’s algorithm, if
p− 1 does not factor entirely into small primes, we cannot do much, while in Lenstra’s algorithm, we can try
different elliptic curves of different orders.

4.1 Explanation of the algorithm

Let N = pq for two primes p and q. Firstly, we have to choose an elliptic curve E on Z/NZ defined by
y2 = x3 + Ax+ B modulo N and a point P = (xP , yP ) on it. Recall from Corollary 3.3.2 that even though
Z/NZ is not a field, we can view it as a direct sum of two elliptic curves over the finite fields Fp and Fq.
Therefore, we can consider the same equation modulo p and modulo q.
While it may seem natural to choose random integers A,B, xP and compute yP , we do not know whether
x3
P + AxP + B is a square modulo N or not. Furthermore, it can also take time to compute a root modulo
N . A way to guarantee efficiently that a point is on an elliptic curve is to choose A, xP , yP and calculate

B ≡ y2
P − x3

P −AxP mod N.

Then we consider the curve y2 = x3 +Ax+B modulo N which has point P = (xP , yP ) on it. To check that
this indeed gives an elliptic curve, we can try to compute d = gcd(4A3 + 27B2, N) so that the discriminant
is invertible modulo N . This leads to three possible cases:

1. If 1 < d < N , then we have found a nontrivial divisor of N .

2. If d = N , we have to choose a different elliptic curve, since we will not get an elliptic curve modulo p
nor modulo q. Therefore, change at least one of the variables A, xP , yP modulo N .

3. If d = 1, then we have successfully found an elliptic curve modulo N , which can also be viewed as an
elliptic curve modulo p and modulo q. In this case, we continue the algorithm.

We try to compute mP for some integer m that is the product of many small primes, similar to Pollard’s
p − 1 algorithm. In the computations, we use the formulas in Theorem 3.2.6 to “add” points. Note that
while Z/NZ is not a field, we may still use the formulas, despite the fact we only defined them on fields.
As stated in Corollary 3.3.2, we can consider addition on the same elliptic curve modulo p and modulo q.
However, during the computations it may occur that we have to take a multiplicative inverse of an integer
modulo N that is not coprime to N . This can happen every step when we have to compute the slope of a
line to produce a new point. During the calculations the (extended) Euclidean algorithm is usually used to
compute if an integer has a multiplicative inverse modulo N and, if so, what its inverse is. Recall that this
runs in polynomial time. Therefore, if we find an integer that has no inverse in Z/NZ, we also determine
that its greatest common divisor with N is greater than 1. We distinguish two cases:

1. If the greatest common divisor is not N , then we have found a non-trivial divisor of N . This is the
case when the addition modulo p and modulo q becomes different. The likely case is when a point is
the neutral element O on E(Z/pZ), while it is not the neutral element on E(Z/qZ) or vice versa. The
former is likely to happen if #E(Z/pZ) is divisible by small primes. In essence, m is a multiple of
the order of P on the curve E(Fp), while not being a multiple of the order of P on the curve E(Fq).
Another possible cause is that the addition on the curve modulo p is a doubling of a point, while it is
the addition of two different points on the curve modulo q.
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2. In the second case, the greatest common divisor is N . Recall that #E(Z/pZ) is close to p + 1 and
#E(Z/qZ) is a number close to q+ 1 by Theorem 3.3.4. For a large enough prime p, the distribution of
#E(Fp) for random elliptic curves E(Fp) is sufficiently uniform. Thus, it is unlikely that they both have
the same prime factors. In the rare case that we get N as a greatest common divisor, it corresponds
to getting O on both E(Z/pZ) and E(Z/qZ) and thus O on E(Z/NZ). This means that m is also a
multiple of the order of P on the curve modulo q. If this happens, we try a different curve.

Furthermore, if mP is calculated successfully without any problems regarding finding the inverses, then we
can either try a different curve or increase m until we find a non-trivial divisor of N .

n n! with double-and-add Calculating n! · P mod 403
1 1! = 1 (1!)P = (2, 6)
2 2! = 2 · 1! (2!)P = 2 · (2, 6) = (214, 330)
3 3! = 3 · (2!) = 2 · 2! + 2! 2 · (214, 330) = (13, 233)

(3!)P = (13, 233) + (214, 330) = (333, 188)
4 4! = 4 · (3!) = 2 · 2 · (3!) 2 · (333, 188) = (13, 170)

(4!)P = 2 · (13, 170) = (360, 0)

Table 3: Multiples of P = (2, 6) on y2 = x3 + 7x+ 14 mod 403

Example 4.1.1. Suppose we want to factor the composite integer 403. Observe that it is not divisible by 2
or 3. We choose P = (2, 6) and A = 7. Then we compute

62 − 23 − 7 · 2 ≡ 14 mod 403.

Thus, our elliptic curve E is described by the equation y2 = x3+7x+14 modulo 403. Note that 4·73+27·142 ≡
216 mod 403, which is coprime to 403. Therefore, the discriminant is a unit, which means that we have
indeed an elliptic curve. We take m = 6!, i.e. we want to try to compute (6!)P . Note that we can compute
n! · P = n((n − 1)!P ) recursively and use the double-and-add algorithm we described in the last part of
Section 3.2 to compute n((n− 1)!P ) given (n− 1)!P . This process up to 4! is described in Table 3. We leave
it to the reader to check that these are indeed the points calculated from the formulas in Theorem 3.2.6 and
lie on the curve. Note that since the y-coordinate of (4!)P is 0, this leads to 2((4!)P ) = O and subsequently
(5!)P = (4!)P and (6!)P = O. Therefore, we will try a different elliptic curve. In Remark 4.1.3, we will
explain what happened here and why the following Example does indeed work. 4

n n! with double-and-add Calculating n! · P mod 403
1 1! = 1 (1!)P = (5, 7)
2 2! = 2 · 1! (2!)P = 2 · (5, 7) = (184, 160)
3 3! = 3 · (2!) = 2 · 2! + 2! 2 · (184, 160) = (208, 70)

(3!)P = (208, 70) + (184, 160) = (151, 220)
4 4! = 4 · (3!) = 2 · 2 · (3!) 2 · (151, 220) = (78, 255)

(4!)P = 2 · (78, 255) = (168, 78)

Table 4: Multiples of P = (5, 7) on y2 = x3 + 11x+ 272 mod 403

Example 4.1.2. Continuing our previous example, we choose P = (5, 7) and A = 11 to find

72 − 53 − 5 · 11 ≡ 272 mod 403,

which gives us the elliptic curve y2 = x3 + 11x + 272 modulo 403. Note that 4 · 113 + 27 · 272 is corpime
to 403, so the discriminant is again a unit. We will work once again with m = 6! and try to compute (6!)P
in a similar way as before. The computations up to 4! are demonstrated in Table 4. As with the previous
example, it is left to the reader to check that these are the points gained from using the formulas. Now, if we
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try to compute (5!)P = 4(4!)P + (4!)P , we need to find 2(4!)P to compute 4(4!)P . If we fill in the formula
for the slope λ of the tangent line, we get

λ =
3 · x2

(4!)P +A

2 · y(4!)P
=

3 · 1682 + 11

2 · 78
=

84683

156
.

We try using the extended Euclidean algorithm to try to find the reciprocal of 156 modulo 403. However,
during this computation we find that gcd(156, 403) = 13 which means we cannot divide by 156 in Z/403Z.
Therefore, we have found a non-trivial divisor 13 of 403. Dividing 403 by 13 results in the prime factorization
of 403 = 13 · 31. 4

Remark 4.1.3. In Example 4.1.1, if we take y2 = x3 + 7x+ 14 modulo 13 and modulo 31, we get an elliptic
curve of order 16 and 32 respectively. It is up to the reader to check that these are indeed the orders. Both of
their respective order are powers of 2, which is why we eventually reached the neutral element both modulo
13 and modulo 31. On the other hand, the elliptic curve y2 = x3 +11x+272 modulo 31 has order 33 = 3 ·11.
The elliptic curve with the same equation modulo 13 has order 16 again. Note that 2 · (4!) is a multiple of 16
and by Lagrange’s theorem, the order of P on y2 = x3 + 11x+ 272 modulo 13 must divide 16. This lead to
us getting the neutral element modulo 13 in the Example 4.1.2. On the other hand, we leave it to the reader
to check that the order of P on y2 = x3 + 11x+ 272 modulo 31 is 33, which does not divide 2 · (4!).

We will prove the following theorem, see [1, Section 2.6]. It states that the algorithm is always successful
under some assumptions which involve the smallest prime divisor p of N = pq and the prime divisors of
#E(Fp) and #E(Fq). Theorem 4.1.4 also gives some upper bounds to estimate the running time of the
algorithm. As usual, it is assumed that p > 3 as we work in fields with characteristic not equal to 2 or 3.
Note that given an integer N , we can check quickly if N is divisible by 2 and/or 3. Furthermore, numbers
that are a power of a prime can also usually be detected quickly.

Theorem 4.1.4. Let N, v, w be positive integers greater than 1 and A, xP , yP ∈ Z/NZ. Set

B = y2
P − x3

P −AxP mod N

and let P = (xP , yP ) be a point on the set of solutions of y2 = x3 + Ax + B, which we will denote by E.
Furthermore, set

m =

w∏
r=2

re(r),

where e(r) is the largest integer k such that rk ≤ v + 1 + 2
√
v. Suppose N = pq with p, q distinct prime

integers such that the following conditions are satisfied.

• p ≤ v.

• 4A3 + 27B2 6≡ 0 mod p.

• Each prime r that divides #E(Fp) has the property that r ≤ w.

• 4A3 + 27B2 6≡ 0 mod q.

• #E(Fq) is not divisible by the largest prime number dividing the order of P on E(Fp).

When Lenstra’s algorithm attempts to compute the point mP recursively with (k1k2)P = k1(k2P ) starting
with the lower factors, and using the double-and-add method to find kP , it will find a non-trivial divisor of
N .

Remark 4.1.5. Observe that the second and fourth condition imply that E is an elliptic curve modulo p
and modulo q respectively so that we can consider the group structures on E(Fp) and E(Fq). Therefore, it is
also an elliptic curve modulo N . Furthermore, since the coordinates of P is a solution to the polynomial, we
know that it is not the neutral element O. In particular, it is not the neutral element on the curve modulo
p nor modulo q. Therefore, the largest prime described in the fifth condition exists. Note that the fifth
condition also implies q 6= p.
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Proof. The boundary in Hasse’s theorem, which we mentioned in Theorem 3.3.4, and the first condition lead
to #E(Fp) ≤ v+ 1 + 2

√
v. Therefore, if r is a prime dividing #E(Fp), then its exponent in the factorization

of #E(Fp) is at most e(r). Note that this is also true for primes that do not divide #E(Fp), as those have
exponent 0. Since the order ωp of P in E(Fp) is a divisor of #E(Fp) by Lagrange’s theorem, the statement
is also true for ωp. In other words, the exponent of r in ωp is also at most e(r). Let s be the largest prime
dividing ωp and t as its exponent in the prime factorization of ωp, so that 1 ≤ t ≤ e(s). Write

m0 =

(
s−1∏
r=2

re(r)

)
· st−1.

Note that m0 is not a multiple of ωp, since ωp is a multiple of st, while m0 is not due to the assumption that
s is prime. However, s ·m0 is a multiple of ωp. Hence, m0P is not O in the elliptic curve modulo p, while
s ·m0P is.
By the third condition, we know that s ≤ w, so m0 and s ·m0 both are divisors of m. In particular, Lenstra’s
algorithm will calculate m0P and s · m0P at some point while trying to calculate mP . Hence, to prove
Theorem 4.1.4, it suffices to show that m0P and s · m0P cannot both be points on the curve modulo N .
In other words, it must hold that m0P or s ·m0P has the property that it is the neutral element in either
E(Fp) or E(Fq) while not being the neutral element in the other. Then, when the algorithm arrives at m0P ,
s ·m0P , or earlier, it should find a greatest common divisor that is not 1 nor N .
We assumed that s ·m0 is a multiple of the order ωp of P on E(Fp), thus s ·m0P is O on E(Fp). Therefore,
if it exists on the curve modulo N , it must be also O on E(Fq). That means s ·m0 is a multiple of the order
ωq of P on E(Fq), which must be a divisor of #E(Fq) by Lagrange’s theorem. By the fifth condition, s does
not divide #E(Fq) and thus it does not divide ωq. Hence, m0 is also a multiple of ωq, which means m0P is
O on E(Fq). Consequently, if m0P also exists on the curve modulo N , we must have it also being O on the
curve modulo N . Note that this implies that m0P is also O modulo p. However, this contradicts with the
earlier assumption that m0 is not a multiple of ωp.

In the following two sections we will give an overview of the arguments made in Lenstra’s paper to give an
estimate on the running time of this algorithm, for more details and proofs see [1]. We will use the same
notation and a similar structure as in the paper. The first part is about counting the number of elliptic curves
over Fp up to isomorphism (weighted by the size of their automorphism class). Then a connection is made
between the weighted number of elliptic curves over Fp with a specific number of points up to isomorphism
and the Kronecker class numbers. After that, he discusses the weighted number of elliptic curves that have
an order (not) divisible by a given prime using modular curves, which we will mention briefly.
The second section uses these results to give an approximation of the running time of the algorithm. The first
part is about the probability that the algorithm succeeds in finding a non-trivial divisor with a random triple
(a, x, y) and the boundaries mentioned in Theorem 4.1.4. This then leads to an estimate of the running time
of the elliptic curve factoring algorithm. We will also give a comparison with the fastest factoring algorithm
thus far, the General Number Field Sieve, which we mentioned earlier in Section 2.3.

4.2 Counting elliptic curves

The first point we want to highlight when we work on finite fields is the number of different elliptic curves
over Fp up to isomorphism, where p is a prime greater than 3. Note that there are finite combinations for
A and B in Fp. This means there are finitely many different elliptic curves as they are represented by the
equation y2 = x3 + Ax + B. Considering Fp has exactly p elements, we see that there are p2 combinations
for the pair (A,B). However, recall that we required that the discriminant is nonzero, i.e. 4A3 + 27B2 6= 0.
Observe that 4A3 + 27B2 = 0 if and only if A = −3C2 and B = 2C3 for some C ∈ Fp. Note that C = −3B

2A
as long as A 6= 0, which means C is uniquely determined by A and B (if A = 0 then we must also have
B = C = 0). Thus, there are p2 − p different equations to describe an elliptic curve over Fp.
We will make clear what we mean when we say that two elliptic curves are isomorphic.

Definition 4.2.1 (Isomorphism). Let K be a field and E1, E2 be two elliptic curves defined over K repre-
sented by the equations y2 = x3 +A1x+B1 and y2 = x3 +A2x+B2 respectively. An isomorphism E1 → E2
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(over K) is a nonzero element u ∈ K such that

A2 = u4A1 and B2 = u6B1. (4.1)

If such an isomorphism exists, then we call E1 and E2 isomorphic.

Observe that this is an equivalence relation, as K is a field and u is an element of K with a multiplicative
inverse. Furthermore, u : E1 → E2 induces a group isomorphism E1(K) → E2(K) which sends (x, y) to
(u2x, u3y) and of course the point at infinity to itself. We will denote this group isomorphism with u as well.

Example 4.2.2. Let E be the elliptic curve over F5 defined by y2 = x3 + x+ 2. Recall from Example 3.3.3
that E(F5) = {O, (1, 2), (1, 3), (4, 0)}. Consider the elliptic curve E′ over F5 represented by y2 = x3 + x+ 3.
We leave it to the reader to check that E′(F5) = {O, (1, 0), (4, 1), (4, 4)}. Note that 1 ≡ 24 · 1 mod 5 and
3 ≡ 26 ·2 mod 5. We can see that E and E′ are isomorphic. Furthermore, 2 ∈ F∗5 maps (1, 2), (1, 3) and (4, 1)
to (4, 4), (4, 1) and (1, 0) respectively. 4

Remark 4.2.3. We mentioned in Section 3.1 the generalized Weierstrass equation, which is y2+a1xy+a3y =
x3 + a2x

2 + a4x + a6. In this case, two curves are isomorphic if and only if the coefficients of one of them
can be written as uiai, where ai are the coefficients of the other one. This explains the numbering of the
coefficients.

Let E be an elliptic curve over K. We want to determine how many u ∈ K∗ map E to itself.

Definition 4.2.4 (Automorphism). Let E be an elliptic curve defined over the field K. An automorphism
of E is an isomorphism E → E. We will denote the set of automorphisms with AutKE.

Remark 4.2.5. We know that −1 is always an automorphism, as every elliptic curve is symmetrical about
the x-axis (when using the short Weierstrass equation). This automorphism sends (x, y) to (x,−y).

Note that AutKE is a subgroup of K∗. Furthermore, if u is an automorphism, we have A2 = A1 and B2 = B1

in (4.1). Let E be an elliptic curve defined as y2 = x3 +Ax+B. From the fact that AutKE is a group and
the equations in (4.1), we can deduce that the following holds:

• If A = 0 and K∗ has an element of order 6, then #AutKE = 6.

• If B = 0 and K∗ has an element of order 4, then #AutKE = 4.

• If none of the above holds, then AutKE = {1,−1}, thus #AutKE = 2.

Example 4.2.6. Continuing Example 4.2.2, we see that 2 /∈ AutF5
E, as E 6= E′. Note that this also

immediately implies that 3 ≡ −2 mod 5 is not an automorphism of E either. We see that the automorphism
class of E is {1,−1}, which is what we expected, since A 6= 0 and B 6= 0. 4

The number of elliptic curves isomorphic to E (including E itself) is equal to

#F∗p
#AutKE

=
p− 1

#AutKE
.

Recall that there are p2 − p = p(p− 1) elliptic curves in total. Thus, if we sum over a set of representatives
of each isomorphism class, we get ∑

E

p− 1

#AutKE
= p(p− 1).

We can divide both sides by p− 1. This gives us∑
E

1

#AutKE
= p,

where the sum ranges over all isomorphism classes. We will express the left side of the equation as

#′{E | E elliptic curve over Fp}/ ∼=Fp ,

which denotes “the weighted cardinality”, i.e. the number of isomorphism classes with the isomorphism class
of E being counted with (#AutKE)−1. We will use this expression #′ later on as well.
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Example 4.2.7. We apply this to F5. Let EA,B be an elliptic curve over F5 defined by y2 = x3 + Ax+ B.
Note that this equation defines an elliptic curve for A = 0 if and only if B 6= 0 and vice versa. Hence, there
are 4 elliptic curves E0,B . As F∗5 clearly has no element of order 6, these elliptic curves all have automorphism
classes {1,−1}. Thus, we get 4

2 = 2 isomorphism classes with A = 0.
Furthermore, since F∗5 has elements of order 4, #AutF5

EA,0 = 4. Thus, their isomorphism classes only consist
of one element. With the same argument as before, there are 4 different elliptic curves EA,0. Therefore, we
get 4 isomorphism classes with B = 0.
Lastly, if A 6= 0 and B 6= 0, there are exactly 4 · 3 = 12 unique elliptic curves EA,B . As their automorphism
class all consist of 2 elements, we get isomorphism classes of cardinality 2, thus 12

2 = 6 isomorphism classes.
If we sum over all these classes with their respective weight, we get

2 · 1

2
+ 4 · 1

4
+ 6 · 1

2
= 5,

which is exactly what we are supposed to find. 4

Remark 4.2.8. Since most of the time #AutKE = 2, we can deduce that there are in total approximately 2p
isomorphism classes. Hence, there are around 2p different elliptic curves on Fp up to isomorphism. A more
precise number for different cases can be found using the different possible cardinalities of automorphism
groups, see [1, Section 1.4].

A useful property to determine whether two elliptic curves are possibly isomorphic or not is the “j-invariant”.

Definition 4.2.9 (j-invariant). Let E be an elliptic curve defined over a field K by the equation y2 =
x3 +Ax+B. The j-invariant of E is

j(E) = 1728
4A3

4A3 + 27B2
.

Note that the denominator is nonzero, since the discriminant of E is nonzero. One can prove that two elliptic
curves E and E′ are isomorphic over K, the algebraic closure of K, if and only if j(E) = j(E′) in K, see [15,
Section 2.7] and [18, Section III.1].
Let p be a prime. We say that an elliptic curve E over Fp is supersingular if and only if #E(Fp) ≡ 1 mod p,
see [15, Section 4.6]. If it is not supersingular, we call them ordinary. Two ordinary elliptic curves E and E′

over Fp are isomorphic over Fp if and only if j(E) = j(E′) and |E(Fp)| = |E′(Fp)|, see [19, Section 14C].

Example 4.2.10. Recall from Example 4.2.2 that E defined by y2 = x3 + x + 2 and E′ defined by y2 =
x3 + x + 3 are isomorphic over F5. Observe that 3 ≡ −2 mod 5, thus 32 ≡ 22 mod 5, which leads to
j(E) = j(E′) in F5. A quick calculation shows j(E) ≡ 1 mod 5. Remember that in Example 4.2.7, we found
that there are 12 isomorphism classes over F5. However, there are only 5 possible values for the j-invariant
in F5. For example, the curve E′′ defined by y2 = x3 + 4x+ 1 also has j-invariant j(E′′) = 1 meaning E and
E′′ are isomorphic over F5. However, E(F5) contains 4 points, whereas E′′(F5) has 8 points. 4

Let p be a prime. Recall Theorem 3.3.4, which states that for a given elliptic curve E, there exists an integer
t with |t| ≤ 2

√
p such that #E(Fp). Now, let t be an integer satisfying |t| ≤ 2

√
p. We will look at the

weighted number of elliptic curves E over Fp with #E(Fp) = p+ 1− t up to isomorphism, i.e.

#′{E | E elliptic curve over Fp,#E(Fp) = p+ 1− t}/ ∼=Fp .

The following formula is given by Deuring in his paper [20], also see [21, Section 4].

Theorem 4.2.11 (Deuring). Let #′ denote the number of isomorphism classes with the class of an elliptic
curve E being counted with (#AutKE)−1. Then the following equality holds:

#′{E | E elliptic curve over Fp,#E(Fp) = p+ 1− t} ∼=Fp= H(t2 − 4p),

where H(t2 − 4p) is the Kronecker class number of t2 − 4p.
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We will define what these Kronecker class numbers, also called Hurwitz class numbers, are and give some
context behind them. Note that in some literature, a weight of 2

#AutE is used so that the number becomes
twice as large as we define it here.

Firstly, we study some properties of “integral quadratic forms” in two variables, which are polynomials of
the following form

f(x, y) = ax2 + bxy + cy2 a, b, c ∈ Z.

For details and proofs, see [22, Section 2], [19, Section 14D], [23] and [24, Section 14C and D]. Such a form
is called “primitive” if gcd(a, b, c) = 1. The “discriminant” of ax2 + bxy + cy2 is defined as ∆ = b2 − 4ac. A
form is called “positive definite” if ∆ < 0 and a > 0. We say that two forms f(x, y) = a1x

2 + b1xy + c1y
2

and g(x, y) = a2x
2 + b2xy + c2y

2 are “(properly) equivalent” if there exists an isomorphism from f to g. In
this case, an isomorphism means there is a matrix

( α β
γ δ

)
∈ SL(2,Z) such that

a1x
2 + b1xy + c1y

2 = a2x̃
2 + b2x̃ỹ + c2ỹ

2,

where x̃ = αx+ βy and ỹ = γx+ δy, i.e. f(x, y) = g(αx+ βy, γx+ δy) with αδ − βγ = 1.

Example 4.2.12. Consider the discriminant ∆ = −4. One quadratic form with this disciminant is f(x, y) =
13x2 +16xy+5y2. Another form that is much simpler is g(x, y) = x2 +y2. Notice f(x, y) = g(2x+y, 3x+2y).
Furthermore, the determinant of the corresponding matrix is 2 · 2− 3 · 1 = 1. Therefore, these two forms are
considered equivalent. 4

An “automorphism” of a form f is an “isomorphism” form f to f . The set of automorphisms of a form f is
a subgroup of SL(2,Z), which we will denote by Autf . We can make the following distinctions.

• If f is equivalent to ax2 + axy+ ay2 for some positive integer a, then Autf is cyclic of order 6. In this
case ∆ = −3a2.

• If f is equivalent to ax2 + ay2 for some positive integer a, then Autf is cyclic of order 4. In this case
∆ = −4a2.

• In all other cases, the group Autf has two elements, namely the identity matrix
(

1 0
0 1

)
and the matrix(−1 0

0 −1

)
.

For a fixed negative integer ∆ such that ∆ ≡ 0 mod 4 or ∆ ≡ 1 mod 4, there is a finite number of equivalence
classes of forms of discriminant ∆, see [24, Section 2A]. From now on, we will work with these criteria on ∆.

Definition 4.2.13 (Kronecker class numbers). The Kronecker class number H(∆) of ∆ denotes the weighted
cardinality of the set of equivalence classes of forms of discriminant ∆. Here, weighted means similar as in
#′ earlier, i.e. the equivalence class of f is counted with weight (#Autf)−1. We express this as

H(∆) = #′{f : f integral quadratic form of discriminant ∆}/ ∼

with ∼ denoting the equivalence.

Remark 4.2.14. Note that for the cases where ∆ ≡ 0 mod 4 or ∆ ≡ 1 mod 4, there exists an integer b such

that b2 ≡ ∆ mod 4. This leads to the existence of the form x2 +bxy− ∆−b2
4 y2, which has exactly discriminant

∆. Therefore, we always have H(∆) > 0 for ∆ ≡ 0 mod 4 and ∆ ≡ 1 mod 4.

The expression h(∆) is used for the weighted number of primitive forms up to isomorphism of discriminant
∆. Here, each isomorphism class is again weighted by the automorphism group. Note that

H(∆) =
∑
d∈D

h

(
∆

d2

)
, (4.2)

where D = {d ∈ Z | ∆
d2 ∈ Z<0,

∆
d2 ≡ 0 mod 4 or ∆

d2 ≡ 1 mod 4}. As D is nonempty, since 1 ∈ D, and
bounded, as d2 ≤ ∆, we know there is a largest element d0 in D. This d0 is called the “conductor” of ∆
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and ∆
d20

is called the “fundamental discriminant” associated with ∆. Observe that D consists of exactly the

positive divisors of d0.

To find some boundaries for H, we will use the analytic class number formula for h(∆). Firstly, recall
the “quadratic character” χ : Z>0 → {0, 1,−1} associated with ∆. For odd primes l, χ(l) is defined as
the Legendre symbol

(
∆
l

)
. Furthermore, χ(2) = 0 is defined for ∆ = 0 mod 4. For ∆ ≡ 1 mod 4, we

distinguish the cases χ(2) = 1 for ∆ ≡ 1 mod 8, and if ∆ ≡ 5 mod 8, then define χ(2) = −1. Lastly, define
χ(mn) = χ(m)χ(n) for all m,n ∈ Z>0. In other words, for a given ∆, χ is defined as

• χ(l) = ∆
l−1
2 mod l for odd primes l.

• χ(2) = 0, 1,−1 for ∆ ≡ 0 mod 4, ∆ ≡ 1 mod 8, ∆ ≡ 5 mod 8 respectively.

• χ(mn) = χ(m)χ(n) recursively for all m,n ∈ Z>0.

The analytic class number formula formula for h(∆) is

h(∆) =

√
−∆

2π
L(1, χ), (4.3)

where

L(s, χ) =

∞∑
n=1

χ(n)

ns
for s ∈ C, Re(s) > 0.

Let χ0 be the quadratic character associated to a negative discriminant ∆0 with ∆0 ≡ 0 mod 4 or ∆0 ≡
1 mod 4 that has conductor d0. Then one can determine that

L(1, χ) = L(1, χ0) ·
∏
l|d0

(
1− χ0(l)

l

)
,

with l ranging over the prime divisors of d0. We can combine the formulas (4.2) and (4.3) with the expression
above. This leaves us with

H(∆) =

√
−∆

2π
· L(1, χ0) · ψ(d0), (4.4)

where ψ is a function ψ : Z>0 → R defined by

• ψ(lk) = l−l−k
l−1 , 1, l+1−2l−k

l−1 for prime numbers l, k ≥ 0 and χ0(l) = 0, 1,−1 respectively.

• ψ(mn) = ψ(m)ψ(n) recursively for all coprime m,n ∈ Z>0.

Using the expression for H(∆), we can formulate some lower and upper bounds for H(∆). By [25, Theorem
328], some boundaries for ψ(d0) are

1 ≤ ψ(d0) ≤
(

d0

φ(d0)

)
= O((log log d0)2),

where φ(d0) denotes the Euler φ-function. Furthermore, by [26, Section VI], we have

L(1, χ0) = O(log |∆0|)

and there is an positive effectively computable constant c1 such that for all z ∈ Z>1 there exists an integer
∆z < −4 with the property that if |∆0| ≤ z and ∆0 6= ∆z, then

L(1, χ0) ≥ c1
log z

. (4.5)
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We combine these boundaries with the formula in (4.4). This results in the existence of two effectively
computable constants c2 and c3 such that for each z ∈ Z>1, there exists a ∆z < −4 such that

c2
√
−∆

log z
≤ H(∆) ≤ c3 ·

√
−∆ · log |∆| · (log log |∆|)2 (4.6)

for all such that ∆ ∈ Z with −z ≤ ∆ < 0, ∆ ≡ 0 mod 4 or ∆ ≡ 1 mod 4, and ∆ 6= ∆z. This leads to the
following proposition by using the formula in Theorem 4.2.11 and filling in ∆ = t2 − 4p in (4.6).

Proposition 4.2.15. There exist effectively computable positive constants c4, c5 such that for each prime
number p > 3 the following assertions are valid.

• If S is a set of integers s with |s− (p+ 1)| ≤ 2
√
p, then

#′{E | E elliptic curve over Fp, #E(Fp) ∈ S}/ ∼=Fp≤ c4 ·#S ·
√
p · (log p) · (log log p)2.

• If S is a set of integers s with |s− (p+ 1)| ≤ √p, then

#′{E | E elliptic curve over Fp, #E(Fp) ∈ S}/ ∼=Fp≥ c5 · (#S − 2) ·
√
p

log p
.

Here, #′ denotes the weighted cardinality of the set of isomorphism classes weighted by their automorphism
group.

Proof. The left-hand side in both assertions is equal to∑
t,p+1−t∈S

H(t2 − 4p)

by Theorem 4.2.11. The first inequality follows immediately from the inequalities in (4.6). For the second
assertion, we fill in z = 4p in (4.6). Observe that |t2 − 4p| ≤ 3p if p+ 1− t ∈ S, since that implies |t| ≤ √p.
Furthermore, t with |t| ≤ √p such that the fundamental discriminant associated with t2− 4p is ∆z is unique
up to sign, with ∆z as in the condition in (4.5). This can be deduced by considering the polynomial x2−tx+p
in Q(

√
∆z) and noticing that t = α + α, where α and α are the roots of the polynomial. These roots are

unique up to sign and conjugation. For more details, see [1, Section 1.9].

Corollary 4.2.16. There exists a positive effictively computable constant c6 such that for every prime integer
p > 3 the following statement holds. Let S be a set of integers s with |s − (p + 1)| ≤ √p. Denote by m the
number of triples (A, xP , yP ) ∈ F3

p for which 4A3 + 27B2 6= 0 and #E(Fp) ∈ S, where B = y2
P − x3

P − AxP
and E(Fp) is the elliptic curve y2 = x3 +Ax+B. Then the following inequality holds

m ≥ c6 · (#S − 2) · p 5
2 · (log p)−1.

Proof. The described number m is precisely the number of quadruples (A,B, xP , yP ) ∈ Fp such that y2 =
x3 + Ax + B defines an elliptic curve E over Fp of order #E(Fp) ∈ S and with point P = (xP , yP ) on it.
Recall that the number of elliptic curves isomorphic to a given elliptic curve E is exactly (p−1)(#AutFpE)−1.
Furthermore, every elliptic curve E has #E(Fp)− 1 affine points, i.e. #E(Fp)− 1 different combinations of
(xP , yP ) with xP , yP ∈ Fp. Hence, m must equal∑

E

(p− 1) · (#E(Fp)− 1)

#AutFpE
,

where the summation ranges over the elliptic curves E over Fp up to isomorphism, for which #E(Fp) ∈ S.
By Theorem 3.3.4, we know #E(Fp)− 1 ≥ p− 2

√
p. Thus, using Proposition 4.2.15, we get

m ≥ (p− 1) · (p− 2
√
p) · c5 · (#S − 2) ·

√
p

log p
.

This satisfies the statement for a suitable choice c6.
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Lastly, we are also interested in the weighted number of elliptic curves that have a number of points divisible
by a given prime l.
Consider two pairs (E1, P1) and (E2, P2), where E1 and E2 are both elliptic curves over Fp that contain
the point P1 and P2 respectively with both points having prime order l 6= p. We consider these two pairs
equivalent if there exists an isomorphism u : E1 → E2 over Fp, as in Definition 4.2.1, such that u(P1) = P2.
If E1 and E2 are both ordinary, this means that (E1, P1) and (E2, P2) are equivalent if and only if E1 and
E2 have the same j-invariant, the same number of points and P1 and P2 have the same order. The set of
the resulting equivalence classes are denoted by Z1(l)(Fp). If we allow E1 and E2 to be isomorphic over Fp,
i.e. E1 and E2 not necessarily having the same number of points with coordinates in Fp, while still mapping
P1 to P2, we obtain a different equivalence relation. We will denote the set of these equivalence classes by
Y1(l)(Fp).
Additionally, let p ≡ 1 mod l and a ζ ∈ Fp be a l-th root of unity. We consider triples of the form (E,P,Q)
with E and P as before and Q another point on E(Fp) of order l such that el(P,Q) = ζ, where el denotes
the Weil pairing, see [18, Section III.8] and [15, Section 3.3 and 11.2]. As before, it is possible to define an
equivalence between triples (E1, P1, Q1) and (E2, P2, Q2) with the additional requirement that Q1 is mapped
to Q2 by the isomorphism. As above, we will denote the sets of equivalence classes over Fp and Fp by Z(l)(Fp)
and Y (l)(Fp), respectively.
Note that there are obvious surjections Z1(l)(Fp)→ Y1(l)(Fp) and Z(l)(Fp)→ Y (l)(Fp), since an isomorphism
over Fp implies an isomorphism over Fp in this case. To determine the weighted number of elliptic curves
up to isomorphism, which follows from finding the cardinalities of Y1(l)(Fp) and Y (l)(Fp), we need some
knowledge on the modular curves X(l) and X1(l). For details and proofs, see [18, Appendix C11-13], [1,
Sections 1.10-1.15] and [19, Section 14D]. The modular curves X(l) and X1(l) have some useful properties.
The ones that we will use are the following.

• X1(l) and X(l) are complete non-singular irreducible curves defined over Fp.

• The genus of X1(l) and X(l) both equal 0 for l = 2, 3 and l = 2 respectively. For l ≥ 5, the genus of
X1(l) is equal to 1 + 1

24 (l− 1)(l− 11) and for l ≥ 3, the genus of X(l) is equal to 1 + 1
24 (l2 − 1)(l− 6).

• The sets Y1(l)(Fp) and Y (l)(Fp) can be viewed as subsets of X1(l)(Fp) and X(l)(Fp) respectively.

• The cardinalities of the complement of Y1(l)(Fp) in X1(l)(Fp) and the complement of Y (l)(Fp) in
X(l)(Fp) are both bounded from above by the number of cusps of X1(l) and X(l) respectively. For
l = 2, the numbers of cusps of X1(l) and X(l) are equal to 2 and 3 respectively. For l > 2, these

numbers are l − 1 and l2−1
2 respectively.

The Hasse-Weil bound states an upper bound for the cardinality of a complete non-singular irreducible curve
C of genus g defined over Fp. The cardinality of C(Fp) satisfies

|#C(Fp)− (p+ 1)| ≤ 2g
√
p.

For proof, see [27, Section 3.1]. We can apply this to X1(l) and X(l) so that we get

#Y1(l)(Fp) = p+O(l2
√
p),

#Y (l)(Fp) = p+O(l3
√
p).

After finding these bounds, Lenstra proves a lemma in his paper, for more details see [1, Section 1.13]. It tells
us the following. The number of elements of Z1(l)(Fp) that gets mapped by the aforementioned surjection
to the class of Y1(l)(Fp) is equal to the number of automorphisms of E that send P to P . He proves this by
determining the conditions that two pairs (E1, P1) and (E2, P2) are are the same element in Y1(l)(Fp) and
Z1(l)(Fp). That is, if (A1, B1, x1, y1) = (u4A2, u

6B2, u
3x2, u

2y2) for some u ∈ Fp, possibly u ∈ Fp. Using
this, he notes that the sought-after number is the index of two specific sets regarding those isomorphisms and
continues to find the cardinalities of those sets. A very similar statement and proof can be made regarding
Y (l)(Fp) and Z(l)(Fp) and the automorphisms that send P to P and Q to Q. Using this lemma and some
previous results, the following proposition can be determined. For the proof, we refer to [1, Section 1.14]
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Proposition 4.2.17. Let p and l be primes such that p > 3 and l 6= p. Then the weighted number of elliptic
curves of order divisible by l up to isomorphism has the following upper bounds.

#′{E | E elliptic curve over Fp, #E(Fp) ≡ 0 mod l}/ ∼=Fp=

{
1
l−1p+O(l

√
p) if p 6≡ 1 mod l

l
l2−1p+O(l

√
p) if p ≡ 1 mod l.

Remark 4.2.18. Recall that at the start of this subsection, we found that

#′{E | E elliptic curve over Fp}/ ∼=Fp= p.

Let E be a random elliptic curve over Fp and fix a prime l different from p. Notice that by Proposition
4.2.17 if p tends to infinity, the probability that the order of E is divisible by l tends to 1

l−1 and l
l2−1 for

p ≡ 1 mod l and p 6≡ 1 mod l respectively.

Applying previous results, we can determine a boundary for the weighted number of elliptic curves that have
an order that is not divisible by l.

Proposition 4.2.19. There exists a positive effectively computable constant c7 such that for all pairs of
primes (p, l) with p > 3 we have

#′{E | E elliptic curve over Fp, #E(Fp) 6≡ 0 mod l}/ ∼=Fp≥ c7p.

Proof. We know that

#′{E | E elliptic curve over Fp}/ ∼=Fp= p.

Thus, by Proposition 4.2.17, the left-hand side is equal to

l − 2

l − 1
p+O(l

√
p) for p 6≡ 1 mod l,

l2 − l − 1

l2 − 1
p+O(l

√
p) for p ≡ 1 mod l.

In both cases, the coefficient of p is non-negative for all l ≥ 2. Therefore, if l is bounded from above by
c8
√
p for a appropriate constant c8, we find the desired lower bound. This is due to O(l

√
p) implying the

possibility that the coefficient of l
√
p could be negative.

We can apply Proposition 4.2.15, where S is the set containing the integers in the interval [p+ 1− 2
√
p, p+

1 + 2
√
p] that are divisible by l. This set S has cardinality O(1 +

√
p · l−1). We consider a two cases.

1. By Proposition 4.2.15, we know that

#′{E | E elliptic curve over Fp, #E(Fp) ≡ 0 mod l}/ ∼=Fp≤ c4(1 +
√
p · l−1) · √p · (log p) · (log log p)2.

Hence,

#′{E | E elliptic curve over Fp, #E(Fp) 6≡ 0 mod l}/ ∼=Fp≥ p− c4(1 +
√
p · l−1) · √p · (log p) · (log log p)2.

Therefore, if p ≥ c9 and l ≥ c10(log p)(log log p)2 for appropriate positive constants c9 and c10, the
proposition holds.

2. In the other cases, where p < c9 or c10(log p)(log log p)2 ≥ c8
√
p, we can see that p is bounded. Recall

Theorem 4.2.11 and Remark 4.2.14. For both t = 0 and t = −1, we have H(t2 − 4p) > 0. Thus, by
Deuring’s theorem, there exist elliptic curves over Fp of order p+ 1 and elliptic curves of order p. We
know that l cannot be a divisor of both p and p+ 1, thus we can choose c6 in Proposition 4.2.19 small
enough, e.g. 1

p , so that the proposition holds.

This leads to a similar point made in Corollary 4.2.16 with similar proof.
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Corollary 4.2.20. There exists an effectively computable constant c11 such that for every prime number
p > 3 the following holds. Let l be any prime number. Then the number of triples (A, xP , yP ) ∈ F3

p for which
y2 = x3 +Ax+B defines an elliptic curve of order not divisible by l, where B = y2

P − x3
P −AxP , is at least

c11p
3.

Proof. The proof of Corollary 4.2.16 also applies to this corollary. A similar argument made at the start of
the proof of Corollary 4.2.16 gives that the left-hand side equals the same summation∑

E

(p− 1) · (#E(Fp)− 1)

#AutFpE
.

In this case S is the set of integers divisible by l, which has cardinality O(1 +
√
p · l−1) as mentioned earlier.

Furthermore, instead of Proposition 4.2.15, it uses Proposition 4.2.19. This means this summation is at least

(p− 1)(p−√p) · c7p,

which proves required lower bound for a suitable constant c11.

With these results, we can determine the probability that Lenstra’s algorithm succeeds given a random triple
(A, xP , yP ). This then leads into the running time of the algorithm in the worst case scenario.

4.3 Running time estimate

In this part, we will give an overview of the arguments Lenstra uses in the second part [1, Sections 2.6-2.10]
to determine the running time of this algorithm using the previous results, in particular Corollary 4.2.16 and
Corollary 4.2.20. Furthermore, with the boundaries in Theorem 4.1.4, one can determine the following.

Theorem 4.3.1. There exists a positive, effectively computable constant c12 with the following property. Let
N, v, w be integers greater than 1 such that N has at least two distinct prime divisors greater than 3 and
such that the smallest prime divisor p > 3 of N satisfies p ≤ v. Let S be the set of integers s in the interval
(p+ 1−√p, p+ 1 +

√
p) such that the largest prime divisor of s is at most w. In other words,

S = {s ∈ Z | |s− (p+ 1)| ≤ √p, and each prime divisor of s is equal to or smaller than w}.

Then the number n of triples (A, xP , yP ) ∈ (Z/NZ)3 for which Lenstra’s algorithm finds a non-trivial divisor
of N satisfies

n

N3
>

c12

log p
· #S − 2

2b√pc+ 1
.

Remark 4.3.2. The probability that a random integer s in the interval (p+ 1−√p, p+ 1 +
√
p) has all its

prime divisors ≤ w is equal to #S
2b√pc+1 , while the probability the algorithm finds a non-trivial divisor of N

with a random triple (A, xP , yP ) is on the left-hand side, n
N3 . Hence, the theorem implies that the latter is

at least close to the same order of magnitude as the former.

Proof. Let p and q be distinct prime divisors of N such that p, q > 3. We use the notation EA,B for the
elliptic curve defined by the equation y2 = x3 +Ax+B. For each s ∈ S, define

Ts = {(αp, ξp, ηp) ∈ F3
p | #Eαp,βp(Fp) = s, where βp = η2

p − ξ3
p − αpξp}.

For each triple (αp, ξp, ηp) ∈ Ts, let lαp,ξp,ηp denote the order of the point (ξp, ηp) in Eαp,βp(Fp). Furthermore,
for each triple (αp, ξp, ηp) ∈ Ts, let Uαp,ξp,ηp denote the set

Uαp,ξp,ηp = {(αq, ξq, ηq) ∈ F3
q | #Eαq,βq (Fq) 6≡ 0 mod lαp,ξp,ηp , where βq = η2

q − ξ3
q − αqξq}.

We use the expression Vαp,ξp,ηp,αq,ξq,ηq for the set of triples (A, x, y) ∈ (Z/NZ)3 such that the following
congruences hold.

(A mod p, x mod p, y mod p) = (αp, ξp, ηp),

(A mod q, x mod q, y mod q) = (αq, ξq, ηq).
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Recall Theorem 4.1.4 and note that each triple in Vαp,ξp,ηp,αq,ξq,ηq satisfies the conditions in the theorem for
the earlier specified αp, ξp, ηp, αq, ξq, ηq. Thus, if Lenstra’s algorithm uses one of these triples, it will succeed
in finding a non-trivial divisor of N . Hence,

n ≥
∑
s∈S

∑
(αp,ξp,ηp)∈Ts

∑
(αq,ξq,ηq)∈Uαp,ξp,ηp

#Vαp,ξp,ηp,αq,ξq,ηq .

Clearly, for each combination of αp, ξp, ηp, αq, ξq, ηq, the set Vαp,ξp,ηp,αq,ξq,ηq consists of N3(pq)−3 elements.
Furthermore, by Corollary 4.2.20 we know that for a given triple (αp, ξp, ηp), it holds that #Uαp,ξp,ηp ≥ c11q

3.
This leads to

n

N3
≥ c11

∑
s∈S

#Ts
p3

.

Now, we can apply Corollary 4.2.16 for our specified set S. Notice that∑
s∈S

#Ts = m,

with m as in the corollary. Hence, we get

n

N3
≥ c10c6(#S − 2)p−

1
2 (log p)−1,

which proves the theorem for a suitable constant c12.

When describing Lenstra’s algorithm, we mentioned that if the algorithm did not succeed in finding a non-
trivial divisor of N with a given triple (A, xP , yP ), we could try it with a triple that is different modulo
N . Suppose we can generate random triples (A, xP , yP ) ∈ (Z/NZ) with each individual triple having equal
probability and that each iteration is independent of each other. Then, with the theorem above we can
determine the following.

Corollary 4.3.3. There exists an effectively computable constant c13 > 1 with the following property. Let N
and v be integers greater than 1 such that N has at least two distinct prime factors greater than 3 and such
that the smallest prime divisor of N that is greater than 3 is at most v. Furthermore, let w be an integer
greater than 1 such that the set S defined by

S = {s ∈ Z | |s− (p+ 1)| ≤ √p, and each prime divisor of s is smaller than or equal to w}

satisfies #S ≥ 3. Moreover, let f(w) = #S(2b√pc+ 1)−1 denote the probability that a random integer in the
interval (p+ 1−√p, p+ 1 +

√
p) does not have a prime divisor greater than w. Then for any integer h > 1,

the probability that the algorithm with boundaries v and w succeeds in finding a non-trivial divisor of N after

h iterations is at least 1− c−hf(w)/ log v
13 .

Proof. Observe that the probability does not find a non-trivial divisor after h applications of the algorithm
is (1−n/N3)h, where n is the number of triples for which the algorithm succeeds, as Theorem 4.3.1. By this
theorem, we know that

n

N3
>

c12

log p
· #S − 2

2b√pc+ 1
≥ c12

3 log v
· f(w).

Hence, the probability of the algorithm not succeeding has upper bound(
1− n

N3

)h
≤ e

−hc12f(w)
3 log v .

We conclude that for a suitable constant c13, the statement holds.
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Given this result, we want to find a way to manipulate the values v, w and h so that the running time is
minimal and the probability of success is fairly high. By Corollary 4.3.3, the value for h should be of the
same order of magnitude as log v

f(w) to have a reasonable chance of success. To determine appropriate values

for v and w, we firstly discuss the running time.
We assume the algorithm tries to determine m times a point, where m is the number described in Theorem
4.1.4. Notice that logm = O(w log v). We denote M(N) as the complexity of a single addition on an
elliptic curve modulo N using the extended Euclidean algorithm. Then an upper bound would be M(N) =
O((logN)2). The expected running time of one iteration of Lenstra’s algorithm without accounting for
generating a random triple is ofO(w log vM(N)). Thus, for h = log v

f(w) iterations, we getO( w
f(w) (log v)2M(N)).

We would like to choose w so that w
f(w) is minimal.

At this point, Lenstra refers in his paper to a result from Canfield, Erdös and Pomerance [28, Section 3], which
implies the following. Let α be a positive integer. The probability that the biggest prime factor a random
positive integer s ≤ x is at most L(x)α = eα

√
log x log log x approaches L(x)(−1/(2α)+o(1)) for x → ∞. Here

o(1) is any function that goes to 0 as x→∞, as in the L-notation we mentioned at the start of Section 2.3.
Lenstra conjectures that the same result holds for a random integer s in the interval (x+1−

√
x, x+1+

√
x).

In other words, if we put x = p, then with our previous definition of f(w) and a fixed positive integer α

f(L(p)α) = L(p)−
1
2α+o(1) for p→∞.

This results in

w

f(w)
= L(p)

1
2α+α+o(1) for p→∞,

suggesting the optimal choice for w as

w = L(p)
1√
2

+o(1)
for p→∞.

However, as we do not know the smallest prime divisor p of N that is greater than 3 beforehand, we can try
replacing p with v. Note that log v is of order L(v)o(1). Hence, w

f(w) (log v)2 is of the same order as w
f(w) , i.e.

L(v)
1
2α+α+o(1).

This leads into the following conjecture regarding the running time of the algorithm. Let N be a composite
number and g be any positive integer. With probability of at least 1 − e−g, Lenstra’s algorithm with
appropriate values for v, w, h finds a non-trivial divisor of N within time

ge
√

(2+o(1)) log p log log pM(N),

where p is the smallest prime divisor greater than 3 of N and M(N) = O(logN)2. In the worst case
scenario, N is made up of two primes of equal size, i.e. two primes of the same order of magnitude as

√
N .

Asymptotically, this is then equal to

e(1+o(1)
√

logN log logN , for N →∞.

With the L-notation, this is LN [ 1
2 , 1], which corresponds to a sub-exponential running time.

We finish this thesis with a short comparison with the Number Field Sieve. Recall from Section 2.3 that the
running time of the NFS is

e(
64
9 )

1
3 (logN)

1
3 (log log(N))

2
3
.

This is slightly faster than Lenstra’s algorithm in the worst case. However, Lenstra’s algorithm has the
advantage that is a lot faster if N does have a small prime factor, since then the algorithm will find a
non-trivial divisor earlier in the computations. Furthermore, an advantage Lenstra mentions in his paper [1,
Section 2.11] is that the elliptic curve factoring method only requires O(logN) memory, while the memory
required for the Number Field Sieve is LN [ 1

3 ,
c
2 ], as described in [11].
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male supérieure. Vol. 2. 4. 1969, pp. 521–560.

[22] “From Fermat to Gauss”. In: Primes of the Form x2 + ny2. John Wiley & Sons, Ltd, 2013. Chap. 1,
pp. 7–85. isbn: 9781118400722. doi: 10.1002/9781118400722.ch1.

[23] Z.I. Borevich and I.R. Shafarevich. “Teoriya chisel: 3-e izd”. In: M.: Nauka (1985).

[24] David A. Cox. Primes of the form x2 + ny2. 2nd ed. Graduate Texts in Mathematics. Springer, New
York, NY, 1987. doi: 10.1007/978-1-4612-4752-4.

[25] Godfrey H. Hardy and Edward M. Wright. An introduction to the theory of numbers. 4th ed. Oxford
University Press, 1960.

[26] K. Prachar. Primzahlverteilung. Grundlehren Math. Wiss 91. Springer-Verlag, Berlin, 1957.

[27] G.V. Shabat. “Curves with many points”. PhD thesis. University of Amsterdam, Korteweg-de Vries
Institute, Feb. 2001. url: https://pure.uva.nl/ws/files/3265182/16638_Thesis.pdf.

[28] E.R Canfield, Paul Erdös, and Carl Pomerance. “On a problem of Oppenheim concerning “factorisatio
numerorum””. In: Journal of Number Theory 17.1 (1983), pp. 1–28. issn: 0022-314X. doi: 10.1016/
0022-314X(83)90002-1.

https://doi.org/10.1007/BF02940746
https://doi.org/10.1002/9781118400722.ch1
https://doi.org/10.1007/978-1-4612-4752-4
https://pure.uva.nl/ws/files/3265182/16638_Thesis.pdf
https://doi.org/10.1016/0022-314X(83)90002-1
https://doi.org/10.1016/0022-314X(83)90002-1

	Introduction
	Integer Factorization
	Unique factorization
	Difficulty of integer factorization
	Other factorization algorithms

	Elliptic Curves
	Weierstrass equations
	Group law
	Over finite fields

	Lenstra's Algorithm
	Explanation of the algorithm
	Counting elliptic curves
	Running time estimate

	References

