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“What kind of Mickey Mouse job is that? If you are going to do something then do it prop-
erly.”

Martin Xavier
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UTRECHT UNIVERSITY

Abstract

Clearing the Cloudiness of SaaS: A SaaS Continuity Control Certification
Framework

by Nicholas XAVIER

6073409

Within the inter-dependent hierarchical structure of the cloud, its foundation,
data centers, store data from Infrastructure-as-a-Service (IaaS), Platform-as-a-Service
(PaaS), and Software-as-a-Service (SaaS) providers who offer their services as com-
puting utilities. The SaaS business model offers SaaS customers with software solu-
tions along with the required computing infrastructure, all within a quick and easy
to install, and supposedly cheap package. Small and medium SaaS customers are
typically not aware or do not have the resources to assess the risks involved when
entering into a potential vendor lock-in situation with a SaaS provider. The unseen
risks become evident when a SaaS provider’s services stop as a result of a disrup-
tion event (natural or man-made), or bankruptcy. Only when a SaaS customer is
unable to access their data and services are continuity options for their SaaS services
queried. Loss of business-critical data and services can mark the beginning of the
end for these businesses. As such, it is beneficial to all parties within the SaaS ecosys-
tem to raise awareness of continuity risks by certifying SaaS providers through an
assessment of the risk level associated with their system’s continuity controls. Suc-
cessfully doing so can improve SaaS customers’ trust in the services they consume,
and improve the overall health of the ecosystem. To achieve this, a research ap-
proach consisting of a multivocal literature review (MLR), expert evaluations, and
case studies is applied to create and evaluate a SaaS continuity control framework.
and two case studies to create and evaluate a SaaS continuity control framework.
This framework assesses eight domains within a SaaS system using 125 questions
to extract insights used to award a risk assurance certification mark. The promis-
ing evaluation of this framework demonstrates the ability of the applied scientific
methodology, methods, techniques, and tools in the creation of a security control
certification framework. The SaaS continuity control framework can be downloaded
from www.saascontinuityframework.com, allowing practitioners to benefit from its
useful insights.

Keywords: Cloud Security Controls, Software-as-a-Service, Risk Assessment, Busi-
ness Continuity, Disaster Recovery, Certification Framework

www.saascontinuityframework.com


iii

Acknowledgements
Firstly, a big thank you to my primary supervisor, Dr. Slinger Jansen, for being a
great resource for comparing my thoughts to those of an experienced and accom-
plished professional and academic. Also, the continuous laughter and humor we
shared during this experience eased the burden of stress and anxiety, especially dur-
ing the pandemic. The feedback from my second supervisor, Dr. Sergio España
Cubillo, has been vital in adding finesse to the thesis with fresh ideas. As for my
thesis buddy/ wife, Patzi Gieske, I could not have achieved this level of quality in
my thesis without you! You weren’t only a great work partner, but an awesome
friend! You listened to me complain and motivated me when it seemed like I could
not push through the seemingly endless pile of stress and new challenges. If our
previous successes in the projects we worked on together were not enough, this ex-
perience boldly signifies that we make a great team!

Alexia Balatsoukas, my sweetheart! The degree of gratitude I have for the sup-
port and motivation you have endlessly provided for me during our time together
can not be expressed in words! I simply could not have achieved what I have with-
out you! Thank you for continuously knocking sense into me when I blew things
out of portion and giving me the care I needed when life weighed heavily on me!
You have my heart, love you! For my friends in Europe, thank you all for being
such genuine and caring souls! You all have added your own individual spice to
my melting pot of European experiences. For my family and friends in Trinidad
and Tobago, thank you for being patient with me and lending your ears to hear my
problems! Thank you, Mom and Dad for the continuous support and endless belief
in my ability! Thank you for never letting me forget you are there for me! Love you
both!



iv

Contents

Abstract ii

Acknowledgements iii

1 Introduction 1
1.1 Problem Statement . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

1.1.1 Research Aim . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.1.2 Research Questions . . . . . . . . . . . . . . . . . . . . . . . . . . 4

1.2 Research Context . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
1.3 Thesis Outline . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2 Research Approach 8
2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
2.2 Design Science Research . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

2.2.1 Research Methods . . . . . . . . . . . . . . . . . . . . . . . . . . 9
2.3 Multivocal Literature Review Protocol . . . . . . . . . . . . . . . . . . . 10

2.3.1 Search Process and Source Selection . . . . . . . . . . . . . . . . 10
2.3.2 Quality Assessment . . . . . . . . . . . . . . . . . . . . . . . . . 11
2.3.3 Data Collection . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
2.3.4 Data Synthesis . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
2.3.5 Framework Construction . . . . . . . . . . . . . . . . . . . . . . 13

2.4 Framework Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14
2.4.1 Expert Evaluations . . . . . . . . . . . . . . . . . . . . . . . . . . 16
2.4.2 Case Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

3 Cloud Ecosystem 21
3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21
3.2 Data centers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
3.3 Infrastructure as a Service . . . . . . . . . . . . . . . . . . . . . . . . . . 23
3.4 Platform as a Service . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
3.5 Software as a Service . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
3.6 Cloud Users . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24
3.7 Cloud Computing Responsibility . . . . . . . . . . . . . . . . . . . . . . 24
3.8 Cloud Computing Risks . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
3.9 ICT & Business Continuity Standards . . . . . . . . . . . . . . . . . . . 27

3.9.1 Standards Landscape . . . . . . . . . . . . . . . . . . . . . . . . . 29
3.10 ENISA Cloud Service Provider Certification Scheme . . . . . . . . . . . 29
3.11 Takeaways . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

4 SaaS Risks 33
4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33
4.2 Business Continuity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

4.2.1 Business Impact Analysis . . . . . . . . . . . . . . . . . . . . . . 35



v

4.2.2 Documentation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
4.2.3 Monitoring . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37
4.2.4 Communication . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37
4.2.5 Redundancy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

4.3 Disaster Recovery . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
4.3.1 Back-up Strategy . . . . . . . . . . . . . . . . . . . . . . . . . . . 39
4.3.2 RPO & RTO . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39
4.3.3 Service Reliability . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

4.4 SaaS Continuity Guarantee . . . . . . . . . . . . . . . . . . . . . . . . . 41
4.4.1 SaaS-escrow . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42
4.4.2 SaaS Guarantee Fund . . . . . . . . . . . . . . . . . . . . . . . . 43

4.5 Service Level Agreement . . . . . . . . . . . . . . . . . . . . . . . . . . . 44
4.6 Data and Application Moveability . . . . . . . . . . . . . . . . . . . . . 45
4.7 Data Security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46
4.8 Data Privacy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48
4.9 Testing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49
4.10 Financial Stability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

4.10.1 Liquidity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50
4.10.2 Solvency . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50
4.10.3 Operating Performance . . . . . . . . . . . . . . . . . . . . . . . 51
4.10.4 Profitability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51
4.10.5 Outsourcing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

4.11 European Law . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52
4.11.1 Dutch Law . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

4.12 Takeaways . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

5 Framework Draft Design 55
5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55
5.2 Requirements and Grounding . . . . . . . . . . . . . . . . . . . . . . . . 55
5.3 Framework Draft . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56
5.4 Answer Input Levels . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57
5.5 Security Framework Comparisons . . . . . . . . . . . . . . . . . . . . . 58

5.5.1 Layout Feature Comparison . . . . . . . . . . . . . . . . . . . . . 58
5.5.2 Domain & Topic Comparison . . . . . . . . . . . . . . . . . . . . 59
5.5.3 Framework Enrichment . . . . . . . . . . . . . . . . . . . . . . . 59

5.6 Takeaways . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60

6 Expert Evaluations 64
6.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64
6.2 Ex-ante Evaluation Objectives . . . . . . . . . . . . . . . . . . . . . . . . 64
6.3 Expert Search Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65
6.4 Interviewed Experts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65
6.5 Quantitative Evaluation Results . . . . . . . . . . . . . . . . . . . . . . . 66

6.5.1 Framework Level Findings . . . . . . . . . . . . . . . . . . . . . 66
6.5.2 Domain Level Findings . . . . . . . . . . . . . . . . . . . . . . . 67
6.5.3 Question Level Findings . . . . . . . . . . . . . . . . . . . . . . . 70

6.6 Qualitative Evaluation Results . . . . . . . . . . . . . . . . . . . . . . . 70
6.6.1 Operational Feasibility Findings . . . . . . . . . . . . . . . . . . 70
6.6.2 Completeness Findings . . . . . . . . . . . . . . . . . . . . . . . 71
6.6.3 Usefulness Findings . . . . . . . . . . . . . . . . . . . . . . . . . 72
6.6.4 Ease of Use Findings . . . . . . . . . . . . . . . . . . . . . . . . . 73



vi

7 Framework Evolution 74
7.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74
7.2 Scoring Method Additions . . . . . . . . . . . . . . . . . . . . . . . . . . 75

7.2.1 Answer Input Level Improvement . . . . . . . . . . . . . . . . . 75
7.2.2 Certification Grade Levels . . . . . . . . . . . . . . . . . . . . . . 76

7.3 SLA Domain Score Multiplier Addition . . . . . . . . . . . . . . . . . . 77
7.4 Back-up Strategy Question Addition . . . . . . . . . . . . . . . . . . . . 79
7.5 Data Security Question Additions & Removals . . . . . . . . . . . . . . 79
7.6 Business Continuity Question Removal . . . . . . . . . . . . . . . . . . 79
7.7 Financial Stability Domain Removal . . . . . . . . . . . . . . . . . . . . 80
7.8 Dutch Law Domain Removal . . . . . . . . . . . . . . . . . . . . . . . . 81
7.9 Framework Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

8 Case Studies 84
8.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84
8.2 Ex-post Evaluation Objectives . . . . . . . . . . . . . . . . . . . . . . . . 84
8.3 Participating SaaS Providers . . . . . . . . . . . . . . . . . . . . . . . . . 85
8.4 Case 1: KindPlanner . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85
8.5 Case 2: Channable . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 86
8.6 Effectiveness Findings . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88
8.7 Observations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

9 Discussion 91
9.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91
9.2 Design Science Research Adherence . . . . . . . . . . . . . . . . . . . . 91

9.2.1 Design as an artefact . . . . . . . . . . . . . . . . . . . . . . . . . 91
9.2.2 Problem Relevance . . . . . . . . . . . . . . . . . . . . . . . . . . 91
9.2.3 Design Evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . 92
9.2.4 Research Contributions . . . . . . . . . . . . . . . . . . . . . . . 92
9.2.5 Research Rigor . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93
9.2.6 Design as a Search Process . . . . . . . . . . . . . . . . . . . . . . 94
9.2.7 Communication of Research . . . . . . . . . . . . . . . . . . . . 94

9.3 Validity Threats Mitigation . . . . . . . . . . . . . . . . . . . . . . . . . 94
9.4 Lessons Learned . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

10 Conclusion 98
10.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98
10.2 Research Questions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98
10.3 Future Research . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

A Process Deliverable Diagrams 102
A.1 Framework Operational Procedure . . . . . . . . . . . . . . . . . . . . . 102
A.2 Study Approach . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 103
A.3 LinkedIN Approach . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 105

B Interview & Case Study Documents 107
B.1 Interview Research Information Sheet . . . . . . . . . . . . . . . . . . . 107
B.2 Interview Consent Form . . . . . . . . . . . . . . . . . . . . . . . . . . . 108
B.3 Interview Guide . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 109
B.4 Interview Question Mapping Matrix Snippet . . . . . . . . . . . . . . . 110
B.5 Framework Evaluation Form Snippet . . . . . . . . . . . . . . . . . . . 111
B.6 Expert Domain Selection Form . . . . . . . . . . . . . . . . . . . . . . . 112



vii

B.7 Case Study Research Information Sheet . . . . . . . . . . . . . . . . . . 113
B.8 Case Study Consent Form and Guide . . . . . . . . . . . . . . . . . . . 114

C Framework Draft Snippets 117
C.1 Relevant standards table from CloudWatch2 (2017), Elliott, Thomas,

and Muhammad (2020), and Kosutic (2015). Seen in framework as a
sheet entitled, Standards. . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

C.2 User Guide . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119
C.3 Questionnaire Report . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120
C.4 Change Log . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 121

D Supplement 122
D.1 Data Collection Form Snippet . . . . . . . . . . . . . . . . . . . . . . . . 122



1

Chapter 1

Introduction

Cloud computing allows for information and communication technology (ICT) in-
frastructure and services to be spread across many organizations and locations across
the globe. While minimizing the risk of single points of failure, it increases the chal-
lenge of protecting every cloud service (Arean, 2013). Bessemer Venture Partners
et al. (2020, p. 9) predicts that, “[by] 2025, we expect the cloud to penetrate 50% of
enterprise software. At the same growth rate, we predict that cloud will power 83%
of software by 2030.” The cloud is structured in a hierarchical manner, consisting of
four layers stacked on top of one another. Starting with the foundation, data centers
provide the hardware that the supports the cloud. It integrates the infrastructure as a
service (IaaS), platform as a service (PaaS), and software as a service (SaaS) layers to
provide these as services as utilities. However, the distinctions between these layers
are not clearly defined, as components and features of one layer can be considered
as part of another (Tsai, Sun, and Balasooriya, 2010). This presents a challenge as it
becomes increasingly difficult to develop a clear picture of who and what is behind
the cloud services used.

The SaaS business model’s appeal arises from the reduced time to achieve a pos-
itive return on investment, increased connectivity, lower up-front costs, scalability,
integration, and ease of adoption (Tang and Liu, 2015; Ma, 2007). Allowing SaaS
providers to offer customers a software solution and the computing infrastructure
required to run the solution. Creating a high degree of operational dependency
of the SaaS customer on the SaaS provider’s services. In many cases, this depen-
dency has an unknown level of risk, specifically regarding the availability of data
and services. Armburst et al. (2010) listed business continuity and availability of
cloud services as the top obstacles for growth in the cloud industry. Business con-
tinuity involves the maintaining of continuous business operations before, during,
and after disruptive events (Snedaker and Rima, 2013). ISO (2019, sec. 3.10) de-
fines a disruption event as an “incident, whether anticipated or unanticipated, that
causes an unplanned, negative deviation from the expected delivery of products and
services according to an organization’s objectives.” Most SaaS providers do not of-
fer guarantees of service continuity of their SaaS solutions by default (Van De Zande
and Jansen, 2011). SaaS providers see these guarantees as a responsibility of the end-
users, claiming that this is part of the practice of risk management which is an aspect
of every business venture (De Jong, Jansen, and Overbeek, 2019). Consequently, a
concept can be elicited from the need for the guaranteeing of the continuation of
services, a continuity guarantee. As no clear definition of a continuity guarantee
could be found, the study combines the definition of a business continuity plan,
with knowledge gathered from literature to define it within the study’s context. A
SaaS continuity guarantee is a type of insurance offered by a SaaS provider to a
SaaS customer, that stipulates the details about the availability of data and services
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in the event of a disruption in the SaaS supply chain (Cerullo and Cerullo, 2004; Van
De Zande and Jansen, 2011; Snedaker and Rima, 2013).

SaaS providers generally lack benchmarks for measuring and communicating
the benefits and risks of their services to potential customers. Disruption events
can not always be foreseen by the providers and risk analysis is difficult for cus-
tomers causing inaccuracies in determining return on investment, resulting in poor
evidence supporting the investment in a SaaS continuity guarantee. The low level
of transparency can be improved by increasing risk awareness and strengthening
the trust between the SaaS providers and their customers (Sunyaev and Schneider,
2013). Increasing awareness can increase the demand for SaaS continuity guaran-
tees, generating more revenue for the SaaS providers. SaaS customers need to assess
SaaS continuity guarantees to identify the level of suitability to the organization’s
situation to make the best decision. Thus creating an opportunity to proactively as-
sess SaaS continuity guarantees and supporting controls. This can be done through
a third-party awarding certification marks to SaaS providers, which in turn eases
the resources required by their customers to fulfill such an assessment (Sunyaev and
Schneider, 2013; De Jong, Jansen, and Overbeek, 2019; Pauley, 2010; Van Velzen, De
Jong, and Jansen, 2019). Investing in such mechanisms contributes to the ICT gover-
nance of the SaaS provider, positively impacting the share value of the organization
(Stanton, 2005).

The low transparency of the SaaS industry supports the need for introducing
a SaaS continuity controls certification mark. This certification mark has potential
economic benefits for SaaS providers through an increase in the demand for SaaS
continuity guarantees, while boosting SaaS customer risk awareness and trust, ul-
timately improving the overall health of the industry. Evidence of this projected
impact can be seen in the E-commerce industry. An increase in trust induced by the
introduction of certification marks reduced the demand for further legislation, and
the hesitation of new users to adopt (Pauley, 2010).

1.1 Problem Statement

The complex interdependent nature of SaaS creates a low level of transparency, pre-
venting customers from easily identifying which organizations support their SaaS
solutions, their ability to maintain the availability of their services, and the full scope
of risks involved (Anisetti et al., 2016). ORACLE and KPMG (2020) surveyed 145
organizations and reported the following consumption rates of SaaS for business-
critical solutions: in 5% of organizations, SaaS consumes less than 10%; in 25% it
consumes 10% - 20%; in 34% it consumes 21% - 30%; in 17% its consumes 31% -
40%; in 13% it consumes 41% - 50%; in 5% it consumes more than 50%; and the
remaining 1% do not know their consumption rates. With (Bessemer Venture Part-
ners et al., 2020)’s forecasts of cloud growth, it can be expected that the consumption
of business-critical solutions will also grow. The availability of the a SaaS solution
relies on the strength of the entities in the SaaS supply chain to recover from disrup-
tions in their services (Van Velzen, De Jong, and Jansen, 2019).

Examples of a devastating disruption event in the cloud supply chain, can be
seen the case of cloud service providers (CSP), The Linkup, and 2e2. In August 2008,
The Linkup reported losing access to approximately 45% of its customer’s data and
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informed its 20,000 customer that their services will no longer be available (Arm-
burst et al., 2010). This was due to The Linkup’s reliance on another organization’s
(Nirvanix) data storage services. Nirvanix failed to transfer customer files to the sys-
tem that hosted The Linkup causing the disruption (ITPro, 2008). In 2010, the borough
of Waltham Forest in London, entered into a deal with cloud hosting provider, 2e2
for providing the full cloud infrastructure needed to support their ICT services. In
2013, the borough decided to go live with Microsoft Dynamics to support their in-
teractions with the public for the 2013 London Olympics. Soon after the Olympics,
despite conducting a financial investigation into the organization, the CIO of the bor-
ough received a sudden notice that 2e2 entered into administration due to financial
difficulties (Preez, 2015). Paul Golland, the CIO of the borough, stated:

I got a phone call telling me that the provider had gone under. And
I can tell you, having to go and see members that basically can barely
understand how their email system works that suddenly that the data
centre provider had gone, all of our systems, some 160 servers, and this
Dynamics environment that we had been developing, major interfaces,
had all gone under, wasn’t easy (Preez, 2015, prara. 5).

The borough was then notified that in 24 to 48 hours all services will be turned
off (Preez, 2015). These cases show the devastation that can occur when cloud com-
panies do not have strong continuity plans and their customers do not request con-
tinuity guarantees.

Organizations with mature ICT departments demand SaaS continuity guaran-
tees by their SaaS providers (Alshammari, Alwan, and Alshaikhli, 2016). Whereas
small and medium enterprises (SME) lacking this level of ICT maturity are typi-
cally unaware of the risks involved in the complex and interdependent structure of
SaaS supply chains. A SaaS customer’s difficulty in measuring risks associated with
a SaaS solution prevents the customers from accurately determining the return on
investment of SaaS continuity guarantees. Ultimately, decreasing their motivation
to adopt a SaaS continuity guarantee, causing the SaaS provider to miss out on a
potential revenue stream (Stanton, 2005). In many cases, the value of investing in
a SaaS continuity guarantee is only realized when a disruption event occurs and
the organization incurs damages. The general population has grown accustomed
to high levels of availability from large enterprises such as Google. This high stan-
dard is now expected from all CSPs, regardless of maturity (Armburst et al., 2010).
Resulting in amplified damages on user trust and brand reputation when sub-par
handling of business disruptions are discovered. In the end, the SaaS customer and
SaaS provider suffer.

1.1.1 Research Aim

By using the design problem template presented in Wieringa (2014), the below goal
statement has been formulated to clarify the problem context, artefact, requirements,
and desired impact of the study.

Goal Statement: This study’s aim is to improve the transparency of the
SaaS industry by designing and evaluating a certification framework
that can be used to analyze SaaS continuity control risks, and award
certification marks to SaaS providers, in order to foster improvements
in risk awareness and customer trust in SaaS.
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1.1.2 Research Questions

In alignment with the goal statement, the main research questions (MRQ) and four
sub-questions (SQ) are proposed in order to achieve the aim of the research. The
evaluation criteria used in answering the questions are bolded and defined in Table
2.4.

MRQ: Can a framework be created that portrays the level of risk associated with SaaS
continuity controls by analyzing a SaaS provider’s ecosystem including the meth-
ods, tools, and processes used to support these controls?

SaaS customers may be unaware of the business continuity risks involved in using
SaaS solutions and the continuity controls that support the solutions. Additionally,
they may not have the resources required to conduct a thorough analysis of the con-
trols. Diminishing their motivation to invest in SaaS continuity controls.

SQ1: What framework design features are best suited for scoring the risk associated with
SaaS business continuity controls?

To ensure the operational feasibility and ease of use of the framework is appropri-
ate, the correct layout, and operational procedure must be created. If the framework
is too complicated and confusing, human errors may occur during its use.

SQ2: What business functions/ processes that support SaaS continuity controls should
be analyzed in the certification framework?

There are a number useful methods, tools, and processes that support a SaaS provid-
er’s continuity controls that allow the adherence to agreements made in a SaaS con-
tinuity guarantee. If these supporting functions/ processes are not in place then a
guarantee may contain empty promises.

SQ3: What SaaS continuity guarantee specific concepts should be analyzed in the certifica-
tion framework?

In order to create an effective certification framework, a complete set of crucial SaaS
continuity guarantee specific concepts must be identified and broken down into sub-
concepts. Providing further insights into the controls supporting the promise of
guaranteed continuation of services for SaaS customers.

SQ4: What is a suitable scoring and evaluation method for the certification framework
to correctly assess security controls?

Using the business functions and SaaS continuity control concepts, a scoring system
should provide useful insights into the risk levels associated with different aspects
related to SaaS continuity controls. It must also be flexible enough to adjust to chang-
ing technology and industry standards.

SQ5: What entities in the SaaS supply chain should be assessed?
The interdependence between supply chain entities involved in supporting SaaS op-
erations means a business interruption at any entity can cause a domino effect im-
pacting the operations of other supply chain entities.

SQ6: What are suitable criteria and requirements for evaluating the framework?
To improve the value of the final draft of the framework, a set of measures need to be
identified from existing literature. These are used to determine how the framework
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compares to relevant artefacts and best practices, and provide appropriate means
for experts to evaluate the framework. Ensuring that the decisions made in creating
the framework add value.

1.2 Research Context

To provide clarity into the context of the research, a conceptual-model (Figure 1.1)
has been created that visualizes the relevant concepts, attributes and relationships
in this research’s scope. A conceptual-model describes the general knowledge that
is needed to understand the system and its context (Olivé, 2007). The application of
the study’s framework has been restricted to the Dutch ICT industry due to time and
resource limitations. This has resulted in certain elements of the framework being
designed to suit requirements that apply to the Netherlands. The knowledge needed
to create this conceptual-model has been acquired during the preliminary research
conducted during the problem investigation phase of this study. To assist in the
readability of the conceptual-model, the concepts, attributes, and relationships are
explained below.

Figure 1.1 describes a service ecosystem that is composed of customers and their
service providers. In this ecosystem, service providers collaboratively create new
services through continuous integration of various resources while exchanging ser-
vices, ultimately adding value to the ecosystem (Guggenberger et al., 2020). A SAAS
SOLUTION is a software product that contains the following characteristics: it is
available through a web browser, does not require installation at the customer’s loca-
tion, does not require special integration and installation work, and is priced on the
actual usage of the product (Mäkilä et al., 2010). In this study we look at three entities
that support it, namely, CONTENT PROVIDERS, DATA CENTERS, and HOSTING
PROVIDERS. The CONTENT PROVIDER is an external organization that provides
products or services that are used by a SAAS SOLUTION (De Jong, Jansen, and
Overbeek, 2019). DATA CENTERS are the locations where data are stored ,and the
HOSTING PROVIDERS are companies that host technologies and services needed
for the SAAS SOLUTION to be used over the Internet by SAAS CUSTOMERS.

The SAAS PROVIDER is the organization that provides a SAAS SOLUTION and
SAAS CONTINUITY GUARANTEE to customers. Due to the interdependent nature
of the cloud, the bankruptcy of a supply chain entity, natural disasters, Denial-of-
Service attacks and other malicious attacks or simple programming bugs can cause
an outage in a customer’s SAAS SOLUTION as a whole or one of its functionali-
ties (Dutta, Peng, and Choudhary, 2013). These disruptive create the need for SAAS
SOLUTIONS to be supported by a type of insurance called a SAAS CONTINUITY
GUARANTEE. The guarantee stipulates the details about the availability of data
and services in the event of a business operation disruptions in the SaaS supply
chain (Cerullo and Cerullo, 2004; Van De Zande and Jansen, 2011; Snedaker and
Rima, 2013). It is typically implemented by the SAAS PROVIDER, and can include
the involvement of third parties.

These guarantees include elements such as service level agreements (SLAs), source-
code escrow, SaaS-escrow and SaaS guarantee funds (Van De Zande and Jansen,
2011). SLAs are legal documents the contain quality of service requirements, such as
response time and throughput, that are agreed to by the SaaS provider and customer
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(Patel, Ranabahu, and Sheth, 2009). However, SLAs do not contain agreements on
disruption events that cause loss of access to data, the SAAS SOLUTION, and its
support and maintenance. Source-code escrow or more specifically, SaaS-escrow,
and SaaS guarantee funds contain contingency agreements in the event of loss of
access. Source-code escrow is a contractual agreement where source code and other
crucial documentation are held by a third-party called an escrow-agent (Freeman,
2004). This information is released to the client upon specific circumstances. The
modified version of this, a SaaS-escrow, contains more features such as additional
data-backups, and support and maintenance of the SAAS SOLUTION for a limited
time (Van De Zande and Jansen, 2011). SaaS-escrows are not without their prob-
lems. For instance the SAAS CUSTOMER may not have the hardware or skills re-
quired to use the source-code, and if the SAAS SOLUTION has a large user base,
then the escrow-agent may run into financial difficulty as the costs for hosting the
solution may be too high (Van De Zande and Jansen, 2011). Another issue, is the
generic and standardized nature of SaaS-escrows. For SAAS SOLUTIONS that use
many third party CONTENT PROVIDERS, the SaaS-escrow may only offer cover-
age for the HOST PROVIDER, resulting in loss of potential business-critical features
provided by the third parties (Van De Zande and Jansen, 2011). Due to high depen-
dency of SAAS CUSTOMERS on SAAS PROVIDER, vendor lock-ins can occur,and
with the pay-per-use model, SAAS PROVIDERS can typically forecast their financial
outlook well into the future. This situation creates the opportunity for SaaS guaran-
tee funds to be created. This fund is set up by the SAAS PROVIDER to cover the
SAAS solution’s costs to third parties to keep the services running for a period of
time (Van De Zande and Jansen, 2011). This fund also acts as a separate legal entity
free from the financial burdens of the SAAS PROVIDER.

To evaluate the risk level of this context, a CERTIFICATION FRAMEWORK is
proposed. This framework is used to evaluate and score a SAAS PROVIDER based
on an existing set of criteria with the intent to award the SAAS PROVIDER with a
certification mark. The attributes of the CERTIFICATION FRAMEWORK concept
have been derived from preliminary research and discussions with professionals
known to the researcher. Financial outlook has been determined as a possible at-
tribute through discussions held with professionals on the idea that one will not
want to use a SaaS provider if the organization’s financial outlook looks bleak. Legis-
lation adherence has been determined necessary due to the implementation of GDPR
and reading of Sunyaev and Schneider (2013). Disaster recovery plan and continu-
ity plan testing are derived from the risk ontology presented in Dutta, Peng, and
Choudhary (2013). The need for evaluating SaaS technology maturity came from
conversations with the professionals on system bugs, and the availability of cer-
tified personnel in specific technologies. Data security measures has been a topic
of discussion in a large number of cloud computing literature, which made it evi-
dent that it should be included in the framework. The completeness of the SAAS
PROVIDER’S continuity guarantee arose from papers published by members of the
Software Ecosystems research group, specifically Van De Zande and Jansen (2011)
and Van Velzen, De Jong, and Jansen (2019). These attributes formed the initial vi-
sion of the framework which evolves during the progression of the study.
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FIGURE 1.1: Research context conceptual-model version 1

1.3 Thesis Outline

Below contains brief descriptions of the information provided in the chapters of this
study:
Chapter 2: Provides a details description of the research approach used and the meth-
ods and techniques implemented to achieve the aim of the study.
Chapter 3: Identifies the main concepts of the cloud ecosystem, and the security
framework ecosystem applicable to the study’s context.
Chapter 4: Discusses the relevant concepts and sub-concepts needed to create con-
trols and questions for the materialization of the SaaS continuity control framework.
Chapter 5: Compiles the concepts identified in Chapters 3 and 4, with framework
features to create the first draft of the SaaS continuity control framework.
Chapter 6: Examines the findings from the expert evaluations.
Chapter 7: Describes the changes made to the framework from the insights gained
through the expert evaluations.
Chapter 8: Examines the results and insights from the case studies.
Chapter 9: Discusses the study’s alignment with the research approach and threats
to its validity.
Chapter 10: Summarizes the concluding reflection on the study’s research questions
and opportunities for future research.
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Chapter 2

Research Approach

2.1 Introduction

This chapter describes in detail the research approach used in this study. It begins
by discussing the choice of following the design science research (DSR) methodol-
ogy and elaborates on how elements of this study fit into the methodology’s life
cycle. Three main research methods are then described: (1) a mulitvocal literature
review (MLR) to identify possible characteristics and requirements of the framework
design; (2) expert evaluations in the form of interviews as the first round of evalu-
ations of the draft framework; and (3) multiple holistic case studies to evaluate the
latest version of the framework. The compilation of the multiple process fragments
to accommodate the needs of the study makes use of the teachings from the method
engineering discipline. Guiding the study’s attempts at designing, constructing, and
adapting existing methods, techniques, and tools to create the desired certification
framework (Brinkkemper, 1996). Method engineering employs the use of process de-
liverable diagrams (PDD) which are used to visualize the study’s research approach,
the framework’s operational procedure, and the LinkedIN strategy used to source
experts, all of which are found in Appendix A. A PDD consists of two integrated
diagrams. The left side of the PDD shows the research process based on a unified
modelling language (UML) activity diagram, while the right side of the PDD shows
the deliverables based on a UML class diagram (Weerd and Brinkkemper, 2008).

2.2 Design Science Research

This study aims to design and evaluate a software as a service (SaaS) continuity con-
trol certification framework. This framework is envisioned to be a tool for assessing
the risk level of SaaS continuity controls and awarding an appropriate certification
mark based on the assessment results. To do this, the DSR methodology is adopted
from Hevner and Chatterjee, 2010, and visualized in Figure 2.1. This grounds the
study’s attempt to produce a high quality and scientifically sound framework, in a
proven methodology.

This methodology is appropriate as the framework being designed is aimed
at improving real-world problems (Wieringa, 2014; Hevner and Chatterjee, 2010).
Within the DSR, three sub-cycles are present, the relevance cycle, design cycle, and
rigor cycle. These occur in iterations to build upon knowledge gained during each
cycle. DSR begins with the relevance cycle, which provides the context, requirements,
and acceptance criteria used in the evaluation of the research results. It also includes
the field testing of the designs created in the design cycle. The rigor cycle creates the
foundation for the DSR cycle through the review of literature and the generation
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of the knowledge base. The design cycle begins with the creation of framework de-
sign alternatives from the knowledge and experience gained through the rigor cycle.
Flowing into the evaluation of the designs against the requirements and acceptance
criteria from the relevance cycle until an acceptable design achieved.

FIGURE 2.1: DSR cycle applied to this research, adapted from Hevner
and Chatterjee (2010, p. 16)

2.2.1 Research Methods

Within the iterative process of designing and evaluating the framework, the answers
to the MRQ and its SQs mentioned in section 1.1.2 are revealed. The methods to
generate these answers are displayed in Table 2.1. The first method used is an MLR
to identify and map key concepts, and sub-concepts required to create an effective
framework. The draft framework created is evaluated through expert interviews to
gather feedback on its operational feasibility, completeness, ease of use, and use-
fulness. The MLR process is revisited to validate the feedback and explore newly
discovered ideas in order to develop the next draft of the framework. Once a satis-
factory framework is achieved, multiple case studies are conducted to determine the
effectiveness of the framework is in a real-life situation (Shrestha, Cater-steel, and
Toleman, 2014).

TABLE 2.1: Research methods used to answer the SQs

Method SQ1 SQ2 SQ3 SQ4 SQ5 SQ6

Multivocal Literature Review ! ! ! ! !

Expert Evaluations ! ! ! ! !

Multiple Holistic Case Studies ! !
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2.3 Multivocal Literature Review Protocol

A literature review facilitates knowledge development, uncovers new research ar-
eas, and identifies the research areas needed for the creation of the SaaS continu-
ity certification framework (Wohlin, 2014). Preliminary research into the problem
domain began by reading accumulated literature by the Software Ecosystems Lab.
Following the reading of the papers by Van Velzen, De Jong, and Jansen (2019) and
De Jong, Jansen, and Overbeek (2019), who are also part of the Software Ecosystems
Lab, it became clear that a limited amount of academic literature can be found re-
garding SaaS continuity guarantees. As a result, an academic and grey literature
(GL) review is necessary to fill any gaps in knowledge left by the lack of academic
literature. Incorporating GL allows a researcher to take advantage of a variety of
positive contributions from material generated through the course of real-life prac-
tices (Adams, Smart, and Huff, 2017). Adams, Smart, and Huff (2017, p. 435) state,
“[that] GL can bring the disparate voices of experience into scholarly conversation
to increase its relevance and impact.” This statement applies directly to the goal
statement of this study seen in section 1.1.1. To incorporate academic and GL into
the literature review, the guidelines for conducting an MLR presented in Garousi,
Felderer, and Mäntylä (2019) are followed. Garousi, Felderer, and Mäntylä (2019)
describes MLRs as a form of a systematic literature review that includes GL and
published literature. The use of such guidelines improves the design of the frame-
work by ensuring only credible literature is used and reducing the effects of research
bias (Kitchenham, 2004).

2.3.1 Search Process and Source Selection

During preliminary research, a set of key concepts, attributes, and their relation-
ships are identified and used to create the conceptual-model presented in Figure
1.1. These elements are the terms used with search engines such as Google, Google
Scholar, ACM Portal and other search engines accessible through the Utrecht Uni-
versity library system. Search strings are improved by using Boolean statements
such as AND and OR. Garousi, Felderer, and Mäntylä (2019) provides three possible
stopping criteria for GL searches: (1) theoretical saturation; when no new concepts
emerge from the search results, (2) effort bounded; only include the top N search
engine hits, and (3) evidence exhaustion; all evidence has been extracted. For results
from Google search queries, only the links from the first two pages are investigated.
This forces quick refinements of search parameters, producing the most relevant
grey literature sources. For applicable literature, snowballing is adopted in the de-
velopment of the literature pool. Literature available from the Software Ecosystems
Lab library has been used as the starting set for which backward and forward snow-
balling are applied. Wohlin (2014) describes backward and forward snowballing as:

Backward Snowballing: Analyzing the reference lists of the starting set pa-
pers to identify new candidate papers for further reading.

Forward Snowballing: Identifying new paper by analyzing the papers that
cite the already examined and approved papers that are relevant to the
research.

To determine the usefulness and relevance of academic literature, the researcher
first read the abstract, then the introduction, and lastly, the conclusion before adding
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it to the literature pool. However, GL does not typically contain these academic el-
ements and requires a more thorough review. GL is composed of knowledge and
artefacts that have not passed through the rigor of scientifically sound publishing
processes associated with published academic work (Lawrence et al., 2014). As GL
is a broad term and contains a large variety of material, Figure 2.2 provides a visual-
ization of the scope of GL acceptable for this study. In this study, literature from the
3rd tier is avoided due to low credibility. The credibility of the GL from the remaining
tiers are assessed using the questions in Table 2.2.

FIGURE 2.2: Grey literature tiers, extracted from Adams, Smart, and
Huff (2017, p. 435)

2.3.2 Quality Assessment

To ensure the relevance and credibility of the literature, a quality assessment check-
list is used, including exclusion criteria. As suggested by Adams, Smart, and Huff
(2017), the assessment is tailored to this research study as well as assessed by the
researcher’s supervisor and academic colleagues. Table 2.2 displays the evaluation
criteria and the questions used to score the criteria. Literature that is either: (1) not
related to the elements presented in Figure 1.1; (2) not written in English; or (3) not
freely accessible, is excluded without scoring. Criteria questions are answered with
a score of 1 for Yes and 0 for No, besides the Outlet type. Outlet type refers to the GL
tiers in Figure 2.2 and are scored as seen in Table 2.2 (Adams, Smart, and Huff, 2017).

TABLE 2.2: Quality assessment checklist, adapted from Garousi,
Felderer, and Mäntylä (2019)

Criteria Questions

Related to concepts in Figure 1.1
• Is it related to one of the concepts?

Written in English
• Is the literature written in English?

Freely accessible
• Can the literature be read at no financial cost to the resear-

cher?

Authority of the producer
Continued on next page
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Table 2.2 - continued
Criteria Questions

• Is the publishing organization reputable?
• Is an individual author associated with a reputable organ-

ization?
• Has the author published other work in the field?
• Does the author have expertise in the area?

Methodology
• Does the source have a clearly stated aim?
• Does the source have a stated methodology?
• Is the source supported by authoritative, contemporary

references?
• Are any limits clearly stated?
• Does the work cover a specific question?
• Does the work refer to a particular population or case?

Objectivity
• Does the work seem to be balanced in presentation?
• Is the statement in the source as objective as possible?

Or, is the statement a subjective opinion?
• Are the conclusions supported by the data?

Date
• Does the item have a clearly stated date?

Linkage of related sources
• Have key related grey literature or formal sources been lin-

ked or discussed?

Novelty
• Does it enrich or add something unique to the research?
• Does it strengthen or refute a current position?

Outlet Type
• 1st tier GL (measure = 1): High outlet control/ High credi-

bility: Books, magazines, theses,
government reports, white papers.

• 2nd tier GL (measure = 0.5): Moderate outlet control/ Mo-
derate credibility: Annual reports,
news articles, presentations, videos, Q/A sites (such as
StackOverflow), Wiki article.

• 3rd tier GL are not be used.

The scores from the quality assessment questions are summed and normalized
by dividing the values by the number of questions. A threshold score of half the total
number of questions is maintained. Once a literature’s score is above the threshold,
it is included in the literature pool. This review occurred in iterations as the knowl-
edge base grew, requiring the rolling back of the Snowballing process to remove
incorrectly added papers and adjust search parameters.

2.3.3 Data Collection

To correctly record the information gathered from the literature pool, a data collec-
tion form has been created using MS Excel. Inspiration for the form’s design came
from the publicly available MLR form presented in Garousi, Felderer, and Mäntylä
(2019). A snippet of the data collection form used can be found in Appendix D.1. As
the quality of the certification framework depends on the effectiveness of the data
extraction in recording data (Garousi and Felderer, 2017). The form collects all the
information required to answer the quality criteria questions in Table 2.2, and maps
the extracted information to the relevant research questions and codes used in this
study (Kitchenham, 2004). Since GL needs to be thoroughly read, MS OneNote is
used to extract and codify quotes from the literature if deemed potentially useful.

2.3.4 Data Synthesis

This represents the beginning of requirement engineering activities aimed at iden-
tifying goals for, functions of, and constraints for the system under consideration
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(Zave, 1997). To ensure that data synthesis generates the requirements, and rele-
vant relationships for the certification framework, guidelines for conducting a the-
matic synthesis are followed from Cruzes and Dybå (2011). Braun and Clarke (2012)
describes thematic synthesis as a method for systematically identifying, analyzing,
and generating insights into patterns of meaning (themes) across a data set. For the
certification framework, themes are seen as high-level concepts relating to SaaS con-
tinuity controls. During this process, sub-concepts are identified for the different
high-level concepts. This method is suitable as it provides flexible procedures ideal
for researchers new to systematic research, addresses research questions about need,
appropriateness and effectiveness, and copes well with identifying patterns across
the diverse topics presented in Figure 1.1 (Cruzes and Dybå, 2010; Cruzes and Dybå,
2011; Braun and Clarke, 2012). This thematic analysis follows guidelines by Cruzes
and Dybå (2011) allowing the researcher to progressively interpret the data until a
framework draft is possible. The different levels of this progression have been visu-
alized in Figure 2.3.

In order to code the data, an integrated approach is taken. In this study, the con-
cepts discovered through preliminary research (Figure 1.1) are used to initially code
and interpret the data. As the research evolves, codes are added or modified, even-
tually transforming into high-level concepts. Low-level relationships are identified
and mapped. Allowing a draft of the certification framework to materialize.

FIGURE 2.3: Levels of interpretation, adapted from

2.3.5 Framework Construction

With concepts and their relationships identified, the final step is the actual construc-
tion of the framework. To ground the framework’s construction in scientific litera-
ture, guidelines for constructing a maturity model are adopted. Bruin et al. (2005,
p. 1) describes these models as being “used as an evaluative and comparative ba-
sis for improvement and in order to derive an informed approach for increasing the
capability of a specific area within an organization.” Notably, the framework is not
aimed at being a maturity model, however, there are similar characteristics between
the envisioned framework and maturity models. As such, the guidelines adopted
ensure that the desired characteristics are developed using best practices. The first
four phases for constructing a maturity model as described in Bruin et al. (2005) are
adopted and seen in Figure 2.4. The last two phases of deploy and maintain are out-
side the scope of this study and not displayed in Figure 2.4. The information that is
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intended to be discovered during these phases is compensated for by the sub-cycles
seen in Figure 2.1.

FIGURE 2.4: Framework construction phases, adapted from Bruin et
al. (2005)

Phase 1 The scope of the framework is defined in the Literature Topics, Stakehold-
ers, and Systems lists in Figure 2.1. However, the depth of coverage into the literature
topics is not defined. This is determined by the size of the literature content available
and the strength of influence of each topic on achieving the aim of the study. The
required granularity of information presented in the framework is identified and re-
fined through expert evaluations.

Phase 2 By looking at existing frameworks, architectural features are identified
and replicated. Based on the findings from the MLR, these features are modified to
suit the questions that are posed to a SaaS provider in the framework.

Phase 3 What needs to be measured is identified through the thematic analysis
and expressed as questions in the framework. The questions are answered using
multi-leveled satisfaction answers seen in maturity models. Providing flexibility to
account for a differing level of interpretation of the evidence presented by a SaaS
provider in response to the questions.

Phase 4 In this study, this phase can be seen as the framework evaluation phase.
It is explained in detail throughout Section 2.4.

2.4 Framework Evaluation

As mentioned in Section 2.2, DSR involves the creation and evaluation of an artefact.
Evaluating a framework can be a challenging task as the design of the framework
and process must be evaluated (Shrestha, Cater-steel, and Toleman, 2014). In or-
der to correctly report this evaluation, the reporting model proposed by Shrestha,
Cater-steel, and Toleman (2014) is adopted. This model presents the structure of the
evaluation protocol in terms of: (1) its inputs which are the framework and the eval-
uation strategy used; (2) its outputs which cover the participants and the activities
of the evaluation process; and (3) its outcomes from the evaluation in terms of im-
mediate findings, their discussion, and long-term impacts. This reporting model has
been adjusted to suit this study and is illustrated in Figure 2.5.

The feedback and insights gained from the evaluations are applied to the draft
framework so that incremental improvements are made to the framework to form
new versions (Hevner and Chatterjee, 2010). As the completion of the interviews
depends more on the willingness and availability of the interviewees than the inter-
viewer, the projected number of interviews and availability of interviewees changes
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FIGURE 2.5: Reporting model, adapted from Shrestha, Cater-steel,
and Toleman (2014, p. 280)

as the study progresses. For this reason, the increments consist of a varied number
of evaluations. The decision for completing an increment is based on the feedback
gathered, and the available time until the next milestone of the project plan.

Evaluation Strategy
Based on the artefact of this study, the methods of expert evaluations and multiple
holistic case studies for artefact evaluation are used. However, to explore the suit-
ability of these methods and others, the strategic evaluation framework by Venable,
Pries-heje, and Baskerville (2012) is consulted. In Table 2.3, expert evaluation and
case study methods are justified by this in the framework as ex-ante (prior to frame-
work construction) and ex-post (after framework construction) respectively (Pries-
Heje, Baskerville, and Venable, 2008; Venable, Pries-heje, and Baskerville, 2012).

TABLE 2.3: Evaluation strategy protocol, based on the research pre-
sented in Venable, Pries-heje, and Baskerville (2012)

Evaluation Evaluation
setting

Evaluation
method

Evaluation focus Evaluation instru-
ments

Design product
(Artefact)

Ex-ante,
Artificial

Expert evalua-
tion

Operational fea-
sibility, complete-
ness, ease of use,
and usefulness of
framework

Taxonomy of Evaluation
Methods from Prat, Comyn-
Wattiau, and Akoka (2015)

Design product
(Artefact)

Ex-post,
Natural

Case study Effectiveness of
framework in real
life assessment

Taxonomy of Evaluation
Methods from Prat, Comyn-
Wattiau, and Akoka (2015)

Design pro-
cess (Research
method)

Ex-post,
Artificial

Alignment with
design science
and MLR guide-
lines

Design Science
methodology and
MLR method

Guidelines for DSR evalu-
ation from Shrestha, Cater-
steel, and Toleman (2014) and
acceptance criteria for con-
ducting a MLR by Garousi,
Felderer, and Mäntylä (2019)

In order to perform this evaluation, a set of criteria have been formulated. To
support this selection, the guidelines and taxonomy presented in Prat, Comyn-Wattiau,
and Akoka (2015) for selecting suitable criteria are used. The selected criteria pro-
vide the ability to evaluate the aim, structure, and use of the framework. The criteria
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definitions have been adapted to suit the context of this study and can be seen in
Table 2.4.

TABLE 2.4: Evaluation criteria and definitions

Criteria Definition by Prat, Comyn-Wattiau,
and Akoka (2015)

Adapted definition for this study Evaluation
Tool

Usefulness The degree to which the artefact posi-
tively impacts the task performance of
individuals.

To what degree does the framework ex-
tract insightful information for award-
ing a certification mark?

5-point
Likert
scale

Ease of use The degree to which the use of the arte-
fact by individuals is free of effort.

What is the degree of difficulty associ-
ated with gathering the information re-
quired by framework?

5-point
Likert
scale

Operational
feasibility

Evaluates the degree to which manage-
ment, employees, and other stakehold-
ers, will support the proposed artefact,
operate it, and integrate it into their
daily practice.

To what degree do the experts see the
framework being used by individuals
in practice?

Open-
ended
questions

Completeness The degree to which the structure of the
artefact contains all necessary elements
and relationships between elements.

To what degree does the framework
assess critical risk concepts relating to
SaaS continuity controls, and contain
necessary questions for adequately as-
sessing these concepts?

Open-
ended
questions

Effectiveness The degree to which the artefact
achieves its goal in a real situation.

To what degree do insights gathered
portray the level of risk associated with
a SaaS continuity controls?

Open-
ended
questions

2.4.1 Expert Evaluations

In order to evaluate and improve the certification framework draft, semi-structured
expert interviews are held. Interviews are useful for eliciting valuable feedback
through the experiences and knowledge of experts during the early stages of frame-
work development (Wieringa, 2014). The interviews are directed at gathering feed-
back aligned with the research questions and the evaluation criteria mentioned in
Table 2.4. However, the effectiveness of the elicitation process during the interviews
depends greatly on the quality of interaction between the participants (Zowghi and
Coulin, 2005). To elicit information, open-ended questions and framework question
evaluations using 5-point Likert scales are used. The 5-point scale is used to quanti-
fied the expert’s opinions on the risk control questions in the framework. By doing
so, questions can be identified as satisfactory, in need of modification, or should be
removed. Additionally, during the framework question evaluation phase, protocol
analysis is encouraged so that participants evaluate the questions whilst describ-
ing their thought process (Goguen and Linde, 1993). This creates an opportunity
for brainstorming with the interviewees, which is an informal discussion aimed at
rapidly generating ideas (Osborn, 1953). However, this combination of techniques
and tools creates difficulty in completing the interview within the agreed upon time.

To ensure the effectiveness of the interviews, an interview protocol has been cre-
ated and piloted prior to the interviews. This is used as an inquiry tool to elicit
beneficial evaluations from experts about the draft framework (Patton, 2015). To
ensure the interview protocol is anchored in the aims of the study, and that feed-
back gathered from the interviews are useful and relevant, it is important to form
a systematic approach to creating the interview protocol. The main phases of the
interview protocol refinement framework created by Castillo-Montoya (2016) have
been followed and are seen in Figure 2.6. A snippet of theMS Excel sheet used to
record the evaluation score of ease of use and usefulness can be found in Appendix
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B.5.

FIGURE 2.6: Interview protocol refinement framework phases,
adapted from Castillo-Montoya (2016)

Phase 1 includes the mapping of interview questions to one or more of the eval-
uation criteria and SQs. This is done to increase the utility of the interview questions
and ensure their relevance to the aim of study and its research questions. The map-
ping of questions to criteria and SQs, reveal gaps in what is being asked as well as
unnecessary questions. Allowing the interviews to be conducted in an efficient and
effective manner, minimizing the time required by the interviewee to participate.
This phase also brought attention to the ordering of the questions. It is important
that the interview flows in a natural way, starting with rapport building, leading
into the key questions, hopefully eliciting the true perspectives of the interviewee
(Patton, 2015). The matrix used for the mapping of interview questions to SQs and
evaluation criteria can be found in Appendix B.4.

Phase 2 focuses on naturalizing the flow of the conversation around the inter-
viewee’s life experiences while asking specific questions about the research topic
(Patton, 2015; Castillo-Montoya, 2016). This inquiry-based conversation contains
the following characteristics: (1) the interview questions are different from the re-
search questions; (2) the ordering of the questions follow the social rules of a normal
conversation; (3) the questions vary in goal and topic; and (4) follow-up questions
are included as well as impromptu questions.

Phase 3 requires the peer-reviewing of the interview protocol draft. By receiv-
ing feedback, modifications are made to enhance the overall quality of the interview
protocol. The feedback is focused on the topics of: (1) the structure of the inter-
view protocol; (2) the writing style; (3) the overall length of the protocol; and (4) the
ease of understanding the questions. The feedback is gathered through colleagues in
the Software Ecosystems Lab, and fellow master’s in Business Informatics students.
These groups are known to have experience in writing scientific interview protocols
and have the ability to provide constructive feedback.

Phase 4 concludes the development of the final draft of the interview protocol by
running a pilot interview. This pilot is conducted with an interviewee that has sim-
ilar characteristics as the targeted interviewees. In this interview simulation, notes
on the interviewer’s experience are taken to improve the draft protocol and generate
a final version.

Prior to each interview, the interviewee is provided with a research information
sheet and interview consent form. These documents are based on templates created
by TUDelft (2019). Before the start of an interview, conversations are held about aim
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of the study using the research information sheet, the structure of the interview, and
the confidentiality of the information gathered from interview. The resulting inter-
view protocol documents are found in Appendix B.

Expert Selection Criteria
To produce an effective framework, the expert selection needs to contain only rel-
evant and experienced individuals. Thus requiring the use of purposive sampling.
Purposive sampling deliberately chooses participants based on the qualities the par-
ticipant possesses and useful when investigating new areas of research, and deter-
mine if further study is worth the effort (Etikan, 2016). This sampling method also
emphasizes on the researcher finding people who are willing to provide the infor-
mation by virtue of knowledge or experience. Etikan (2016) notes that this method
can be expected to take a long time to produce conclusions.

The participants need to be professionally relevant, experienced, and able to
communicate with the researcher. Resulting in the following expert requirements:
(1) a prospective expert must have two years of experience in at least one of the
framework’s risk domain seen in Figure 3.5; (2) a prospective expert must speak
English; and (3) able to conduct the interview online due to the COVID-19 pan-
demic. Prospective experts are identified through querying LinkedIN with keywords
related to the concepts of the framework, and probing the LinkedIN network of the
researcher’s supervisor. Prospects unknown to the researcher or project supervisor
are verified by scrutinizing their LinkedIN accounts and, if available, publications in
the field. Additionally, authors (individuals and companies) of the GL used in the
study are contacted using LinkedIN or E-mail.

LinkedIN Strategy
If used correctly, LinkedIN’s professional network can be an effective research tool

when acquiring research participants (Unkelos-Shpigel, Sherman, and Hadar, 2015).
Allowing professional relationships to form quickly over the nearly instantaneous
connections formed by the click of a button (Quinton and Wilson, 2016). To run an
effective to promote the research and connect with potential interviewees, guidance
has been acquire through GL sources. Balkhi (2018) provided four areas of focus: (1)
make your profile stand out; (2) connect with people and interact; (3) join LinkedIn
groups; and (4) post engaging content. With these areas in mind, a PDD of the
LinkedIN campaign’s activities used in the study has been created and can be found
in Appendix A.3.

Interview Constraints
Due to the size of the framework draft, the estimated time for evaluating the entire
framework has been placed above two hours. This can be seen as a potential repel-
lant for interviewees. It is necessary to limit the completion time of the interview to
one that the interviewee is willing to contribute. To do so, a form containing the risk
domains and their estimated completion times is sent to each interviewee. The in-
terviewees are instructed to select which risk domains they want to evaluate. From
this, the form provides a total estimated interview completion time based on their
selection. Once the interviewee agrees to the selection and resulting interview time,
the necessary adjustments are made to the relevant interview documents to suit each
interviewee’s constraints. This domain selection and time estimation form is found
in Appendix B.6.
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2.4.2 Case Study

The use of case studies within the DSR methodology supports the goal of evaluating
the effectiveness of a framework’s design (Venable, Pries-heje, and Baskerville, 2012).
This aligns with the study’s goal statement as case studies allow researchers to ana-
lyze the application of the framework in its intended real-life environment (Hevner
and Chatterjee, 2010). This study uses a holistic multiple case study that involves
more than one case but only one unit of analysis (Yin, 1994). It has been decided
to limit the study to two cases, primarily due to the time constraints of this study.
However, the small number also gives the researcher more time to perform deeper
analyses into each case (Gustafsson, 2017). The guidelines for conducting case stud-
ies from Runeson and Höst (2009) have been used and are seen in Figure 2.7.

FIGURE 2.7: Case study phases, adapted from Runeson and Höst
(2009)

Phase 1 The objective of the case studies is aimed at evaluating the effectiveness
of the framework as described in Table 2.4.

Phase 2 To prepare for gathering the data needed to determine effectiveness, a
protocol is developed. The protocol contains elements addressing: informed con-
sent, confidentiality, handling of sensitive results, and feedback (Runeson and Höst,
2009). A draft of this protocol is peer-reviewed and piloted before sending it to
the prospective SaaS providers. Ensuring that the wording and instructions of the
document are clear. Once an agreement has been reached with the provider, the
framework is sent to the SaaS provider to allow the provider to gather the required
evidence to answer the framework’s questions. This is done to reduce the time re-
quired to complete phase 3.

Phase 3 Based on the availability of the researcher, a meeting with the SaaS
provider is held either in person or online. During this meeting, the framework’s
questions are addressed with the SaaS provider and, if possible, associated evidence
to answer the questions are assessed by the researcher. From this assessment, the
appropriate answer inputs are selected, as defined in Section 5.4. Due to limitations
in allocated time for each case study, and in the research’s ability to assess certain
evidence, the SaaS provider is prompted to provide their own answer to the ques-
tions.

Phase 4 The results are reviewed and discussed with the SaaS provider, identi-
fying controls have resulted in a weak risk assurance. Additionally, the interactive
dashboard is demoed, further demonstrating the reporting abilities of the frame-
work.

Phase 5 The SaaS provider’s view of the effectiveness framework is determined
by asking open-ended questions using the requirements for a certification scheme
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seen in Sections 3.10.

Case Study Selection Criteria
Considering the findings of research conducted in the SaaS Continuity Lab by Van
Velzen, De Jong, and Jansen (2019), the population of SaaS providers is narrowed
to the size of small and medium enterprises (SMEs). European Commision (2003)
defines an SME as having a staff headcount of 10 to 250, turnover of €2 million to €50
million or a balance sheet total of €2 million to €43 million. Therefore, the selection
criteria are: (1) must provide a Software as a Service; (2) qualify as a SME; and (3)
registered as a Dutch company.
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Chapter 3

Cloud Ecosystem

3.1 Introduction

Ecosystems do not appear out of thin air, they cultivated and fostered by a set of
actors functioning as a unit, within a shared market (Jansen, Cusumano, and Popp,
2019). They are made up of large social, technical, and economic systems, that are
multi-leveled, complex, dynamic, adaptive, emergent, and global in nature, con-
taining a multitude of stakeholders motivated by different perspectives and incen-
tives. Jansen and Grance (2011, p. 2) define cloud computing as “a model for en-
abling convenient, on-demand network access to a shared pool of configurable com-
puting resources (eg. networks, servers, storage, applications, and services) that
can be rapidly provisioned and released with minimal management effort or cloud
provider interaction.” It can be characterized by its on-demand self service, broad
network access, resource pooling or multi-tenancy, rapid elasticity and measured
service (Ackermann, 2012; Kabbedijk et al., 2014). The National Institute of Stan-
dards and Technology (NIST) reported in, Mell and Grance (), the definitions for
these characteristics:

• On-demand self-service: The ability for an individual to attain cloud services
such as storage or computational services through a virtual environment with-
out the assistance of the cloud service provider (CSP).

• Broad network access: The ability to connect to the cloud services anywhere with
any form of web-enabled device.

• Resource pooling or multi-tenancy: The provider’s resources are pooled and dy-
namically allocated based on application demand. Each physical server may
have one or multiple tenants via virtual machines.

• Rapid Elasticity: This is the ability to scale up, down, or out automatically as
workload requirements change.

• Measured service: With the above characteristics, the services have the need for
metering capabilities capable of monitoring, controlling, and reporting.

Cloud computing at its core is based on the ideas of virtualization and alloca-
tion of ICT services across computers worldwide (Sun et al., 2014). Forming the
cloud service deployment layers seen in Figure 3.1. Starting with the data centers,
the number of services provided to users increases along with the complexity of the
situation. The convenience and sharing of resources decrease costs and provides a
pay-as-you-go or pay-per-use model, allowing users of all kinds (personal and pro-
fessional) to adopt the technology along with its benefits and risks (Armburst et al.,
2010). Since cloud computing became a popular term in 2007, the cloud has become
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our source for our entertainment network (Netflix), social network (Facebook), vir-
tual library (as we search on Google for everything), work network (Slack), and de-
velopment network (Drupal.org) (Bibi, Katsaros, and Bozanis, 2012). This intensive
use has created an anticipated worldwide value of cloud computing service to reach
€241 billion by the end of 2020 (Khoshkholghi et al., 2014). However, with the onset
of the COVID-19 pandemic, the CSPs see massive increases in demand, which will
dramatically increase the worldwide value of cloud computing.

FIGURE 3.1: Cloud service deployment layers stack, inspired by Tsai,
Sun, and Balasooriya (2010, p. 684)

With all its benefits, the general nature of the cloud gives way to risks that are
not easily seen or understood by its end users. Each layer of services can be located
at different locations around the world, providing high levels of redundancy. This
spreads the risk of disruption in business services by not having all your data in
one place (single point of failure risk). However, this makes it more difficult to keep
services critical to a user’s business operations protected (Arean, 2013). A disruption
at any point in the service deployment stack can mean a loss of availability resulting
in a user’s inability to regain access to their data and application, temporarily or
permanently.

3.2 Data centers

Data centers are the backbone of the service deployment stack and are distributed
throughout many locations across the globe. These facilities contain servers that
house three main physical resources: CPU, memory, and disk, as well as the file
system and network data (Birke, Chen, and Smirni, 2012). This hardware and soft-
ware are actually what the cloud is (Armburst et al., 2010). The cloud comes in four
deployment models and is described by Alali and Yeh (2012) as:

• Public cloud: Is available to the public or a large industry group and is owned
by an organization selling cloud services.
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• Private cloud: Is a cloud operated solely for an organization by the organization
itself or a third party, existing on or off-premise.

• Community cloud: Is a cloud that is shared by several organizations and sup-
ports a specific community purpose and can be managed by either an organi-
zation or a third-party, existing on or off-premise of the community entities.

• Hybrid cloud: Is a composition of two or more clouds that remain unique enti-
ties but are bound by standardized or proprietary technology that enables data
and application portability.

3.3 Infrastructure as a Service

The IaaS layer supplies users with infrastructure resources, such as storage, net-
working, and processing capacity. Allowing this virtual hardware and operating
systems to be controlled through application program interfaces (Catteddu and Hog-
ben, 2009). Making it possible for the IaaS provider to automatically “split, assign,
and dynamically resize these resources” (Vaquero et al., 2009). Allowing resources to
be allocated as demand for workload capacity fluctuates (Pauley, 2010). Distributing
processing and storage services across locations. Creating a cloudiness, that makes
it difficult for some users to identify in what servers their data is being processed
and stored. An example of an IaaS is Amazon’s EC2 platform which provides secure,
resizable compute capacity in the cloud (Bessemer Venture Partners et al., 2020).

3.4 Platform as a Service

On the PaaS layer, platform solutions are provided through the supported cloud lay-
ers. Platforms provide development tools and application programming interfaces
for interacting with the platform as well as a run-time environment (Ackermann,
2012). This facilitates software developers’ access to a set of services that assist in
application design, development, testing, deployment, monitoring, and hosting on
the cloud (Tsai, Sun, and Balasooriya, 2010). Requiring no software download or
installation and is accessible from anywhere. An example of PaaS is the Google App
Engine, which lets developers build scalable web and mobile backends in any lan-
guage on Google’s infrastructure (Lomas, 2014).

3.5 Software as a Service

On the SaaS layer, software solutions can be accessed and used through a web-
browser, eliminating the need to install the application on a client computer. A SaaS
provider manages the operation and maintenance of the application as well as the
underlying hardware and software layers (Ackermann, 2012). The SaaS solution and
users’ data are stored off-premise in a location run by the provider. This places the
responsibility of running the ICT support services, including daily software main-
tenance, data backups, software upgrades, and security on the SaaS provider (Ma,
2007). SaaS typically uses a one-to-many delivery model, referring to the multi-
tenancy characteristic allowing one instance of the software to run on a server, ac-
cessible by multi-users (Ma, 2007). Therefore, SaaS delivers computing utility, and
software. In doing so, the SaaS provider becomes the only one with the ability to get
the application back up and running when a disruption occurs in the SaaS supply
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chain (Hon, Millard, and Walden, 2012). Complicating the situation further, SaaS
providers integrate third-party content into their solutions as a means of bolstering
the range of services provided (Van De Zande and Jansen, 2011). Resulting in the
inability of the SaaS provider to directly restore services, depending on the third-
party’s ability to restore their services. An example of SaaS is Netsuite which is an
enterprise resource planning software (Bessemer Venture Partners et al., 2020).

3.6 Cloud Users

Cloud users are individuals who directly use SaaS applications or administrators
who configure applications for the end-users (Hogan et al., 2011). Access is granted
by the payment of a subscription fees to a SaaS provider, which runs and maintains
the software on its own hardware (Mäkilä et al., 2010). Users may or may not be
associated with an organization that pays the subscription fees to the SaaS provider.

3.7 Cloud Computing Responsibility

The dividing lines of the four layers in Figure 3.1 are not distinctive. Aspects re-
lated to one layer can also be considered to exist in another layer. For example, data
storage services can be considered to be either in IaaS or PaaS (Tsai, Sun, and Bala-
sooriya, 2010). Even though Figure 3.1 suggests a hierarchical relationship amongst
the different layers, it does not mean that an upper layer has to be built on top of
its designated lower layer. For example, a SaaS application can be built directly
over IaaS, instead of PaaS (Tsai, Sun, and Balasooriya, 2010). The cloudiness of the
ecosystem creates difficulty in assigning responsibility and liability for the services
provided.

This is a controversial topic as service providers like Amazon take the stance that
users and providers should share the responsibilities and risks. Arguing that some
service consumers seek the cheapest services while requesting the highest levels of
assurances by trying to remove or reduce liability exclusions and limitations, and
increase the weight of commitments made in service level agreements (SLA) (Hon,
Millard, and Walden, 2012). However, Figure 3.2 displays the level of control of the
three main service layers over the cloud technology stack. As the SaaS provider has
full control, the responsibility and liability for the security, including continuity, of
the services should fall on the SaaS provider (Cloud Security Alliance, 2017b).

This view is supported by the European Union’s (EU) General Data Protection
Regulation (GDPR), which was initiated in May 2018. The GDPR compliance guide
by IT Governance Publishing (2017, p. 11) states, “all data controllers and processors
that handle the personal information of EU residents to implement appropriate tech-
nical and organizational measures to ensure the ongoing confidentiality, integrity,
availability, and resilience of processing systems and services.” The main elements
of this statement are further defined by IT Governance Publishing (2017) as seen
below:

• Data controller: The natural or legal person, public authority, agency or other
body which, alone or jointly with others, determines the purposes and means
of the processing of personal data; where the purposes and means of such
processing are determined by Union or Member State law, the controller or the
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FIGURE 3.2: Cloud layer control over technology stack, inspired by
Jansen and Grance (2011, p. 5) and Jayachandran (2014, para. 2)

specific criteria for its nomination may be provided for by Union or Member
State law.

• Data processor: The natural or legal person, public authority, agency or other
body which processes personal data on behalf of the controller.

• Confidentiality: The property that information is not made available or dis-
closed to unauthorized individuals, entities, or processes.

• Integrity: The property of accuracy and completeness.

• Availability: The property of being accessible and usable upon demand by an
authorized entity.

The reach of GDPR applies across all EU member states and any organization in the
world that provides services to data subjects that are within the EU (IT Governance
Publishing, 2017). This coverage means that the diverse storage locations of data do
not escape the GDPR’s jurisdiction, in theory. The implications of GDPR on cloud
computing responsibilities indicate that the SaaS provider should be the only entity
in the supply chain to be accessed. It is the view of the researcher, that in addition to
GDPR, this answer is the only feasible one as it will be too costly and work intensive
to assess every entity in a SaaS supply chain.

3.8 Cloud Computing Risks

Leteinturier et al. (2019, p. 21) describe risk as, "the effect of an uncertainty as to
achieving a set of specific objectives." The risks involved in cloud computing can
seem to be endless due to the complex nature of the cloud ecosystem. As this study
aims at covering a broad range of relevant risk topics, it is necessary to fine-tune
the scope by seeking ranked cloud computing risk lists that provided guidance into
which are the major risks. During the MLR, it became evident that the majority of re-
search focused on the area of data security as a component of cloud computing risks.
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Notably, the researcher noticed differing use of terminology used in cloud comput-
ing differed throughout academic and grey literature. Potentially leading to misun-
derstanding of what certain author’s are referring to. Dutta, Peng, and Choudhary
(2013) also encountered this when developing their enterprise cloud computing on-
tology. The ontology in Dutta, Peng, and Choudhary (2013) is adopted to provide a
scientifically grounded foundation for categorizing risks. Figure 3.3 displays a mod-
ified version of the ontology suited to this study.

The original ontology has been broken into four high-level categories and twelve
sub-categories. The main categories being Organisational risks, Operational risks, Tech-
nical risks and Legal risks. Sub-categories of this ontology that cover only the internal
operations of the SaaS customer, and do not pertain to the SaaS customer’s ability
to safe guard and access their data or SaaS solution are removed, Ensuring only rel-
evant topics to this study’s aim are considered. Some modifications to the wording
of the sub-categories are made to improve understandability and the sub-categories
of SaaS continuity guarantee and Financial Stability are added to enrich the ontology
for this study. Notably, the Standards Compliance sub-category is investigated with
the intent to identify design requirements from existing standards and frameworks
applicable to ICT and business continuity. This is discussed in Sections 3.9 and 3.10.

FIGURE 3.3: Modified cloud computing risks ontology, adapted from
Dutta, Peng, and Choudhary (2013, p. 5)

The goal of Dutta, Peng, and Choudhary (2013, p. 39) is to “explore potential
risks that organisations may encounter during cloud computing adoption, as well
as to assess and prioritise these risks, from the perspective of ICT practitioners and
consultants”. The ontology is used in conjunction with a questionnaire to extract
views on the risks from 39 ICT experts from around the world. The feedback is then
used to rank the risks. The risks involved in cloud computing can seem to be endless
due to the complex nature of the cloud ecosystem. As this study aims at covering a
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broad range of relevant risk topics, it is necessary to fine tune the scope by seeking
ranked cloud computing risk lists that provided guidance into which are the major
risks seen in Table 3.1.

TABLE 3.1: Modified list of cloud computing adoption risks from
Dutta, Peng, and Choudhary (2013) and Armburst et al. (2010)

Risk
Rank-
ing

Armburst et al.
(2010)

Dutta, Peng, and Choudhary
(2013)

Palos-Sanchez (2017)
(data is from 2014)

Al-Hujran et al.
(2018)

1st Availability/
business conti-
nuity.

Privacy of enterprise or customer
data is jeopardised in the cloud.

Risk of a security breach. Security con-
cerns.

2nd Vendor lock-in. Inconsistent data protection laws
adopted by different countries
where cloud data are generated
and stored.

Uncertainty regarding
applicable legislation,
jurisdiction and the
mechanism for resolving
disputes.

Reliability.

3rd Data confi-
dentiality and
auditability

Difficult for user companies to
change cloud vendors even in the
case of service dissatisfaction (also
known as vendor lock-in).

Uncertainty about the lo-
cation of the data.

Privacy con-
cerns.

4th Data transfer
bottlenecks.

User companies lack disaster re-
covery and contingency plans to
deal with unexpected technical is-
sues in cloud environment.

Problems accessing the
software or the data.

Loss of control.

5th Performance un-
predictability.

Enterprise data migration difficul-
ties at the end of the cloud con-
tract.

Difficulties with leaving
or changing CSPs.

Vendor lock-in.

The literature selected are based on the following criteria: (1) must not focus on
one specific aspect of cloud computing; and (2) must be published scientific litera-
ture. An attempt is also made to use literature from different dates to identify any
long-lasting risks. The literature selected are displayed in Table 3.1. It shows the top
five risks from Armburst et al. (2010), Dutta, Peng, and Choudhary (2013), Palos-
Sanchez (2017), and Al-Hujran et al. (2018). It must be noted that Al-Hujran et al.
(2018) did not rank the topics but as it is a systematic literature review, the count
of literature supporting each topic is used to rank them in this study. By grouping
similar risks listed in Table 3.1, important areas of research for this study emerged.
Using the sub-categories of Dutta, Peng, and Choudhary (2013)’s ontology to guide
the grouping of topics. The following groups are identified: business continuity,
disaster recovery, data security, data privacy, and data and application moveability.
The grouping activity also attempted to reduce the overlap of the topics as much as
possible. These topics are discussed in Chapter 4 along with other topics that fall
within the groups.

3.9 ICT & Business Continuity Standards

Cloud Computing, as we know of it today is a young information and communi-
cation technology (ICT) industry that not yet been fully standardized (Moravcik,
Segec, and Kontsek, 2018). Luckily, many existing ICT industry standards are ap-
plicable to the cloud domain. The organizations that create these standards can be
placed in two groups. The first group focuses mainly on aspects of technology, and
the second deals with business standardization. However, the context of this study
requires a blend of business and technology aspects to be included in the framework.
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Diving deeper into the grouping of standards, Baudoin et al. (2016) distinguishes be-
tween three types of cloud standards seen below:

• Advisory standards: These are aimed at being flexible enough to be interpreted
and applied to all types of organizations. Allowing them to make use of con-
trols that are applicable to them. However, these characteristics make it unsuit-
able for straightforward compliance testing used by most certification sche-
mes.

• Security frameworks: These frameworks define specific policies, controls, check-
lists, and procedures along with processes for supporting that auditors to as-
sess and measure a CSP’s compliance. These types of standards are suitable
for certification.

• Standards specifications: These types of security standards specifically define
application program interface, data structures and communication protocols
that must be implemented to claim support for the standard.

Based on these definitions, this study aims to create a framework that qualifies as
a security framework as it is suitable for awarding certification marks. Certification
of cloud services can cope with the challenging lack of transparency, trust, accep-
tance, and play an essential role in the dissemination of technologies, knowledge
and, as such, contribute to a nation’s gross domestic product (Sunyaev and Schnei-
der, 2013; Habil et al., 2018).

This positive impact of certifications is also visible in the business continuity
industry from Business Continuity Institute’s (BCI) Horizon Scan Report 2020. The
report displays the results from a survey on the current stats of the business conti-
nuity industry trends, consisting of 665 respondents across 74 countries. Figure 3.4,
displays the responses to the question, “What benefits does certification provide to
you and your organization?” Providing insights into the levels of impact that a busi-
ness continuity certification can have on a number of business aspects. As business
continuity is a major focus of this study’s framework, this data provides an indica-
tion of the potential value arising from the application of this framework and similar
artefacts.

FIGURE 3.4: Business continuity certification benefits, extracted from
Elliott, Thomas, and Muhammad (2020, p. 32)
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3.9.1 Standards Landscape

By untangling the jungle of standards that are relevant to this study, the knowledge
base for developing requirements for the design of the framework. Additionally,
this list of standards provides the user of the SaaS continuity control framework
with the ability to identify existing standards that may satisfy the questions posed
by the framework. The European Commission’s Unit on Software and Services, funded
an initiative called CloudWATCH2. It is a European cloud observatory mission sup-
porting cloud policies, standard profiles, and services (CloudWatch2, 2017). The
initiative ended in August 2017, but released a guide on standards relating to the
cloud. CloudWATCH2 breaks the standards into three groups: portability, interoper-
ability, and security (CloudWatch2, 2017). Hogan et al. (2011) describes these groups
as seen below:

• Portability: Refers to the movement of data from one cloud system to another
and the ability of applications to be ported and run on different cloud systems
at an acceptable cost.

• Interoperability: Refers to the management and functional interfaces of cloud
services between cloud consumer applications and cloud service, and between
CSPs themselves.

• Security: Refers to the objectives of ensuring the confidentiality, integrity, and
availability of information and information systems.

Combining the findings from the MLR and standards lists from CloudWatch2
(2017), Elliott, Thomas, and Muhammad (2020), and Kosutic (2015), Appendix C.1
displays the standards and frameworks associated with each previously defined
group. Of the items listed, focus is made on the Cloud Controls Matrix v3.0.1 (Cloud
Secuirty Alliance, 2014). It becomes the benchmark for the SaaS continuity frame-
work, as it is composed of 310 questions across 133 security controls, grouped into
16 cloud technology related domains. It is freely accessible and contains an exten-
sive matrix of cloud-specific security controls, mapped to leading standards, best
practices and regulations. This matrix is used as a benchmark for the certification
framework’s design decisions. Notably, standards associated with business conti-
nuity are included in the security section of Appendix C.1. This is justified follow-
ing (IT Governance Publishing, 2017)’s definition of availability; a measure of being
accessible and usable upon demand by an authorized entity, and ISO (2019)’s defini-
tion of business continuity; the capability of an organization to continue the delivery
of products and services during a disruption. The researcher argues that business
continuity can be directly associated with the measure of the availability of services
within the cloud ecosystem. If a CSP fails to implement a business continuity plan,
it can be assumed that the potential for the provided cloud services to go become
unavailable increases.

3.10 ENISA Cloud Service Provider Certification Scheme

The European Union Agency for Cybersecurity (ENISA) developed the Cloud Service
Provider Certification scheme. This scheme is a guide for cybersecurity certification
of ICT services, products and processes, including cloud services. The development
of the Cloud Service Provider Certification scheme was initiated by Regulation (EU)
2019/881 (European Union Cybersecurity Act) (Leteinturier et al., 2019; Tajani and
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Ciamba, 2019). Barreira et al. (2019) provide insight into article 51 of the European
Union Cybersecurity Act states that any European cybersecurity certification scheme
should be designed with the following security objectives in mind:

• To protect stored, transmitted or otherwise processed data against accidental
or unauthorised destruction, loss or alteration or lack of availability during the
entire life cycle of the ICT product, ICT service or ICT process.

• That authorised persons, programs or machines are able only to access the
data, services or functions to which their access rights refer; to identify and
document known dependencies and vulnerabilities.

• To record which data, services or functions have been accessed, used or other-
wise processed, at what times and by whom.

• To make it possible to check which data, services or functions have been ac-
cessed, used or otherwise processed, at what times and by whom.

• To verify that ICT products, ICT services and ICT processes do not contain
known vulnerabilities.

• To restore the availability and access to data, services and functions in a timely
manner in the event of a physical or technical incident.

• That ICT products, ICT services and ICT processes are secure by default and
by design that ICT products, ICT services and ICT processes are provided with
up-to-date software and hardware that do not contain publicly known vulner-
abilities, and are provided with mechanisms for secure updates.

These objectives provide a set of requirements for the development of this study’s
framework. Article 54 presents additional core requirements that need to be present
in a certification scheme(Barreira et al., 2019). However, the majority of these ele-
ments are concerned with long term outcomes (refer to Figure 2.5) of the framework
and is outside the scope of this study . Article 52 of European Union Cybersecurity
Act describes the assurance levels for a scheme and explains how these should be
specified. Article 52 results in three assurance levels that a certification can achieve:

• Basic: Aims to minimise the known basic risks for cyber incidents (disruptive
events) and cyber attacks.

• Substantial: Aims to minimise known cyber risks, cyber incidents (disrup-
tive events) and cyber attacks carried out by actors with limited skills and
resources.

• High: Aims to minimise the risk of state-of-the-art cyber attacks carried out by
actors with significant skills and resources.

Future development of this framework can use the Cloud Service Provider Certifi-
cation scheme as a guide to achieve EU recognized assurance level. Table 3.2 shows
the assurance level achieved by existing certification organizations. In an attempt to
create a framework that may one day make this table, the researcher has attempted
to adhere to some of the elements present in the Cloud Service Provider Certification
scheme.
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TABLE 3.2: Existing cloud specific certifications and achieved assur-
ance level, extracted from Barreira et al. (2019)

Assurance Level Cloud Certification Cloud Service Layer
Basic Trusted Cloud IaaS, SaaS

Zeker Online Infrastructure
ENS low IaaS, SaaS

Substantial BSI C5 IaaS, SaaS
CSA STAR IaaS, SaaS
ISO 27017 IaaS
ENS medium IaaS, SaaS

High SecNum Cloud IaaS, SaaS
ENS high IaaS, SaaS

In the future, this study’s framework may aim to achieve the basic assurance
level recognition. Thus attention is brought to Barreira et al. (2019, p. 24)’s view
and recommendation on self-assessment certification schemes: “Due to the com-
plexity of the cloud computing supply chain, as well as the criticality of the data
and applications deployed on a cloud service, a security breach can have severe
consequences for the cloud user and the application provider (eg. SaaS). Therefore,
self-certification shall not be accepted in the basic level of assurance.”

3.11 Takeaways

Within this chapter, the major concepts of the cloud ecosystem have been discussed
to ensure that the study’s understanding of the ecosystem is sound. Within this
ecosystem, the top risk concepts have been identified and added to the knowledge
base to strengthen the DSR cycle. Leading to a more targeted approach in the lit-
erature study’s aim to extract requirements for the framework. Such findings have
prompted updates to be made to the conceptual model previously seen in Figure
1.1, creating version 2 which is displayed in Figure 3.5. The contributing concepts
extracted from this chapter are listed:

• The study’s point of view has been developed on which entity should be re-
sponsible for the continuity of a SaaS solution, and assessed using the frame-
work.

• Top cloud computing risks have been identified in Figure 3.3, and used to iden-
tify the high-level domains that become the main research concepts in the fol-
lowing chapter 4.

• The study’s artefact has been classified as a security framework providing a
better indication of the role the framework plays in the ICT security domain.

• The elicitation of ENISA certification scheme requirements in Section 3.10 is
used in the case study phase to determine the framework’s degree of effec-
tiveness as a security certification framework, and alignment with ENISA’s
security objectives.
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FIGURE 3.5: Research context conceptual-model version 2
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Chapter 4

SaaS Risks

4.1 Introduction

This chapter serves as an investigation into the concepts displayed in the modified
risk ontology displayed in Figure 3.3. The investigation aims to extrapolate secu-
rity framework requirements from the literature found on each concept. Tables and
lists have been used to provide enhanced clarity on the requirements that are in-
cluded in the first draft of the framework. Additionally, relevant statistics are pro-
vided to enrich the chapter with evidence of the relevance and real-world impact of
the topics discussed. Figure 4.1 displays the structure of the chapter, as well as the
concepts and sub-concepts discussed. Noticeably, some concepts contain few or no
sub-concepts, resulting from scoping decisions based on the depth of the informa-
tion pool relevant for this study, and the required granularity of the information for
use in the framework. Specific mention is brought to data security, this concept is
vital and complex, and can arguably form its own framework. For this reason, it has
been scoped to remain at a low-level of granularity.

FIGURE 4.1: SaaS risk concepts examined in Chapter 4
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4.2 Business Continuity

As previously stated, business continuity enables an organization to continue de-
livering products and services within an acceptable time frame during a disrup-
tion event (ISO, 2019). This capability is supported by an organization’s business
continuity plan. The differences between business continuity and disaster recovery
are sometimes blurred, and the terms are used interchangeably throughout litera-
ture. Therefore, this study views business continuity as an umbrella term that cov-
ers developing, testing, and managing enterprise-wide business continuity plans,
while disaster recovery is focused on developing continuity capabilities for business-
critical information and communication technology (ICT) infrastructure and appli-
cations (Audit and Association, 2012; Alshammari, Alwan, and Alshaikhli, 2016).
A business continuity plan is proactive and indicates what people, processes, and
technology are required to continue operations when a disruption occurs (Comp-
TIA, 2019). It stipulates the wait time in a disruption event before the disaster
recovery plan initiates (Arean, 2013). This time can be set in service level agree-
ments (SLA) detailing the minimum availability and response time, however there
are many factors that need to be considered when creating a business continuity
plan (Catteddu and Hogben, 2009). In Elliott, Thomas, and Muhammad (2020), the
unnamed Head of Business Continuity Management & Technology, in the United
Kingdom is quoted:

As we continue to move forward with new technology solutions, we are
growing our reliance more and more on third-party software. When new
technology such as software as a service (SaaS) is implemented, there
are different pros and cons from business continuity risk management
perspectives. If sufficient due diligence is not conducted regularly, then
the probability of an unexpected disruption would certainly increase and
more when the organization is undergoing technological change.

Business continuity plan and disaster recovery plan are two overarching facets
of business continuity management and include elements such as, risk assessment,
business impact analysis, risk mitigation, and contingency planning (Stanton, 2005).
Wiboonrat and Kosavisutte (2008) state that business continuity management should
be aimed at emphasizing the importance of:

• Understanding business continuity needs and the necessities for establishing
policies and objectives for business continuity.

• Implementing and operating controls for managing overall business continu-
ity risks.

• Monitoring and reviewing the performance and effectiveness of the continuity
system.

• Continuous improvement based on objective measurement.

When addressing these areas, organizations must identify a set of strategies that
take into consideration the resources available to achieve set objectives (Alhazmi
and Malaiya, 2013). When setting objectives, the organization’s staff, technologies,
and monetary strength must be identified to ensure that objectives are achievable.
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4.2.1 Business Impact Analysis

To create an effective business continuity plan, a business impact analysis should
be conducted to identify critical business functions, resources needed to continue
operations when a disruption event occurs, and assess the risks to business functions
(CompTIA, 2019). Critical functions are the functions that are needed to provide key
services that allow operations to continue (Torabi, Rezaei Soufi, and Sahebjamnia,
2014). Torabi, Rezaei Soufi, and Sahebjamnia (2014) provide a set of measures for
determining the critically business functions:

• Recovery time: The time needed to return a business function to its usual state.

• Recovery cost: Cost of operations for returning a business function to its usual
state.

• Possibility of outsourcing function: Existence of companies to outsource a busi-
ness function.

• Importance: Business functions have different roles in supporting services, and
some can be completed at any time while some require completion at a specific
time.

• Required manpower for recovery: Manpower needed for returning a business
function to its usual state.

• Vulnerability: Degree of influencing of a business function from disruption
events.

A risk can be seen as any reasonably identifiable circumstance or event that has
the potential to negatively impact business operations (Leteinturier et al., 2019).
CompTIA (2019, p. 3) describes a risk assessment as, “the systematic process of
studying the areas of potential risk to corporate operations.” A risk assessment
should identify risk controls, risk severity levels according to probability of occur-
rence, and impact on the business (CompTIA, 2019; Cerullo and Cerullo, 2004; Wi-
boonrat and Kosavisutte, 2008). Risks have differing levels of impact on the SaaS
provider with different effects. This requires the risks to be weighted differently in
order to provide an accurate score of the SaaS provider’s risk mitigation measures.
Barreira et al. (2019) state that a risk assessment process is commonly composed of
the five steps below:

1. Establishment of a risk assessment framework: Create or adopt a risk assessment
tool.

2. Identification of risks: Determine what are the threats that need to be analyzed.

3. Analysis of risks: Define requirements for achieving a satisfactory risk assurance
level accounting for the benefits versus cost, risk probability, and risk impact
levels.

4. Evaluation of risks: Based on the requirements, assign a risk severity level.

5. Selection of risk management option: Based on the risks and their severity level,
determine appropriate actions need to mitigate and react to risk occurrence
incidents.
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To complete the risk evaluation step, a risk evaluation matrix can be imple-
mented by an organization (Leteinturier et al., 2019). This matrix evaluates a risk’s
severity based on its probability and impact. As each SaaS solution’s architecture
will differ, the risk severity levels may vary significantly with the cloud architecture
being used (Catteddu and Hogben, 2009). The use of a risk evaluation matrix can
be seen in Elliott, Thomas, and Muhammad (2020). There is no specific mention of
which risk evaluation matrix is used in this BCI report. However, viewing Figure
4.2, one can see the use of risk impact and probability previously mentioned.

FIGURE 4.2: Risk evaluation forecast for 2020, extracted from Elliott,
Thomas, and Muhammad (2020, p. 21)

Publishing of Elliott, Thomas, and Muhammad (2020) occurred during the early
stages of the COVID-19 outbreak, and does not reflect the impact of the pandemic.
COVID-19 can be classified under Non-occupational disease which is ranked second
from last in Elliott, Thomas, and Muhammad (2020)’s list of forecasted threats. In
Elliott, Thomas, and Muhammad (2020, p. 1), the chair of BCI, reflected on this ad-
dressing the unpredictability of risks, “[Non-occupational disease’s] lowly position
in the 2020 results illustrates how, while the world’s attention is elsewhere, a differ-
ent threat can suddenly erupt and cause significant disruption.” The high ranking of
cyber attack and data breach, may increase as the global disruption caused by COVID-
19 continues to reveal countless vulnerabilities of ICT systems worldwide. This is
can be seen in the surges of reports in ransomware and other attacks in the health
industry, specifically hospitals and research entities tackling COVID-19 (Newman,
2020).

4.2.2 Documentation

Information system and business continuity plan documentation (eg. administra-
tor and user guides, architecture diagrams, and assigned roles and responsibilities)
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shall be made available to authorized personnel to ensure the configuring, installing,
and operating of the SaaS system is done effectively (Shanthan, 2016). Just as test-
ing is done periodically, the documentation should be evaluated by management
periodically and updated as changes occur (Zeker-Online, 2019). Reports and logs
of disruption events and resulting downtime should also be accessible (Rutherford,
2019).

4.2.3 Monitoring

A suitable method for the monitoring of service levels, information security, compli-
ance with relevant legislation and regulations, and staff training are the only ways
management can ensure that the business continuity plan can be effectively exe-
cuted (Jeon and Seo, 2015; IT Governance Publishing, 2017). Real-time monitoring
enables an organization to assign severity levels to disruption events and determine
the correct course of action (Catteddu and Hogben, 2009). Without this, affected
entities can not be informed of the disruption in a timely manner. This extends to
third-party service providers as they need to demonstrate compliance with infor-
mation confidentiality, integrity, and availability, access control, service definitions,
and SLAs stipulated in their contracts (Cloud Security Alliance, 2017a). Cloud-based
disaster recovery systems simplify the situation with the ability to monitor primary
data centers, making it easier to differentiate a simple network failure from a disaster
situation and react accordingly (Saquib et al., 2013).

4.2.4 Communication

In order for a business continuity plan to be effective, coordination between staff
must take place through specified communication channels (Zeker-Online, 2019).
It is also essential to establish an external communication plan (eg. supply chain
entities and customers) (CompTIA, 2019). A key component is the ability to quickly
identify assigned personnel that responsible for communicating disruption status
updates to employees and being the organization’s spokesperson towards the public
(Cloud Security Alliance, 2017a). Public communication plays an important role as
providers may make modifications to the terms of service (eg. posting an updated
version online) without giving any direct notification to the consumer (Alali and
Yeh, 2012).

4.2.5 Redundancy

Data redundancy is needed for preventing data loss and achieving set fault-tolerance
levels in cloud computing (Wang et al., 2013). There should be multiple paths to the
same set of systems so that a problem in a single path can occur with little or no
disruption to other paths. A fail over plan supports this switch over from primary
equipment to secondary equipment (CompTIA, 2019). Redundancy does not only
include networking, servers, and disk storage. A SaaS provider should identify sec-
ondary vendors who can provide services if the primary vendor is unable to deliver
(Cloud Security Alliance, 2017a). The hybrid cloud model supports these needs as it
enables data and application portability (Alali and Yeh, 2012).
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4.3 Disaster Recovery

Disaster recovery, aims at developing stand-alone databases and application sys-
tems allowing operations to quickly come back online after experiencing a severe
disruption. They must be able to temporarily replace the host system and handle
operations’ workload when the host system is unable to function (Alshammari, Al-
wan, and Alshaikhli, 2016). This is possible due to the rapid elasticity of the cloud
and its pay-per-use pricing model. Allowing a SaaS provider to acquire resources
needed for operations, such as data storage and applications, from third-party enti-
ties (Saquib et al., 2013). Disaster recovery plans need to account for fault tolerance,
which is the system’s ability to withstand sudden changes due to any type of failure,
and is measured with recovery point objectives (RPO) and recovery time objectives
(RTO) (Mesbahi, Rahmani, and Hosseinzadeh, 2018). Additionally, the handling of
financial costs associated with data transfers, storage, third-party hosting, such as
SaaS-escrow, and the cost of downtime must be accounted for (The Cloud Service
Measurement Initiative Consortium (CSMIC), 2014).

Downtime costs can result in massive revenue loss and may even cause an in-
evitable shutdown in the future. Table 4.1 shows the potential severity of downtime
costs, despite a company having high service availability. Notably Gagnaire et al.
(2012), acknowledge that the costs used to create Table 4.1 vary tremendously in
reality.

TABLE 4.1: CSP downtime costs, sourced from Gagnaire et al. (2012)

Cloud Service Provider 2013 Down-
time (Hours)

Availability
(%)

Cost (€)/
Hour

Total Cost
(€)

Microsoft Azure 272.04 96.89 309,120 84,093,004
IBM 223 97.45 309,120 72,024,960
Amazon Web Service 68.18 99.67 309,120 21,075,801
Salesforce 84.72 99.03 184,000 15,588,480
Dropbox 17 99.80 184,000 3,128,000

FIGURE 4.3: Measures of impact from disruption events in 2019, ex-
tracted from Elliott, Thomas, and Muhammad (2020, p. 24)
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Excluding financial costs, there are many other measures that are negatively im-
pacted by disruption events. Elliott, Thomas, and Muhammad (2020), provide a list
of areas that are impacted, seen in Figure 4.3. The top four impacted areas in Figure
4.3 are non-tangible, in the area of internal/ external human responses to disruption
events. Suggesting the further development of this study’s framework should in-
clude a domain on human resources. This is not covered in this study, as the focus
is applied more on the business technological aspect of the study’s context.

4.3.1 Back-up Strategy

There are three options for back-up strategies that support an organization’s dis-
aster recovery plan, namely, cold, warm, and hot strategies (Suguna and Suhasini,
2014). Cold back-ups often only replicate data on a periodic basis resulting in an
RPO of hours to days. Additionally, it requires additional preparation time to get
servers ready to run the application resulting in a high RTO (Sabbaghi, Mahboubi,
and Othman, 2017). The only advantage to a cold back-up is its low costs. The next
back-up strategy is warm, which has standby servers available to run the applica-
tion after a failure occurs, taking minutes to become available (Sabbaghi, Mahboubi,
and Othman, 2017). A hot back-up strategy uses synchronous replication to prevent
data loss by means of a set of mirrored stand-by servers that are always available to
run an application (Suguna and Suhasini, 2014; Sabbaghi, Mahboubi, and Othman,
2017). This strategy is needed for business-critical applications and is the most ef-
fective strategy and costly of the three. Figure 4.4 provides a visual of a hot back-up
site situation.

FIGURE 4.4: Hot back-up site situation, adapted from Sabbaghi, Mah-
boubi, and Othman (2017)

4.3.2 RPO & RTO

When systems encounter failures to its primary resources, a failover plan is initi-
ated, switching the system over to a back-up system (Suguna and Suhasini, 2014).
Whereas, a failback plan is the switch from the back-up system to the primary sys-
tem when failures in the primary system have been rectified. These plans have a cost
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and need to have an allocated budget that addresses RPOs and RTOs. RPO quanti-
fies the acceptable amount of data that can be lost, and RTO the acceptable outage
time for a business process or application (Wiboonrat and Kosavisutte, 2008). RPO
values range from a few minutes to several hours, whereas RTO values range from a
few minutes to a few days (Alhazmi and Malaiya, 2013). RPO can be interpreted as
the highest allowable time between back-ups (Alshammari, Alwan, and Alshaikhli,
2016). The lower the RPO, the higher the total expense of preserving the required
infrastructure needed to support recovery efforts. The timeline and positioning of
RPO, RTO, and data-backups in a disaster recovery plan is shown in Figure 4.5. T1 -
T6 represent the time to complete each activity, adding up to the total RTO.

FIGURE 4.5: Recovery point objective (RPO) and recovery time objec-
tive (RTO) time line, extracted from Wiboonrat and Kosavisutte (2008,

p. 679)

4.3.3 Service Reliability

The reliability of a service is the correctness of its responses according to its specifi-
cations, and should not be confused with availability, which is the system’s ability to
respond (Dudouet, Edmonds, and Erne, 2015). Due to cloud computing’s resource
pooling characteristic, failure at one of the entities involved in the supply chain is
inevitable. For this reason, reliability in cloud computing is measured using mean
time till recovery, which is the average time it takes to get a service up and running
again after a failure (Adams et al., 2014). There are a few types of failures that need
to be measured. Kaur and Kumar (2015) provides a list of these failure types:

• Overflow: When the job request queue reaches its limit and users are unable
to get the service they want after the maximum number of new requests have
been discarded.

• Timeout: This occurs when the set waiting time for a requested job to be com-
pleted is surpassed.

• Data resource missing: When data resources registered on the data resource
manager are removed but the data resource manager is not updated. This
results in any job request for that data resource to fail.

• Computing resource missing: When a computing resource (physical or virtual) is
unavailable, any request for that resource will fail.

• Software failure: This failure is due faults or unexpected results in active pro-
grams.

• Database failure: When a database crashes and all requests to access fail.
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• Hardware failure: When the physical components of the computing resources
or data resources stop working.

In order to shrink mean time till recovery, a SaaS provider needs to implement
design, development, and training practices that improve detection and recovery
from the different types of failures. By following the design principles by Adams
et al. (2014), a SaaS provider can shrink the mean time till recovery by apply:

• Design for resilience: The service must withstand component-level failures with-
out requiring human intervention, be able to detect failures, and automatically
take corrective measures. When failure occurs, the service should degrade
smoothly, providing partial functionality rather than abruptly going offline.

• Design for data integrity: The service must capture, manipulate, store, or discard
data in the correct manner according to set specifications.

• Design for recoverability: A service or its components should be able to recover
quickly and automatically and the teams should be able to restore services
quickly and completely if disruption occurs.

These design areas can be addressed by seeking compliance with the appropriate
standard specifications. Compliance with such specifications can reduce the number
of software imperfections, human errors, and infrastructure failures. Ideally, these
specifications should influence the development services at the early stages of the
software development life-cycle.

4.4 SaaS Continuity Guarantee

A SaaS continuity guarantee is a type of insurance offered by a SaaS provider to a
SaaS customer, that stipulates the details about the availability of data and services
in the event of a disruption in the SaaS supply chain (Cerullo and Cerullo, 2004; Van
De Zande and Jansen, 2011; Snedaker and Rima, 2013). Van De Zande and Jansen
(2011) list the requirements for a complete SaaS continuity guarantee as (in order of
importance):

1. Own Backup: Every SaaS customer should be able to download all of its data.

2. Hosting Insurance: A third-party should create an arrangement with the hosting
provider to continue hosting even if the SaaS provider fails.

3. Arrangement with content providers: If the SaaS application contains paid content
from third-parties, they should also continue providing the content.

4. Support and maintenance for the application: If the SaaS provider disappears, the
customer also loses support. A third party could try to continue support for
the application.

It is essential that a SaaS customer ensures that these topics (at a minimum) are
covered in the terms and conditions for a cloud service agreement. Two types of ser-
vice agreements exist, non-negotiable agreements and negotiated agreements. Non-
negotiable agreements create the economies of scale enjoyed by public cloud com-
puting that is necessary for its survival (Alali and Yeh, 2012). SaaS providers tend to
lean towards excluding liability clauses in their agreements, particularly for outages
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and data loss (Hon, Millard, and Walden, 2012). Iron Mountain, an enterprise infor-
mation management company, reported in their article Boruvka (2016), that 79% of
SaaS providers do not guarantee application continuity. Providers justify this lack
of liability, stating that they already provide a commoditized service and that cus-
tomers should bear the burden of risk (De Jong, Jansen, and Overbeek, 2019). Hon,
Millard, and Walden (2012, p.94) state that this is understandable, as “providers may
not wish to be exposed to say 100 million of liability for a deal worth 1 million; and
unlimited liability could put smaller providers out of business.”

Liability agreements are usually coverage across multiple documents, such as
SLAs, privacy policies, acceptable use policies, and terms of use (Alali and Yeh,
2012). Alali and Yeh (2012) describes these documents as follows:

• SLA: Represents the understanding between the cloud consumer and cloud
provider about the expected level of service to be delivered. Elements covered
in SLA can be used as triggers for business continuity plans or disaster recov-
ery plans, and should be considered even though an SLA does not meet the
requirements of a SaaS continuity guarantee.

• Privacy policy: Documents information handling practices and how consumer
information is collected, used, and managed.

• Acceptable use policy: Identifies prohibited behaviors by cloud consumers.

• Terms of use: The licensing of services, limitations on liability, and modifications
to the terms of the agreement.

Privacy and security risks are dependent on these agreements. In this study, only
SLAs are explored as they typically contain quantifiable elements that can be directly
linked with mechanisms for maintaining service availability, which is also the aim
of implementing SaaS continuity guarantees (Ackermann, 2012).

4.4.1 SaaS-escrow

Before SaaS-escrow, there was software escrow, which is a service that helps pro-
tect all parties involved in a software license by having a neutral third-party escrow
agent hold source code, data, and documentation until a trigger event occurs (Weigl,
Binder, and Strodl, 2013). SaaS-escrow is a modified version of the regular source-
code or software escrow that can contain additional features such as, data back-ups,
the deposit of source-code, and the continuation of SaaS solution hosting through a
third-party hosting provider (Van De Zande and Jansen, 2011). A visual of the SaaS-
escrow situation is given in Figure 4.6.

Escrows have two main types, single beneficiary, and multiple beneficiary. A
single beneficiary arrangement is between the SaaS provider, one SaaS customer
and the escrow agent, where as a multiple beneficiary arrangement contains multi-
ple SaaS customers. In single beneficiary arrangements, the SaaS-escrow is typically
more negotiable than in a multiple beneficiary situation, as a standardized master
contract is typically applied to the beneficiaries (EscrowTech, n.d.). In all cases, the
escrow arrangement needs to be scrutinized by the SaaS customer. The MLR ex-
tracted a set of topics for vetting a SaaS-escrow arrangement in Table 4.2.
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FIGURE 4.6: SaaS-escrow situation, extracted from Van Velzen, De
Jong, and Jansen (2019, p. 15)

TABLE 4.2: SaaS-escrow topics for vetting contracts

Topic Description Source

Source code
deposit

This is a listing of commands to be compiled or assembled
into an executable computer program. This should include
the internal repositories and third-party dependencies.

EscrowTech (n.d.),
Freeman (2004), and
Stulman (2008)

Data deposit Deposit of SaaS customer data. EscrowTech (n.d.),
Freeman (2004), and
Stulman (2008)

Documentation This a board category that covers any documentation that
is needed to make the new SaaS solution operational and
when this needs to occur. Eg. User manuals, instructions
for executing source code, and server and application con-
figuration instructions.

EscrowTech (n.d.),
Sagastume (2017),
Freeman (2004), and
Stulman (2008)

Frequency
of deposits

The schedule of deposits containing all relevant material
into the escrow vault.

EscrowTech (n.d.)
and Stulman (2008)

Deposit
method

The online or offline method of depositing or updating the
escrow vault.

EscrowTech (n.d.),
Sagastume (2017),
and Stulman (2008)

Data back-
up and
storage
planning

The details about when data-backup occur and where they
will be stored before the deposits are made.

EscrowTech (n.d.),
Sagastume (2017),
and Stulman (2008)

Technical
verification

The auditing should be done on the deposit process to en-
sure it has been successfully completed, and the material
has maintained its integrity after the deposit. This verifi-
cation should produce a report containing the file listing,
deposit analysis, build and compile analysis, binary com-
parison, and any associated test results.

EscrowTech (n.d.),
Freeman (2004), and
Stulman (2008)

SaaS-escrow
vendor
background

A background check of the vendors’ history, list of clients
and CVs of the C-level executives and technical staff.

EscrowTech (n.d.),
Sagastume (2017),
and Freeman (2004)

4.4.2 SaaS Guarantee Fund

A SaaS guarantee fund in accounting and finance is known as a a special purpose
vehicle or entity. Modifying the definition of an special purpose vehicle to suit the
context on this study, it is a legal entity created by a firm or group of firms for the
sole purpose to financially support the continuation of SaaS services in the event
that the SaaS provider enters into financial difficulty or bankruptcy (Van Velzen, De
Jong, and Jansen, 2019). This fund is a separate legal entity taking the form of either
a limited partnership, limited liability company, trust, or a corporation (Carey et al.,
2013). They are essentially ghost firms that have no employees, make no substantive
economic decisions, have no physical location, and can not go bankrupt (Carey et al.,
2013). Figure 4.7 visualizes the SaaS guarantee fund situation.

These funds come with their own advantages and disadvantages. The advan-
tages arise from the exclusion of third-party ownership over the fund. This allows
for more complete control over and the ability to customize for a specific solution.
Additionally, if multiple providers invest in the fund, the cost can be low. A study
by Van Velzen, De Jong, and Jansen (2019) showed that out of 67 Dutch ICT SMEs,
only five had SaaS guarantee funds as part of their continuity guarantees. This small
number of active SaaS guarantee funds are due to its disadvantages: (1) the amount
of work required from the provider in setting up the fund; (2) the provider’s re-
sponsibility in maintaining the fund; and (3) the lack of prior experience in SaaS
guarantee funds (Van De Zande and Jansen, 2011).
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FIGURE 4.7: SaaS guarantee fund situation, extracted from Van
Velzen, De Jong, and Jansen (2019, p. 15)

4.5 Service Level Agreement

SLAs are legal documents that contain quality of service requirements, usually us-
ing a number of measurable parameters that are agreed to by the SaaS provider and
customer (Patel, Ranabahu, and Sheth, 2009). SLAs should be scrutinized for details
about contracted support, tiers of support; how issues and inquiries are escalated,
emergency response times, availability, scalability, reliability, performance, through-
put, and back-up frequency (Sagastume, 2017; Alhamad, Dillon, and Chang, 2010;
Gao, Bai, and Tsai, 2011). Non-performance to the agreements should also be cov-
ered by indemnity (legal and financial) clauses, and if possible, compensation clauses
to breaches in agreements (Boruvka, 2016). It is common that cloud service providers
(CSP) do not offer compensation as Chana and Singh (2014) state that 85% CSPs do
not enforce penalties for SLA violation. A set of high-level topics identified in the
MLR as critical to SaaS continuity guarantees that may be found in SLA are seen in
Table 4.3.

TABLE 4.3: SLA topics for scrutinization

Topic Description Source

Customer
support

The Cloud Service Measurement Initiative Consortium (CSMIC)
(2014, p. 4), defines it as, “the response time and extent to which
the CSP includes or makes available assistance to the client in
their efforts to use the service, including answering questions
about the service and working around or correcting any prob-
lems that may arise”.

Alhamad, Dil-
lon, and Chang
(2010)

Disruption
severity
tiers

A disruption can have different levels of impact on business pro-
cesses. CompTIA (2019) provides the following tier levels de-
scriptions: Tier 1 systems are the highest priority and include
those ICT assets that would put the business at risk with even
the briefest outage. Tier 2 system outages are ones business can
tolerate. They can last a few hours or up to several days before
the organization is impacted. Tier 3 systems can be down for
longer periods and are generally noticeable only to ICT.

Sagastume
(2017)

Documentation This is a board category which covers any documentation that
is needed to make the new SaaS solution operational and when
this needs to occur. This should include the build instructions
which contain the steps taken when building the source code
into an executable. The configuration instruction includes the
steps needed for the server to run the application and any con-
figurations.

Sagastume
(2017)

Continued on next page
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Table 4.3 - continued
Topic Description Source
Local and
interna-
tional poli-
cies

The policy standards that the provider follows. Alhamad, Dil-
lon, and Chang
(2010)

Availability A measure of being accessible and usable upon demand by an
authorized entity (IT Governance Publishing, 2017).

Alhamad, Dil-
lon, and Chang
(2010) and Gao,
Bai, and Tsai
(2011)

Scalability The ability of a system to allocate resources based on demand. Alhamad, Dil-
lon, and Chang
(2010)

Reliability A measure of the successful responses to job requests based on
system specifications over a period of time (Dudouet, Edmonds,
and Erne, 2015).

Alhamad, Dil-
lon, and Chang
(2010) and Gao,
Bai, and Tsai
(2011)

Response
time

The time between the creation of a request to initiate some pro-
cess and its completion.

Sagastume
(2017) and Al-
hamad, Dillon,
and Chang
(2010)

Through-
put

The amount of data that can be retrieved from the system in
specific unit of time.

Security This pertains to cryptography, authentication, and authorization
that affect the confidentiality, integrity and availability of data
and services (Ackermann, 2012; Yu, Ren, and Lou, 2012).

Sagastume
(2017), Al-
hamad, Dillon,
and Chang
(2010), and Gao,
Bai, and Tsai
(2011)

Privacy This involves the collection, processing (including deletion or
modification) of personal data, the rights of data subjects, and
the protection of their personal data (IT Governance Publishing,
2017).

Alhamad, Dil-
lon, and Chang
(2010)

Deposit
method

The online or offline method of depositing or updating the es-
crow vault.

Sagastume
(2017)

Back-up fre-
quency

The frequency at which back-ups of the deposited material are
taken.

Sagastume
(2017)

Compensation If an SLA is broken, how or if the SaaS customer will be reim-
bursed.

Sagastume
(2017), Al-
hamad, Dillon,
and Chang
(2010), and
Boruvka (2016)

Third-party
support

Information regarding the SLAs between the SaaS provider and
any third-parties that will support the SaaS provider in the event
that a disaster recovery plan is activated.

Sagastume
(2017)

4.6 Data and Application Moveability

This section focuses on data transfer mechanisms such as, back-up and replication.
Back-ups secure data from human faults, hardware problems as well as natural
catastrophes (Alshammari, Alwan, and Alshaikhli, 2016). Many providers take two
or three back-ups of data in practice without contractual obligation. However, this
typically does not come with a warranty on the back-ups’ integrity (Hon, Millard,
and Walden, 2012). The format of the data is also essential. The format must be ma-
ture enough that it is compatible with other clouds or SaaS solutions. The provider
should at least provide the option to return data in a .CSV format as many systems
accept it.

Data replication is the act of copying data and then moving data between a com-
pany’s sites, whether those be data centers, co-location facilities, public, or private
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clouds. Replication is handled by the SaaS provider which copies the data and
moves data between the organization’s sites (eg. data centers and clouds) (Phillips,
2009). It can take place amongst the following control (refer to Figure 3.2) layers:
(1) application layer, uses file based replication; (2) OS layer, uses host based repli-
cation; (3) virtualization layer, uses hypervisor based replication; (4) device-driver
layer, uses appliance based replication; and (5) storage layer; uses storage based
replication mechanism (Saquib et al., 2013). Replication can be done using different
techniques that improve available and resource consumption (Hernandez-Ramirez,
Sosa-Sosa, and Lopez-Arevalo, 2012). Mirroring is a simple technique that creates
a copy and places it on a different disk every time a file is stored in a disk. Total-
Replication provides the highest data availability technique as stores copies of files
in all available file servers. However, it requires the highest consumption of re-
sources.

For SaaS customers that have lost access to their SaaS solution and data, it can
be difficult to transfer to a new provider, or to a private cloud (Alali and Yeh, 2012).
This situation is called vendor lock-in, which is the inability or difficulty for a SaaS
customer to switch over to other service providers (Salleh et al., 2018). This is a result
of poor compliance with portability standards such as Open Virtualization Format,
and Topology and Orchestration Services for Applications. These standards aim to
allow two or more kinds of cloud infrastructures to effortlessly use data and services
across cloud systems (CloudWatch2, 2017).

4.7 Data Security

Cloud computing emerged from the combination of existing technologies, includ-
ing service oriented architecture, virtualization, and utility computing. As a result,
most data security and privacy issues are old problems in a new context (Jansen and
Grance, 2011). Data security issues become more complicated due to the character-
istics of the cloud ecosystem described in Section 3.1. As displayed in Figure 3.2,
the SaaS provider has control over the full stack of cloud technology. This creates
a dependency of the SaaS customer on the SaaS provider for implementing the ap-
propriate data security measures (Kumar, Raj, and Jelciana, 2018). These measures
must ensure that data objects in cloud servers (eg. user database and file systems),
and data in transit between the cloud and the SaaS customer, including mobile data,
are secured (Yu, Ren, and Lou, 2012). Data objects also include sensitive user iden-
tification information created by the user management model, service audit data,
service instance information, temporary runtime data, and other data types of dif-
ferent values.

A SaaS provider should have a suite of security services in place to cover the full
stack of security threats. ORACLE and KPMG (2020) surveyed 750 organizations
and discovered that 92% of them admitted that they have a gap between current
and planned cloud usage, and the maturity of their cloud security controls. Ideally,
security controls should comply with industry standards, such as those see in Ap-
pendix C.1. Bibi, Katsaros, and Bozanis (2012) conducted a strengths, weaknesses,
opportunities, and threats analysis of cloud computing and ranked security services
pertaining to confidentiality, integrity and availability as the top security threats.
From the readings of Ackermann (2012) and Yu, Ren, and Lou (2012), Table 4.4 has
been constructed containing further explanations into these security service areas.
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TABLE 4.4: Cloud computing security service areas

Security Area Description Source

Data con-
fidentiality
assurance

This protects data from being disclosed to illegitimate parties result-
ing in only a small group of individuals knowing the relevant secu-
rity elements implemented. Encryption techniques should be used
to ensure that store or transmitted data can not be read by unautho-
rized entities. For stored data this assurance comes through access
control or rights settings in the SaaS solution. Encrypted channels
such as secure sockets layer connections or virtual private networks
can be used to secure transmitted data.

Ackermann
(2012)

Data in-
tegrity
protection

This protects data from unauthorized change to the information in
transmission, storage, or processing. This includes the completeness
and correctness of data as well as the correct functionality of the sys-
tem. Data integrity also impacts the validity of audits on the system.
If data integrity is compromised, then audit reports will yield incor-
rect results. To maintain data integrity, secure cryptographic hash
functions, such as secure hash algorithm-2, are used to detect unau-
thorized changes.

Ackermann
(2012)

Service
auditability

Coverage of this service provides SaaS customers with monitoring
capabilities in order to assess how their data is accessed and to en-
force compliance with standards or SLAs. This requires the SaaS
provider to invest in mechanisms to ensure an acceptable degree of
transparency is achieved in regards to accessibility of data.

Yu, Ren, and
Lou (2012)

Data avail-
ability

This pertains to the ability of users to access the service and data
when they desire. Elements of this topic have been covered through-
out this chapter and will not be discussed here. Some approaches
to improving data availability involve implementation of load-
balancing mechanisms, and packet filtering to protect the systems
against denial of service attacks.

Ackermann
(2012)

From the definitions in Table 4.4 it can be extrapolated that, to some degree, the
concepts are interdependent. Data confidentiality, integrity, and service auditability
are complex ,and together can form the focus of a separate study. The significance of
these areas has been interpreted through the comparison of top cloud adoption risks
seen in Table 3.1. However, the study’s scope is primarily focused on addressing the
area of availability, by concentrating on continuity guarantees and closely related
concepts. Additionally, the time estimated to develop and evaluate detailed secu-
rity control questions for confidentiality, integrity, and auditability will exceed this
study’s time frame. To compensate for these constraints, Table 4.5 provides high-
level security control concepts adopted from the Cloud Controls Matrix v3.0.1 that
address confidentiality, integrity and auditability. To ease the time needed to evalu-
ate the associated questions by experts, each control is addressed by one question in
the SaaS continuity control framework. Further development of the framework will
require a more granulated coverage of these controls.

TABLE 4.5: Cloud computing service security controls

Security Area Description Source

Application
and inter-
face security

Prior to granting customers access to data, assets, and information
systems through application program interfaces, security, contrac-
tual, and regulatory requirements for customer access must be ad-
dressed. This includes the design, processes, and systems that keep
a cloud application program interfaces responding to requests, se-
curely processing data, and functioning as intended (Expedited SSL
Inc, 2020).

Cloud Secu-
rity Alliance
(2017b)

Audit as-
surance and
compliance

Compliance validates awareness of and adherence to corporate obli-
gations. Audits are vital for proving or disproving compliance.

Cloud Secu-
rity Alliance
(2017b)

Change con-
trol and con-
figuration

Policies and processes in use by the CSPs should ensure that only the
personnel granted appropriate privileges could make use of or mod-
ify data/work products (The Cloud Service Measurement Initiative
Consortium (CSMIC), 2014). Misconfigurations in internal and ex-
ternal security controls expose the system to unauthorized traffic can
allow the spread of malicious attacks on the system (ORACLE and
KPMG, 2020).

Cloud Secu-
rity Alliance
(2017b)

Continued on next page
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Table 4.5 - continued
Security Area Description Source
Data se-
curity and
information
life-cycle

Critical vulnerabilities are addressed prior to deployment, includ-
ing the analysis of source-code to detect security bugs vulnerabilities
prior to the release of cloud products.

Cloud Secu-
rity Alliance
(2017b)

Encryption
and key
manage-
ment

An encryption system is made up of the data, encryption engine, and
key management. The encryption engine performs the mathematical
process needed for encryption. Whereas the key manager handles
the keys that are applied using the engine to encrypted text, or to
decrypt data. SaaS providers typically only encrypt data transmis-
sions using secure socket layer, and do not provide much encryption
for the data that is stored in the cloud (Rzepka, 2012).

Cloud Secu-
rity Alliance
(2017b)

Identity and
access man-
agement

This is focused around defining and managing the roles and access
privileges of users and the reasons for the granting or denying priv-
ileges (Martin and Waters, 2018).

Cloud Secu-
rity Alliance
(2017b)

Threat
and vul-
nerability
manage-
ment

Mechanisms in place to ensure that services are protected against
known recurring cyberthreats as well as new evolving vulner-
abilities (The Cloud Service Measurement Initiative Consortium
(CSMIC), 2014).

Cloud Secu-
rity Alliance
(2017b)

Mobile de-
vice security

Mobile devices, including smartphones, laptops, and other Internet
access enabled devices can expose organizational data if not prop-
erly protected (Halpert, 2004). With the emergence of the Internet of
Things, any device that interacts with a cloud service supporting a
SaaS presents an opportunity for malicious attacks to occur.

Cloud Secu-
rity Alliance
(2017b)

4.8 Data Privacy

As of May 25th 2018, the General Data Protection Regulation (GDPR) has been initi-
ated. GDPR obliges relevant parties to provide assurance about the responsibilities
and agreements between the parties (Zeker-Online, 2019). Citizens should now have
more control over their personal data and actions that can be taken if personal data
is misused. While data controllers and processors are now required to protect sensi-
tive personal data by design (IT Governance Publishing, 2017). As the GDPR covers
the area of data privacy, this section can be seen as an extension of what is already
mentioned in Section 3.7. The GDPR is a unified law implemented by the European
Union (EU) Commission, of which one of its key goals is to protect the rights, pri-
vacy, and freedoms of natural persons in the EU. IT Governance Publishing (2017)
provides guidelines for compliance with GDPR standard and indicates that each
organization should implement a privacy compliance framework. The framework
must cover all activities that involve the collection, processing (including deletion or
modification) of personal data, the rights of data subjects, and the protection of their
personal data. IT Governance Publishing (2017, p. 26) states that “a privacy compli-
ance framework is useful primarily because it provides a structured way of manag-
ing confidential data in such a way that the organization is able to comply with often
complex laws and, perhaps, on a multi-jurisdictional basis.” For organizations that
do not have a framework, IT Governance Publishing (2017) recommends adhering
to ISO/IEC 27001:2013 and BS 10012:2017 standard in order to become GDPR com-
pliant. Whichever approach to developing a privacy compliance framework and
organization takes, it must be capable of achieving the following objectives:

• Capable of responding to subject access requests within one month.

• Capable of identifying and reporting data breaches to supervisory authorities
within 72 hours.

• Capable of retaining personal data for extended periods of time.

• Capable of training staff awareness on privacy regulations.
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Many of the concerns regarding data privacy are also addressed through the
proper application of the security services in Table 4.4 and through privacy level
agreements (CloudWatch2, 2017). A privacy level agreement is an extra attachment
to the cloud service agreement contract and describes the level of privacy protection.

4.9 Testing

Business continuity and security incident response plans need to be subjected to
testing at planned intervals or when significant changes occur in the organization
(Zeker-Online, 2019). Incident response plans should involve impacted business en-
tities and other business relationships that represent critical SaaS supply chain de-
pendencies (Cloud Security Alliance, 2017a). Besides testing the response plans, test-
ing of the SaaS environment is essential. This is done through cloud-based software
testing, which is the testing and measurement activities on a cloud environment and
its supporting infrastructure (Gao, Bai, and Tsai, 2011). Minor faults in one part of
the system can cause cascading problems in quality of service, potentially leading
to a service disruption event. For this reason, SaaS testing must validate underlying
functional and non-functional components as well as the system’s interoperability.
Table 4.6 presents a non-exhaustive set of SaaS testing tasks and their objectives.

TABLE 4.6: SaaS testing tasks, objectives and focuses, extracted from
Gao et al. (2013)

Testing Task Objective and Focus

Component test-
ing

Perform black-box and white-box testing for components.

Function testing Test tenant-based service functions, behaviors, workflows, and transactions.

Integration test-
ing

Perform integration between SaaS system and content providers, and check
multi-tenant based service integration.

Deployment and
recovery

Test SaaS deployment and its fault-recovery.

Multi-tenancy
testing

Test multi-tenant based functions and services.

Quality of ser-
vice

Assure the given quality of service requirements in SLA agreements, includ-
ing scalability, reliability, availability, performance, and system through-put.

On-demand test-
ing and simula-
tion

On-demand large-scale test generation and simulation.

Security testing Test single/multiple tenant-based SaaS security in databases, workflows,
transactions, and functions and user privacy and system security.

Customization
and configura-
tion testing

Test the quality of tenant-based customizations and configurations in SaaS
databases, workflows, user interfaces, and functional services.

Connectivity
testing

Test the quality of the SaaS system’s API connectivity.

User interface,
portability and
compatibility

Test user interfaces in usability, portability, and compatibility.

Continuous up-
grade testing

Validate continuous upgrades of SaaS whenever new tenants are added,
and/or existing software is changed.

4.10 Financial Stability

For this study, a simple definition of financial stability has been adopted. Financial
stability is the ability of a firm to function in good times and bad, and absorb all the
good and bad things that happen in the economy (Board of Governors of the US Fed-
eral Reserve System, 2018). There are many external and internal factor that affect a
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business. Using the financial measures presented in Turley, Robbins, and McNena
(2015), Maverick (2016), and Goel (2015), attempts to provide an indication of how
a SaaS provider is performing and its ability to support its business continuity plan
and disaster recovery plan. Stand alone figures are not useful in determining finan-
cial stability or a business’s overall health (Maverick, 2016). Therefore, measures
using ratios are best suited. The ratios selected do not form an exhaustive list but is
comprised of company financial health indicators. It is noteworthy to indicate that a
study by Schneider et al. (2014, p.5004), on cloud certification criteria, reported that
“financial stability was discouraged from being included in a certification [scheme]
by four out of eight [research] participants.”

4.10.1 Liquidity

It is a measure of the ability to meet short-term debt obligations without having to
liquidate assets or close down. In general, the greater the coverage of liquid assets
to short-term liabilities, the better as it is an indication that the organization can pay
its debts while at the same time fund its ongoing operations (Turley, Robbins, and
McNena, 2015).

Current Ratio measures a company’s ability to pay off short-term liabilities with
current assets (Kenton, 2019a). Generally, an ideal current ratio is 2:1 and typically
a high ratio implies that the firm should be able to pay off its short-term debt easily
(Goel, 2015). However, a very high current ratio signifies idle current assets.

Current Ratio =
Current assets

Current liabilities
Quick Ratio focuses on the more liquid assets and leaves out inventory, which

can be hard to liquidate at market value in a timely fashion (Kenton, 2019d). An
ideal liquid ratio is considered as 1:1 (Goel, 2015).

Quick Ratio =
Liquid assets

Current liabilities

4.10.2 Solvency

It is the ability to repay long-term debts and the interest on those debts. Essentially
it is concerned with the long-term financial health and survival of the organization
(Turley, Robbins, and McNena, 2015).

Debt Ratio measures the extent of a company’s assets that are funded through
long-term debt as opposed to equity. A high debt ratio signifies that the company
has a lot of debt relative to its equity (Goel, 2015).

Debt Ratio =
Total debt

Total assets
Debt-equity Ratio measures the degree to which a company has been financing

its growth though loans (Hayes, 2019b). Low debt–equity ratios are favoured by
investors as it indicates that their interests will be better protected if the company
encounters financial hardship. The average debt–equity ratio is considered as 2:1
(Goel, 2015).
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Debt-equity Ratio =
Long term liabilities

Equity

Debt-service Coverage Ratio measures how much a company can cover its an-
nual debt obligations using cash flow from core activities (Hayes, 2019c). A high
ratio indicates a larger amount of cash flow available to satisfy annual interest and
principal payments on debt (Goel, 2015).

Debt-service Coverage Ratio =
Cash flow from operating activities

Interest expense + Installments

4.10.3 Operating Performance

The measure of difference between revenue income and expenditure for the period
(surplus/deficit). A recurring operating deficit is an indication that a firm is having
difficulties sustaining expenditures with its revenue income (Turley, Robbins, and
McNena, 2015).

Receivables Turnover Ratio indicates how quickly short-term debt is collected
or paid (Murphy, 2019b). The higher the ratio, the faster the debts are collected
(Goel, 2015).

Receivables Turnover Ratio =
Net credit sales

Average account receivable

Payables Turnover Ratio indicates how quickly a company pays off its suppliers
(Murphy, 2019a). A lower ratio is desirable from a company’s perspective because
it shows confidence of the company’s suppliers in giving credit. However, a higher
ratio shows that the company pays its bills regularly (Goel, 2015).

Payables Turnover Ratio =
Net credit purchases

Average account payable

Assets Turnover Ratio measures a company’s ability to efficiently utilize its as-
sets to generate revenue (Hayes, 2019a). A higher the ratio, the better as it indicates
that the company is generating more revenue on its assets. (Goel, 2015).

Assets Turnover Ratio =
Net sales

Total assets

4.10.4 Profitability

A measure of a company’s ability to yield a profit or financial gain, representing
an strong indication of its overall efficiency and performance (Maverick, 2016). A
company’s ability to be profitable is a strong indication of its overall health (Goel,
2015). Profitability ratio can be divided into two groups, namely, margin and return
ratios. Margin ratios represent the firm’s ability to translate sales into profits at vari-
ous stages of measurement (Goel, 2015). Return ratios represent the firm’s ability to
measure the overall efficiency of the firm in generating returns for its shareholders
(Goel, 2015).

Operating Margin measures how much profit a company makes on a dollar of
sales, after paying for variable costs of production, such as wages and raw materials,
but before paying interest or tax (Kenton, 2019c). Changes in this ratio should be
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observed over time and to compare the company’s yearly or quarterly figures to
those of its competitors. If the operating margin is increasing, its earning per dollar
of sale is increasing. (Goel, 2015).

Operating Margin =
Earnings before interest and tax

Sales
Net Profit Margin measures how much of each dollar in revenue collected by a

company translates into profit (Murphy, 2020). A low profit margin is an indication
of high risk as a decline in sales can possibly nullify profits and result in a loss (Goel,
2015).

Net Profit Margin =
Net income

Sales
∗ 100

Cash Flow Margin measures how efficiently a company converts sales into cash
and provides an quality indicator of the company’s earnings because it only includes
transactions that involve the actual transfer of money (Kenton, 2019b). This is espe-
cially useful for comparing performance between competitors in the same industry.
A negative cash flow margin is not always a bad indicator as it can be caused by
investments that will result in future improvements (Goel, 2015).

Cash Flow Margin =
Cash flow from operating activities

Sales
Return on Capital Employed measures a company’s profitability and the effi-

ciency with which its capital is used, indicating how well a company generates prof-
its from its capital (Kenton, 2019e). This is useful for comparing the performance of
companies that are involved in capital intensive activities, such as the development
of SaaS products and infrastructure (Ojala, 2012; Kenton, 2019e).

Return on Capital Employed =
Earnings before interest and tax
Total assets - Current liabilities

4.10.5 Outsourcing

The complexity of financial analysis leads may prove challenging for the intended
user of this framework. ICT auditors or consultant may not have the experience
needed to interpret the financial measures of the SaaS provider. Additionally, ac-
quiring this information will require inter-department coordination as ICT person-
nel may not have the security clearance to access this proprietary information. Ex-
perienced financial analytic companies such as Moody’s Analytics and Standard and
Poor’s, may need to be hired in order to properly analyze and score Financial Stability
using their established frameworks.

4.11 European Law

Cybersecurity is a key challenge for Europe to overcome as global digitization con-
tinues (Bendiek and Schallbruch, 2019). However, cybersecurity is a dynamic area
as new technologies are developed, and new threats emerge, both directing the evo-
lution of cybersecurity policies. Addressing cybersecurity legislation is a complex
issue requiring the involvement of a range of stakeholders, including legislators
(Bannelier-Christakis and Christakis, 2017). For cybersecurity policies to be effec-
tive, multiple policy areas need to be combined to elicit horizontal requirements,
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while creating measures addressing vertical requirements at the EU and Member
State levels (Wessel, 2015). It is commonly agreed that the legislator is in particular
responsible for setting up an appropriate regulatory framework within which pri-
vate and public entities could carry out their tasks and duties. This is driven by the
implementation of directives and regulations. To understand the degrees of influ-
ence between a directive and a regulation, the explanations from Rotondo (2013) are
used:

• Directives: Provide a set of results that must be achieved by each Member State,
allowing national authorities to choose their own methods to transpose direc-
tives into national laws.

• Regulations: Have binding legal force throughout every Member State without
the need for transposition into national law by each Member State. Regulations
are directly applicable to the Member States of the EU.

At the time of writing, Directive (EU) 2016/ 1148 and Regulation (EU) 2019/ 881 are
found to be prominent legislation and focused on the development of cybersecurity
in the EU. Schulz and Korčok (2016, article 1) (Directive (EU) 2016/ 1148) states that
“this directive lays down measures with a view to achieving a high common level
of security of network and information systems within the Union so as to improve
the functioning of the internal market.” This Directive views information system
security as the resilience of a system to resist or recover from actions that compro-
mise the availability, authenticity, integrity or confidentiality of consumed or offered
data and services (Fuster and Jasmontaite, 2020). Following this, Tajani and Ciamba
(2019, article 1) (Regulation (EU) 2019/ 881) states its aim as “ensuring the proper
functioning of the internal market while aiming to achieve a high-level of cybersecu-
rity”. To do so it lays out objectives, tasks and organisational matters relating to the
European Union Agency for Cybersecurity (ENISA), and a framework for the establish-
ment of European cybersecurity certification schemes for the purpose of ensuring an
adequate level of cybersecurity.

4.11.1 Dutch Law

As this study is geared towards the Dutch industry, applicable laws must be ac-
knowledged. The Dutch Law system is outside the researcher’s experience, under-
standing, and linguistic ability. Therefore, only applicable laws that are clearly stated
in literature have been are mentioned. The Zeker-Online (2019) framework of stan-
dards is aimed at achieving similar goals to this study. In the framework, they list
the three legal controls applicable to Dutch SaaS providers outside of GDPR laws
seen below:

• The service provider declares Netherlands law applicable to the service and to
any disputes about the service that may arise with entrepreneurs.

• The service provider complies with the statutory obligations, including the
information obligations prescribed by articles 3:15d, 6:227b and 6:227c of the
Civil Code.

• The service provider supplies the service in a manner that ensures that en-
trepreneurs can comply with the provisions of articles 47 to 53 inclusive of the
State Taxes Act (Algemene Wet Rijksbelastingen).
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4.12 Takeaways

Following the design science research (DSR) approach described in Chapter 2, a set
of concepts has been synthesized and discussed throughout this chapter. As ex-
pected, some of these concepts were not evident during the construction of the cer-
tification framework concept of the conceptual-model in Figure 1.1 and 3.5. Thus, it
is necessary to revise the conceptual-model to show the progress of this study at this
point in time. Figure 4.8 shows version 3 of the conceptual-model. The contributing
findings are listed:

• The naming of some certification framework concept’s attributes has changed
to reflect correct industry terminology. The technology maturity attribute has
been removed as this is associated with maturity models, which this study’s
framework is not intended to be.

• The sections of this chapter identify sub-concepts that become requirements
for the framework and formulate the framework’s questions. Where applica-
ble, these sub-concepts are highlighted using tables and lists.

• The following attributes have been added to the conceptual-model: service level
agreement, data and application migration, testing, and data privacy.

FIGURE 4.8: Research context conceptual-model version 3
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Chapter 5

Framework Draft Design

5.1 Introduction

This chapter traces the decisions made during the construction phase of the soft-
ware as a service (SaaS) continuity control framework draft, described in Section
2.3.5. Features of the framework are also traced to previous sections and figures.
This is done to provide clarity into the sources of influence that have lead to de-
cisions impacting the design of the framework’s first draft. In Chapters 3 and 4,
literature relevant to the cloud ecosystem in Europe, and risks affecting SaaS were
examined in order to elicit framework requirements grounded in existing literature.
Following the design science research (DSR) life cycle displayed in Figure 2.1, the
study has iterated through the rigor, relevance and design cycles. These cycles are in
continuous iteration to account for newly acquired knowledge and challenges, until
a satisfactory framework is created (Shrestha, Cater-steel, and Toleman, 2014).

Important to note, the topics of European law discussed in Section 4.11, back-up
strategy discussed in Section 4.3.1, and cloud computing service security controls dis-
played in Table 4.5 are not included in the framework draft discussed in this chapter.
These topics as well as some minor topics have been added to Chapter 4.1 during
the expert evaluation phase, which occurs after the creation of the first draft of the
framework.

5.2 Requirements and Grounding

The Rigor and Relevance Cycles, have identified European Union requirements for
cloud service provider (CSP) certification schemes and SaaS relevant concepts grounded
in scientific and grey literature sources. In section 3.7, the cloud technology stack and
a SaaS providers range of control were discussed (Figure 3.2) along side the legal
implications of General Data Protection Regulation (GDPR) on data controllers and
data processors. Following this, section 3.8 compares the top five cloud computing
risks of literature in Table 3.1 to assist in modifying the cloud computing risk ontol-
ogy adopted from Dutta, Peng, and Choudhary (2013). In doing so the highest layer
of the framework, the risk domain layer, was identified by using the sub-categories
of the risk ontology (Figure 3.3) listed below.

• Business Continuity

• Disaster Recovery

• Continuity Guarantee

• Service Level Agreements

• Data and Application Migration

• Financial Stability

• Testing

• Data Security
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• Data Privacy • Dutch Law

In Section 3.9, the definition of a security framework provides requirements for
an framework that is suitable for certificating CSPs, adding clarification to the re-
quired path of the study. Additionally, the design of the Cloud Controls Matrix v3.0.1
has been identified as a suitable candidate for a benchmark design to follow (Cloud
Secuirty Alliance, 2014). In Section 3.10, the Cloud Service Provider Certification scheme
provides design recommendations/ requirements for achieving security objectives,
as well as a guide for frameworks in achieving recognition by European Union Agency
for Cybersecurity (ENISA) as a basic, substantial, or high risk assurance level certifi-
cation (Barreira et al., 2019). Throughout the sections in Chapter 4, the risk domains
have been investigated, and risk mitigation controls identified. These controls be-
came a sub-layer of the framework. For each control, topics for vetting information
about controls are identified, and questions formulated.

5.3 Framework Draft

From the Design Cycle, drafts of the framework’s procedures and design are created
in preparation for evaluation through expert interviews and case studies. As dis-
covered during the MLR, existing security frameworks for assessing CSPs differ in
the degree of focus place on specific domains. Focus is typically placed on either
the technical or the business side (Moravcik, Segec, and Kontsek, 2018). This study’s
framework attempts to find a balance between the business and technology facets,
as business continuity places emphasis on supportive business processes, while SaaS
is technology oriented. The framework’s structure follows that of the Cloud Controls
Matrix v3.0.1 mentioned in Section 3.9. The framework exists as an MS Excel file
containing number of sheets supporting its use.

To provide a more detailed understanding of the structure of the framework a
UML class diagram has been constructed and visualized in Figure 5.2. A UML
class diagram can be used to describe a static view the framework, and is com-
posed of classes, attributes and the relationships between classes (Purchase et al.,
2003). Guidelines for creating the UML diagram were followed from Ambler (2005).
Some of the feature requirements for the draft were identified by comparing exist-
ing frameworks, see Section 5.5. The first iteration of the construction phase has
materialized the high-level features seen below:

• User Guide: Provides a guide in how to use the features of the framework and
explains the purpose of the other sheets in the file. It also contains the copy-
right for the framework, as well as authorship information. See Appendix C.2.

• Questionnaire: Contains the questions and answer inputs as well as descrip-
tions about the controls being addressed by the questions. For tractability pur-
poses, the literature sources that inspired the controls and questions are stated,
along with the location of the information in the study’s paper. See Figure 5.3

• Questionnaire Report: Contains the the report of the answers entered into the
questionnaire matrix and the resulting certification mark. It summarizes the
count of answer input types (satisfactory, partially satisfactory, not satisfactory,
and not applicable) associated with each domain, allowing for a review of the
weak and strong domains of the SaaS provider. Additionally, it indicates if
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any question has not been answered. It is part of the process to verify as the
calculations involved with the determination of the certification mark depend
on the answering of all questions. See Appendix C.3.

• Standards: Contains a a table of standards that can be used as a reference in the
event that a SaaS provider has other certifications that may provide evidence
to answer the framework’s questions. See Appendix C.1.

• Change Log: Assists in trace the changes made to questions by allowing the
user to record the change made, date and influence/ reason of the change. See
Appendix C.4.

The more granulated levels of the initial draft consists of 10 risk domains, with a
total of 25 controls identified, and 127 questions used to assess the controls. When
compared to the questions count of the Cloud Controls Matrix v3.0.1 and Zeker-Online
frameworks, which contain approximately 300 questions each (Zeker-Online, 2016),
it can be extrapolated that the development of this framework is on the correct path.
Due to the size of the questionnaire matrix, a snippet is displayed in Figure 5.3 with
dummy data inputs.

5.4 Answer Input Levels

Within the Questionnaire, the answer inputs available to the user are: satisfactory,
partially satisfactory, not satisfactory, and not applicable. The decision to use these an-
swers arises from the complication of addressing the 10 differing domains of the
framework. This multi-layered answer feature can be seen in maturity model de-
signs, and is an expected result from framework construction guidelines explained
in Section 2.3.5. As such, assistance for providing guidance in the interpretation of
the answer input levels is found in the maturity levels defined by Najjar and Al-
Sarayreh (2015). Najjar and Al-Sarayreh (2015) lists five maturity levels which help
organizations apply improvements to a set of related processes:

• Initial: There is no formal process.

• Defined: Processes are well characterized and understood, and are described in
standards, procedures, tools, and methods.

• Managed: There is a minimal process and the status of projects is visible to
management at major milestones.

• Quantitatively managed: The organization and projects establish quantitative
objectives for quality and process performance and use them as criteria in man-
aging processes.

• Optimizing: All processes are already defined and managed. Goals for levels
one to four are all achieve.

The application of the five levels is not suitable for a number of the framework’s
questions. This is a result of the variety of domains the questions address and the
differing granularity levels of the questions. To compensate, broadly interpreted
definitions have been created by combining the five levels defined by Najjar and Al-
Sarayreh (2015). Optimizing and quantitatively managed are merged to form satisfac-
tory, managed and defined merge to form partially satisfactory, and initial is equivalent
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to not satisfactory. As such, these mergers form the guidelines for what qualifies as
satisfactory, partially satisfactory, not satisfactory, and not applicable seen below:

• Not applicable: The question addresses a concept that is not relevant to the SaaS
provider’s context.

• Not satisfactory: The evidence produced by the SaaS provider for the concept
addressed by the question, can be interpreted by the user of framework in such
a way that the concept is not formally characterized and understood, with no
supporting processes implemented. For yes or no questions this is equivalent
to no.

• Partially satisfactory: The evidence produced by the SaaS provider for the con-
cept addressed by the question, can be interpreted by the user of framework
in such a way that the concept is formally characterized and understood, with
minimal supporting processes implemented.

• Satisfactory: The evidence produced by the SaaS provider for the concept ad-
dressed by the question, can be interpreted by the user of framework in such a
way that the concept is defined and managed using quantitative objectives for
determining quality and performance. For yes or no questions this is equivalent
to yes.

5.5 Security Framework Comparisons

By comparing the SaaS continuity control framework against existing frameworks,
gaps and similarities can be identified. The frameworks are selected based on the
following acceptance criteria: (1) must be freely accessible; (2) covers a wide range
of cloud specific security control domains; and (3) fits the definition for a security
framework seen in Section 3.9. A non-exhaustive list consisting of two frameworks
have been identified, namely, Cloud Controls Matrix v3.0.1, from Cloud Security Al-
liance, and Zeker-Online Framework (ZOF) from Zeker-Online. Notably, the Cloud Con-
trols Matrix v3.0.1 artefact acts as a support/ traceability tool for the Consensus As-
sessment Initiative Questionnaire v3.1 artefact acts as the auditing questionnaire. These
two artefacts are two sides of the same coin. For this reason they are seen as one arte-
fact, namely (CCM), when comparing frameworks.

5.5.1 Layout Feature Comparison

Existing frameworks can be expected to contain layout features that benefits the CSP
certifying process. By examining features, the researcher can identify requirements
that improve the framework’s operational feasibility and ease of use criteria as de-
scribed in Table 2.4. In Table 5.1, the features which are present in a framework
are marked by a check-mark, excluding the document type feature which is either
a spreadsheet (S); example, MS Excel, or a text document (T); example, MS Word.
The only features that are missing in the SaaS continuity control framework are
the cloud technology layer mapping and cloud service deployment layer mapping.
These have been intentionally left out as the value added regarding the aim of the
study is small in comparison to the workload required to accurately implement the
features.
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TABLE 5.1: Identification of the presence of layout features in SaaS
continuity control framework (SCF), CCM, and ZOF to ensure that

no significant features are missing in the SCF

Layout Feature SCF CCM ZOF

Authorship/ acknowledgement ! ! !

Change Log ! !

Control ID ! ! !

Control name ! ! !

Control description ! ! !

Copyright ! ! !

Cloud technology layer mapping (See Figure 3.2) !

Cloud service deployment layer mapping (See Figure 3.1) !
Document type S S T
Domain ID ! ! !

Domain name ! ! !

Introduction/ instructions ! ! !

Question ! ! !

Question answer options ! !

Question ID ! !

Question notes ! !

Standards ! !

Terms of use ! ! !

5.5.2 Domain & Topic Comparison

The frameworks differ in their use of terminology, domains, and assignment of top-
ics to domains. To combat this inconsistency, the high-level domains of the three
frameworks were compared in Table 5.2. As a topic may exist in one or more do-
mains across the frameworks, words from the domains’ titles were used in word
searches across the three frameworks. Allowing for the identification of the topic
locations across domains. Topics have different levels of coverage depth across the
frameworks. Due to this, an assignment of coverage level is needed.

Table 5.2 provides an indication of not only the gaps in the SaaS continuity con-
trol framework, but also gaps in the other frameworks that the SaaS continuity con-
trol framework fills. This can be seen in the lack or shallow coverage of the other
frameworks in continuity guarantee, cloud testing, disaster recovery. Financial stability
is not considered to have D level coverage as this study addresses with only three
questions despite the number of ratios mentioned in Section 4.10. The inclusion of
only three questions is a result of the study’s inability to identify quantifiable bench-
marks for the ratios. Only two ratios have benchmarks that enable their use in the
framework. The gaps in the SaaS continuity control framework condense around
domains that oriented are technical data security controls. To compensate for this,
the concept of method enrichment from method engineering is adapted for use in
this situation,

5.5.3 Framework Enrichment

Entities can enrich their artefacts by adopting concepts from the publicly available
sources (Weerd and Brinkkemper, 2008). The framework comparison, revealed a
number of gaps in the SaaS continuity control framework. Due to limited manpower
and time in this study, these gaps were filled by enriching the framework with ex-
isting controls and questions from the Cloud Controls Matrix v3.0.1 and Zekker-Online
Framework. The controls and questions enriched from Cloud Controls Matrix v3.0.1
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TABLE 5.2: Determination of the degree of security control coverage
by identifying questions addressing each topic in the SaaS continuity
control framework (SCF), CCM, and ZOF. Based on the level of cover-
age a topic in a framework, it is either assigned to have domain level
coverage (D); meaning a topic is coverage extensively, or mentioned
within a domain (M); meaning a topic is mentioned but is not covered

as extensively

Security Control Topic SCF CCM ZOF

Application & interface security M D D
Audit assurance & compliance M D D
Business continuity & operational resilience D D D
Change control & configuration Management M D D
Cloud testing D M
Continuity guarantee D
Data privacy D M D
Data security & information lifecycle management M D D
Disaster recovery D M M
Dutch law D D
Financial stability M
Governance & risk management M D D
Human resources D
Identity & access management M D M
Infrastructure & virtualization security M D D
Interoperability & portability D D
Service level agreements D M D
Security incident management, E-discovery, & cloud forensics M D M
Supply chain management, transparency, & accountability M D
Terms & conditions M M D
Threat & vulnerability management M D D

are primarily used in the data security domain. Where as the questions used in the
Dutch law domain are from Zekker-Online Framework.

5.6 Takeaways

Following the framework construction phases described in Section , a draft of the
SaaS continuity control framework has been constructed. This process has resulted
in an updated version of the research context conceptual-model discussed in Chap-
ter 4, and the updated visualized in Figure 5.1. The draft has been populated with a
number of features that have been discussed throughout this chapter:

• Answer input levels have been defined by adapting the definitions of maturity
level from Najjar and Al-Sarayreh (2015).

• Gaps are identified in the SaaS continuity control framework by conducting a
comparison with existing frameworks, and where applicable are compensated
for.

• The first draft of the SaaS continuity control framework has been created for
evaluation in expert interviews, further discussed in Chapter 6.
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FIGURE 5.1: Research context conceptual-model version 4
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FIGURE 5.2: UML class diagram of the the SaaS continuity control
framework’s informational structure
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Chapter 6

Expert Evaluations

6.1 Introduction

In this chapter, the results of the ex-ante design product are presented following the
evaluation strategy described in Section 2.4. The results have been derived from
semi-structured expert interviews aimed at eliciting opinions and knowledge from
the experiences of the experts. Prat, Comyn-Wattiau, and Akoka (2015) encourages
researchers to create new evaluation methods combining what is being evaluated
and how it can be done. To attempt this, if the interviewee is willing and there is
ample time, protocol analysis and brainstorming is encouraged during the frame-
work question evaluation stage. Each interview consists of four stages, namely: (1)
the background investigation; (2) framework question evaluation using 5-point Lik-
ert scales; (3) overall framework evaluation using open-ended questions; and (4)
closing questions/ comments. The documents used for the expert interviews can be
found in Appendix B. The resulting findings are elaborated on in this chapter.

6.2 Ex-ante Evaluation Objectives

The framework is evaluated on the criteria of operational feasibility, ease of use,
completeness, and usefulness. The definitions of these criteria have been extracted
from Prat, Comyn-Wattiau, and Akoka (2015) and adapted to the study’s context,
seen in Table 6.1. The aims of addressing these criteria are: (1) identify modifica-
tions to existing framework elements; (2) elicit new framework requirements; and
(3) ensure that the development of the framework is on the correct path to achieving
the aim of the study. Which is to improve the transparency of the software as a service
(SaaS) industry by designing and evaluating a certification framework that can be used to
analyze SaaS continuity control risks, and award certification marks to SaaS providers, in
order to foster improvements in risk awareness and customer trust in SaaS.

TABLE 6.1: Evaluation criteria and definitions

Criteria Adapted definition for this study Evaluation Tool

Usefulness To what degree does the framework extract insightful information
for awarding a certification mark?

5-point Likert scale

Ease of use What is the degree of difficulty associated with gathering the infor-
mation required by framework?

5-point Likert scale

Operational
feasibility

To what degree do the experts see the framework being used by in-
dividuals in practice?

Open-ended ques-
tions

Completeness To what degree does the framework assess critical risk concepts re-
lating to SaaS continuity controls, and contain necessary questions
for adequately assessing these concepts?

Open-ended ques-
tions
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6.3 Expert Search Results

Due to the COVID-19 pandemic and the world wide disruption caused by it, there
is a possibility that experts in the information communication and technology (ICT)
industry, especially SaaS, would be busy compensating for changes caused by the
pandemic. As a result, extra focus is placed on attracting attention to the research
using the LinkedIN approach documented in appendix A.3. The use of an automatic
connection tool allowed 916 potentially interested individuals to be contacted. Of
that number, have 30 expressed interest in contributing to the research by providing
an e-mail address to receive further information. If such a response is received from
an individual, a background check is done to ensure that the individual meets the
criteria set in Section 2.4.1. The interview protocol is then sent to the expert, includ-
ing the interview consent form, to be signed and returned providing confirmation
of their participation. From the 30 who expressed interested in contributing, only
eight returned signed copies of the interview protocol. As such, only eight usable
interviews have been completed. Information regarding the interviews is displayed
in Table 6.2.

6.4 Interviewed Experts

In this study, purposive sampling is used to select experts with experience in one
or more of the framework domains discussed in Chapter 4. This type of sampling
requires participants to be selected based on their qualities (Etikan, 2016). Addition-
ally, this technique addresses the issue of the willingness of individuals to partici-
pate, and their ability to effectively communicate experiences and opinions enabling
the researcher to reflect on the information (Etikan, 2016). To support this technique,
the following criteria are used to highlight candidate: (1) a prospective candidate
must have a minimum two years of experience in at least one of the framework’s
risk domain; (2) a prospective expert must speak English; and (3) able to conduct
the interview online due to the COVID-19. Table 6.2 displays the characteristics of
the experts as well as the domains they evaluated.

TABLE 6.2: Interviewee characteristics and evaluated domains. Do-
mains have been coded as follows: business continuity (BCO), disas-
ter recovery (DRE), continuity guarantee (CGU), service level agree-
ment (SLA), data and application migration (DAM), data security
(DSE), data privacy (DPR), financial stability (FSA), testing (TES),

dutch law (DLA)

ID Role Experience Country BCO DRE CGU SLA DAM DSE DPR FSA TES DLA

I-1 Entrepreneur 11 years Netherlands X
I-2 Consultant 34 years Netherlands X X X X X
I-3 Developer 6 years Belgium X X X
I-4 Consultant 19 years Australia X X X X X
I-5 Product Manager 10 years U.S.A X
I-6 Consultant 20 years India X X X X X X
I-7 ICT Manager 3 years U.S.A X X X X X
I-8 Consultant 1.8 years Netherlands X

Expert Selection Criteria Exception
An exception has been made for expert I-8 as he does not meet the minimum of two
years experience in the data security domain at the time of the interview. However,
by the end of the study he would have two years of of experience in data security.
The decision to use the resulting feedback has been made to compensate for the
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lack of evaluations on the changes discussed in Section 7.5, and the lack of time
remaining until the end of the evaluation phase. Upon completion of the expert’s
interview, only two days remained until the deadline for conducting interviews.

6.5 Quantitative Evaluation Results

The evaluation method used in the interviews collects quantitative data for deter-
mining a SaaS provider’s degrees difficulty in gathering the information required
to answer the questions posed by the framework, and degrees of usefulness of the
insights gathered from each question. Quantitative data is collected on the frame-
work’s ease of use and usefulness criteria using a 5-point likert scale. The degree
of usefulness is selected by the expert using the following scale (each option has
assigned points): very useless (1 point), useless (2 points), neutral (3 points), useful
(4 points) and very useful (5 points). Similarly, the degree of ease of use is selected
using the following scale (each option has assigned points): very difficult (1 point),
difficult (2 points), neutral (3 points), easy (4 points) and very easy (5 points). The
evaluation results for each question are recorded using a modified version of the
questionnaire, seen in Appendix B.5. The average of the points per question is cal-
culated, and are displayed in Table 6.3, along with the number of questions added
during the evaluation phase, and the resulting question count.

A threshold of a 3 point average is used for both criteria to flag questions as
poorly performing. Every flagged question is then placed under consideration for
removal from the framework. Using the knowledge gained from the study and notes
taken during the evaluation phase, a decision is made whether to remove the ques-
tion or not. Additions and removals made to the framework are elaborated on in
Chapter 7. Furthermore, findings at the framework, domain, and question granu-
larity levels are discussed in this section, using the evaluation average reports and
histograms in Figures 6.1, 6.2, and 6.3 and question level average reports and his-
tograms available from https://saascontinuityframework.com/framework/. The
histograms provide transparency into the distribution of scores that have resulted in
the averages seen in Table 6.3.

6.5.1 Framework Level Findings

Based on the overall average evaluation scores seen in Table 6.3, the framework’s
ease of use is between neutral and easy, whereas its usefulness is between useful
and very useful. To provide transparency, Figure 6.1 visualizes the distribution of
scores for both criterion. Based on the conversations held with the experts when
explaining the study’s interpretation of ease of use, there have been indications to
suggest that there is a degree of inconsistency in their understandings of the ease
of use criterion. This may create some degree of misrepresentation of the level of
difficulty in collecting evidence to answer questions. However, this is not seen as
a critical issue in the framework as it only impacts the time required to fulfill the
framework’s requirements. Therefore it does not impact the aim of the framework
which is to identify the level of risk associated with a SaaS provider’s continuity
controls.

Concerning the usefulness criterion, no such indications of inconsistencies in the
experts’ understandings of the criterion have been noticed. With no known issues
with the usefulness score of the framework, Figure 6.1 indicates that 87% of the

https://saascontinuityframework.com/framework/
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TABLE 6.3: Domain evaluation results before the removal of any
questions, with a total question count of 136

Risk Domain ID Calculation Ease of Use Usefulness Notes

Sum of Criterion Scores 626 717

Count of Domain Question Evaluations 160 160

Criterion Average 3.91 4.48

Sum of Criterion Scores 139 187

Count of Domain Question Evaluations 42 42

Criterion Average 3.31 4.45

Sum of Criterion Scores 85 95

Count of Domain Question Evaluations 22 22

Criterion Average 3.86 4.32

Sum of Criterion Scores 28 28

Count of Domain Question Evaluations 6 6

Criterion Average 4.67 4.67

Sum of Criterion Scores 75 63

Count of Domain Question Evaluations 15 15

Criterion Average 5.00 4.20

Sum of Criterion Scores 257 305

Count of Domain Question Evaluations 72 72

Criterion Average 3.57 4.24

Sum of Criterion Scores 252 269

Count of Domain Question Evaluations 62 62

Criterion Average 4.06 4.34

Sum of Criterion Scores 202 269

Count of Domain Question Evaluations 60 60

Criterion Average 3.37 4.48

Sum of Criterion Scores 24 17

Count of Domain Question Evaluations 6 6

Criterion Average 4.00 2.83

Sum of Criterion Scores

Count of Domain Question Evaluations 0 0

Criterion Average

Sum of Criterion Scores 1,688 1,950

Count of Domain Question Evaluations 445 445

Criterion Average 3.79 4.38

Grand Total

Disaster Recovery

Dutch Law

Financial Stability

Service Level 

Agreement

Testing

Evaluation Criterion

Business 

Continuity

Continuity 

Guarantee

Data and 

Application 

Mitgration
Data Privacy

Data Security

Unable to get 

evaluated.

1 question 

added after 

interview 2

1 question 

added after 

interview 7. 

Info: Max criterion average is 5, minimum is 1

7 questions 

added after 

interveiw 5.

Criterion average =
Sum of Criterion Scores

Count of Domain Question Evaluations

scores are either useful or very useful. This strengthens the study’s interpretation of
the framework’s overall usefulness score average. Noticeably, 19% of the ease of use
scores and 10% of usefulness scores are neutral. It has been expected that experts
would have stronger opinions on the questions and would not award a significant
number of neutral scores. This can be associated with central tendency bias in which
participants may avoid extreme response categories when scoring questions that
they feel uncertain about (Emerson, 2017).

6.5.2 Domain Level Findings

As seen in Table 6.3, the average ease of use scores for the disaster recovery, continuity
guarantee, data and application migration and testing domains are between neutral and
easy. This rating does not degrade the value of the framework, in fact, it provides
some insight into the time required to gather the evidence for these domains. This
can be communicated to the SaaS provider ahead of time, providing insights into
the workload required by the SaaS provider to prepare for the assessment of these
domains. The only domain to perform poorly in the usefulness criterion is financial
stability.
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FIGURE 6.1: Framework ease of use and usefulness score distribution

It has an average usefulness score that is between neutral and useless, flagging
it for removal. The distribution of the domain’s scores, seen in Figure 6.3 does not
provide a definite indication to support its removal. However, this decision is sup-
ported by Section 7.7 in which discussions with experts during the question eval-
uation phase about the degree of subjectivity of the domain are examined. As for
the Dutch law domain, no scores are visible as the study has been unable to have the
domain evaluated. This is further discussed in Section 7.8.

In addition to Figures 6.2 and 6.3, the weighting difference of the number of
evaluations across the domains can be seen through the measure of count of domain
question evaluations in Table 6.3. Notably, the business continuity domain has a signif-
icantly larger number of evaluations than the other domains. This is a results of two
factors: (1) it has the largest question count with 33 questions; and (2) its has been
evaluated by the five experts. However, this provides significant evidence that the
domain’s value. Assessing its distribution of usefulness score, 90% are either useful
or very useful, and 68% of the ease of use scores are either easy or very easy.

As a central concept of the framework, the continuity guarantee domain can see
improvements in the study’s confidence of the findings with more evaluations. Based
on the score distribution from two interviews, for ease of use, 57% of the scores fall
between neutral (26%) or useful (30%). As for the usefulness distribution, 97% of
the scores are either useful or very useful.

The data and application migration has been evaluated in three interviews. The
domain’s scores fall more towards the easy and useful sides, with 63% of scores as
either easy or very easy, and 81% as either useful and very useful. For the testing do-
main, from three interview evaluations, 81% of the ease of use scores are distributed
between difficult (21%), neutral (25%), or useful (35%). Where as the usefulness
scores fall toward the useful side, with 95% being either useful or very useful.

Regarding the disaster recovery and service level agreement domains, they have been
evaluated in four and five interviews respectively. In both domains, for ease of use
and usefulness, the scores are fall towards easy and useful sides. In the disaster
recovery domain, 62% of scores are either easy or very easy, and 81% are useful or
very useful. For the service level agreement domain, 75% fall are either easy or very
easy, and 83% are useful or very useful.
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The data privacy domain has only been evaluated once. As this domain consists of
questions that have been created from the requirements for compliance with GDPR,
it can be expected that additional evaluations may not change the value of the do-
main significantly. A similar stance is taken on the data security domain. Due to the
high-level nature of the domain’s questions in addressing compliance with existing
standards, it is not expected that further evaluations would change the value of the
domain significantly.

6.5.3 Question Level Findings

As previously mentioned, the ease of use criterion, while insightful, does not carry
a strong impact on the overall value of the framework. As such, this sub-section
will focus on highlighting findings pertaining to questions that have scored poorly
in usefulness criterion. The only question to receive a very useless score resides in
the financial stability domain, which has already been flagged for removal.

Addressing the questions that have been given a useless score, CGU-02.12 has
been evaluated twice, with one score of useless and another score of very useful. As
previously mentioned, the continuity guarantee domain can be improved with more
evaluations. More evaluations can resolve this unsurety cause by scoring situations
like what has been seen in CGU-02.12. A similar situation can be seen in the cases of
DAM-02.1, DRE-04.03, and SLA-01.15.

6.6 Qualitative Evaluation Results

To elicit qualitative information from the experts pertaining to the framework’s use-
fulness, operational feasibility, completeness, and ease of use. Ten open-ended
questions are asked in each interview. Nine questions have been formulated in a
manner that can allow for a yes or no answers to be derived from the discussions of
the questions. Q-8 is an exception to this, as it has been intentionally structured to
excite brainstorming sessions for the purpose of eliciting improvement ideas for the
certification method currently applied. The experts are also encouraged to empha-
size the reasoning for their answers to each question. The audio of interviews is not
recorded. As such, the experts’ responses are recorded by the researcher through
note-taking, Allowing key insights to be extracted from the dialogue. Table 6.4, dis-
plays the results which are elaborated on in the following sub-sections.

6.6.1 Operational Feasibility Findings

Following the results from Q-1, all the experts found that the framework’s design is
easy to understand, with the only comment referring to re-structuring some ques-
tions to improve clarity. Such improvements occur either during or after the inter-
views as a question is identified as unclear. These modifications are recorded in the
change log of the framework.

Q-2 has mixed results with five experts replying with yes and three with no. For
the experts who answered yes, the primary concern is that if too many questions can
be set as not applicable. Over usage of this answer option can result in inconsisten-
cies across the assessed SaaS providers in terms of each assessment’s thoroughness
in addressing the different risk controls. This has to potential to degrade the value
and trustworthiness of the framework’s certification mark. Experts who answered
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TABLE 6.4: Evaluation results from binary answer type open-ended
questions addressing the degree of ease of use (EU), usefulness (U),

operational feasibility (OF), completeness (C) of the framework

ID Question Crite-
rion

I-1 I-2 I-3 I-4 I-5 I-6 I-7 I-8

Q-1 Do you find the design of the
framework easy to understand?

OF Yes Yes Yes Yes Yes Yes Yes Yes

Q-2 Should a limit be placed on the
number of “Not Applicable” an-
swers?

OF Yes Yes Yes No Yes Yes No No

Q-3 Do you see yourself or a colleague
making using of this framework
in the future?

OF Yes Yes Yes Yes Yes Yes Yes No

Q-4 Are there any controls or ques-
tions that you believe are missing
from the parts of the framework
you reviewed?

C Yes Yes No Yes Yes Yes Yes No

Q-5 Are the options available in the
answer satisfaction (answer in-
put level) column appropriate for
judging the question answers?

C Yes Yes Yes Yes Yes Yes No No

Q-6 Is there anything else you would
like to see included in the frame-
work?

C No Yes No Yes Yes Yes Yes No

Q-7 Based on the questions you have
reviewed, is there any question
that if answered with “Not Sat-
isfactory” or “Not Applicable”
should result in the SaaS provider
being disqualified from receiving
any grade of certification mark?

U Yes Yes Yes Yes Yes No Yes Yes

Q-8 How would you determine the
grade of certification mark based
on the total score?

U - - - - - - - -

Q-9 Do you believe that different
grades of certification mark
should be awarded based on
the resulting total score from the
framework?

U Yes Yes Yes Yes Yes Yes Yes Yes

Q-
10

Do you think that only the SaaS
provider should be assessed and
why?

EU Yes Yes Yes Yes Yes Yes Yes No

no, based their decision on the variability of requirements for SaaS providers across
different SaaS industries.

For Q-3, experts that answered yes and are not from Europe, stated that it could
be used to target European customers as a consulting tool. For countries outside
of Europe, the data privacy domain may not be applicable, thus decreasing the do-
main’s degree of generalizability. The decision to only address data privacy under
GDPR is intentional as the framework’s targeted stakeholders are European. The
only expert to state no, based the response on the fact that at the moment he is only
concerned with data security, and already uses a data security maturity model in his
consultancy work.

6.6.2 Completeness Findings

The insights gathered from Q-4 created a set of new requirements that have been
adapted in the current version of the framework, as well as requirements for future
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versions due to the study’s time restriction. From experts who answered yes, re-
quests have been made for creating more granulated questions addressing user iden-
tity management testing, authorization testing, and roles and responsibilities of the
different teams involved in executing business continuity plans. Interest has been
expressed in including a domain that addresses the physical security controls of the
organizations in the SaaS supply chain. One expert expressed interest in questions
that assessed an organization’s health. This has been attempted in the framework
through the financial stability domain. However, it has been flagged for removal due
to reasons discussed in Section 7.7. The no responses brought attention to the size of
the framework as a potential hindrance to its professional use. The framework may
seem daunting to complete due to the number of questions and time taken to com-
plete it. A leaner version of the framework containing the most critical questions can
be created to alleviate this hindrance. Such a version creates a quick pre-assessment
tool for SaaS providers interested in becoming certified.

Q-5 addresses the answer input levels discussed in Section 5.4, for which the
majority of experts answered yes. Two experts do not agree that the answer in-
put options are appropriate. Both stating that the answer input levels need to be
more clearly defined and the associated scores justified. This improves the decision-
making process for selecting the correct answer level based on the evidence pro-
vided by the SaaS provider. Additionally, direct reference is made to the existing
answer input levels’ in-applicability to the data security domain questions. As a
result, additions have been made to the answer input levels and are discussed in
Section 7.2.

Those who answered Q-6 with a yes, provided additional requirements for con-
sideration. One would like to have access to a report that tracks the improvements
of a SaaS provider from one assessment to another. This can be achieved in future
versions by providing a report displaying the assessment scores for each domain
over a period of time. Another expert expressed his interest in seeing if insights
can be gathered on the SaaS provider’s prioritization of RTO across applications and
customers in the event of a widespread disruption event. Lastly, the need for phys-
ical security control testings is recommended if it is decided to include the physical
security control domain in a future version of the framework.

6.6.3 Usefulness Findings

The majority of Q-7’s answers agreed that there are questions that should result in
a SaaS provider being disqualified if one of the questions receive a low score. A
number of questions, if scored low, provide indicate of critical vulnerabilities in the
domain and the system as a whole. Due to the large number of questions being eval-
uated by most experts, they were unable to provide insights into all the questions
that can be seen as critical indicators. Some questions have been flagged as critical.
However, to confidently incorporate this feature into the framework is not possible
at this moment. To ensure this is done correctly, more evaluations need to be con-
ducted with more emphasis place on identifying critical questions. As for the expert
who did not agree with this, bias might be present as he has recently developed a
cannabis/ agricultural enterprise resource planning SaaS solution, called Emisha. As
a SaaS provider, one can understand the hesitation to agree with the question as this
feature increases the potential for disqualification. Potentially decreasing the SaaS



Chapter 6. Expert Evaluations 73

provider’s brand image if the public is made aware of the disqualification.

Q-8 has been formulated different, to avoid yes or no answers. This is intention-
ally done as an attempt to initiate brainstorming sessions to discover new methods
for determining the certification mark. During the discussion, the current method
used by the framework is explained, and the experts prompted to think of different
methods. Six experts agreed that the current method used is satisfactory. How-
ever, two experts provided other options for consideration. Assigning individual
weights to each question is suggested and investigated. Tweneboah-Koduah and
Buchanan (2018) provides a suggestion in the form of determining the degrees of
inter-dependency between systems and assigning weights based on the degrees.
However, this is problematic when using quantitative methods for risk assessment
as it has not been well explored by studies in the perspectives of cybersecurity risk
assessment.

Q-9 has been unanimously agreed to by the experts. The use of different grades
of certification marks creates the opportunity for SaaS providers to improve and
achieve higher grades. Public displays of such progress can generate greater trust in
the SaaS provider’s brand. Greater trust has the potential to attract new customers
who may have been hesitant prior to the public notice of certification improvement
(Pauley, 2010).

6.6.4 Ease of Use Findings

Q-10’s responses, despite being yes or no, all expressed interest in determining the
degree that a SaaS provider is monitoring their SLAs with their service suppliers.
I-7 is the only expert to explicitly state that the SaaS provider is fully responsible
as they are the ones that interact with the customers. Additionally, I-2 expressed
concern that the SaaS customers should also be assessed as the customer’s security
controls can create vulnerabilities that can potentially damage the SaaS provider.
The only no answer is based on the reasoning that if a SaaS provider is using third-
party services, those services should be assessed for vulnerabilities. This reason can
be attributed to the expert’s limitation of only evaluating the data security domain.
Questions that addressed the monitoring of the SLAs with third and fourth parties
appear in other domains.
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Chapter 7

Framework Evolution

7.1 Introduction

This chapter discusses the major changes made to the framework. Major changes
are identified as either additions or removals of framework elements. It is important
to note that other minor changes have been made but are not mentioned here. Ex-
amples of minor changes are spelling corrections and re-structuring of questions to
improve clarity. Table 7.1 shows the domain results after the removal of questions.

TABLE 7.1: Domain evaluation results after removal of questions, re-
sulting in an overall ease of use average decrease by 0.02 & overall
usefulness average increase by 0.03, with total question count of 125

Risk Domain ID Calculation Ease of Use Usefulness Notes
Sum of Criterion Scores 611 700 1 question removed.
Count of Domain Question Evaluations 156 156
Criterion Average 3.92 4.49
Sum of Criterion Scores 139 187
Count of Domain Question Evaluations 42 42
Criterion Average 3.31 4.45
Sum of Criterion Scores 85 95
Count of Domain Question Evaluations 22 22
Criterion Average 3.86 4.32
Sum of Criterion Scores 25 25
Count of Domain Question Evaluations 5 5
Criterion Average 5.00 5.00
Sum of Criterion Scores 40 34
Count of Domain Question Evaluations 8 8
Criterion Average 5.00 4.25
Sum of Criterion Scores 257 305
Count of Domain Question Evaluations 72 72
Criterion Average 3.57 4.24
Sum of Criterion Scores 252 269
Count of Domain Question Evaluations 62 62
Criterion Average 4.06 4.34
Sum of Criterion Scores 202 269
Count of Domain Question Evaluations 60 60
Criterion Average 3.37 4.48
Sum of Criterion Scores
Count of Domain Question Evaluations
Criterion Average
Sum of Criterion Scores
Count of Domain Question Evaluations
Criterion Average
Sum of Criterion Scores 1,611 1,884
Count of Domain Question Evaluations 427 427
Criterion Average 3.77 4.41

3 questions 
removed.

1 question removed.

Data and 
Application 
Migration
Data Privacy

Data Security

Domain Removed. 
Unable to get 
domain evaluated.

Grand Total

Unable to get new 
question evaluated.

Disaster Recovery

Service Level 
Agreement

Testing

Financial Stability Domain Removed. 
Not included in 
grand total.

Info: Max criterion average is 5, minimum is 1 Evaluation Criterion

Business 
Continuity

Continuity 
Guarantee

Dutch Law

Criterion average =
Sum of Criterion Scores

Count of Domain Question Evaluations

The decision to initiate changes based on evaluation findings from the interviews
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is primarily based on the quantity of information gathered in the interviews, and
the time left until the next milestone date in the study’s plan. For these reasons, the
rounds of modifications contain differing numbers of interviews. The deletion of
items only occurs at the end of the expert evaluation phase of the study, when the
flow of new information from experts stopped.

All modifications to existing framework elements and new additions made to the
framework are recorded in a change log, for which a snippet is displayed in Appendix
C.4. In the change log within the framework, for each log an Item ID, Item description,
Item type, Change type, Change description, Date, and Reason are recorded. By record-
ing these elements, the logs are explained clearly and the degree of traceability is
improved. Minor modifications to improve the readability of questions have been
made but are not discussed in this paper, however details about these modifications
can be found in the framework’s change log.

7.2 Scoring Method Additions

As mentioned in Section 6.6.2, six experts agreed that the general approach to fulfill-
ing the answer input method of the framework is appropriate. However, two experts
have expressed concern that the answer input levels need to been more clearly de-
fined. This required further exploration of literature, more specifically, the scoring
methods used in similar frameworks. This section explores the findings associated
with the scoring method adapted for the software as a service (SaaS) continuity con-
trol framework.

7.2.1 Answer Input Level Improvement

Tweneboah-Koduah and Buchanan (2018) provide a review of existing methods of
assessing security risk exposure of critical systems. They present a number of meth-
ods used in risk assessment, some of which are already addressed by questions in
the framework. However, they present a security control effectiveness index, as seen
in Table 7.2 that is used as the basis for assigning answer input scores. The index is
intended to be used when attempting to determine available countermeasures for
protecting assets against threats, and quantifying their effectiveness.

To decide which score would be assigned, the details of the explanations for the
control indexes of Table 7.2 were compared to the guidelines created for satisfactory,
partially satisfactory, and not satisfactory seen in Table 5.4. As the highest achievable
level, satisfactory requires the full score of 1.0. In the researcher’s opinion, index
2’s use of “Default controls” and “Some technical controls” align with the details of
partially satisfactory’s guideline. When compared to index 3, it does not fully align as
“Security screening in recruitment” is not a concept addressed by the framework. As
such, partially satisfactory is assigned a score of 0.4. Not satisfactory’s guideline does
not align with index 1, as it contains “Default controls”. Not satisfactory requires
that the concept is not formally characterized and understood, with no supporting
processes implemented. It can be extrapolated that this lack of knowledge prevents
the implementation of security controls.
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TABLE 7.2: Control effectiveness index, extracted from Tweneboah-
Koduah and Buchanan (2018)

Index Control Index Explanation Control
Scale

Control
Score

1 Default controls. No security screening in recruitment. No techni-
cal controls. No security training. No awareness programmes. No
cyberinsurance and compliance certification.

Very
weak
controls

0.2

2 Default control measures. Some technical controls. No security
screening in recruitment. No security training. No security aware-
ness programmes. No cyberinsurance and compliance certification.

Weak
controls

0.4

3 Default security controls. Some technical control measures. Secu-
rity screening in recruitment. No cyber awareness programmes. No
cyber insurance and compliance certification.

Average
controls

0.6

4 Default security controls. Some technical control measures. Secu-
rity screening in recruitment. Cybersecurity training and awareness
programmes. No cyberinsurance and compliance certification.

Strong
controls

0.8

5 Default security controls. Some technical control measures. Security
screening in recruitment. Cybersecurity training and awareness pro-
grammes. Existence of cyberinsurance and compliance certification.

Very
strong
controls

1.0

7.2.2 Certification Grade Levels

With the incorporation of the knowledge gained from Najjar and Al-Sarayreh (2015)
and Tweneboah-Koduah and Buchanan (2018) to create the framework’s answer in-
put levels, a set of thresholds for determining the grade of certification mark have
been created. This has been done by combining explanations of the five maturity
levels and the control effectiveness index. This has resulted in the descriptions and
thresholds for the certification grades see in Table 7.3.

TABLE 7.3: Certification mark grades created by combining elements
from Tweneboah-Koduah and Buchanan (2018) and Najjar and Al-

Sarayreh (2015) to suit the context of this study

Grade Certification Description Thresh-
old

Status

Very
Weak

The implemented controls are not formally characterized and under-
stood, with default technical controls, and no supporting processes.

20% Not
applicable

Weak The implemented controls are formally characterized and under-
stood, with default technical controls, minimum supporting pro-
cesses.

40% applicable

Average The implemented controls are formally characterized and under-
stood, with upgraded technical controls, and supporting processes
described in procedures, tools and methods.

60% Applicable

Strong The implemented controls are formally characterized and under-
stood, with advanced technical controls, and supporting processes
implemented with quantitative quality and process performance ob-
jectives set for monitoring and managing.

80% Applicable

Very
Strong

The implemented controls are formally defined and managed us-
ing advanced technical controls and supporting processes partially
aligned with best practices or standards with quantitative quality
and process performance objectives set for monitoring and manag-
ing.

100% Not
applicable

Based on the certification descriptions created, only Weak, Average, and Strong
are applicable to be used in the framework at this time. Very Weak is not appropriate
as its requirements are too minimal to warrant a certification mark. Very Strong is
not applicable because it sets a high standard that, realistically, the framework is
unable to confidently guarantee at this time. To incorporate this, more evaluations
and iterations of the framework need to be completed outside of this study.
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7.3 SLA Domain Score Multiplier Addition

An algorithm has been derived from brainstorming sessions during interviews I-2,
I-3, and I-4 about the correlation between the value of the service level agreement
(SLA) domain and the answers to questions BCO-03.6 and SLA-01.14. It has been
identified and agreed upon by the experts that the value of an SLA (in the context of
this framework) depended on the answers to two questions: “Are supply chain en-
tities (third & forth parties) monitored to ensure compliance with contractual agree-
ments?”, and “Does the SLA contain elements describing the compensation to the
SaaS customer if the SLA is broken?”. If a SaaS provider is not monitoring the com-
pliance of its SLAs with other parties that its services depend on, the SaaS provider
can not guarantee its compliance with promises made in its customer’s SLAs. Ad-
ditionally, if there is no compensation in the SaaS customer’s SLA in the event that
the SaaS provider breaks an agreement, there is little reason for the SaaS provider
to abide to the SLA. Based on the two questions’ answers, an SLA domain score
multiplier (defaulted at a value of 1) is either decreased by one of two values, 0.2 or
0.4, or not changed. Inside the Questionnaire report, the SLA domain score subtotal
is multiplied by the value of the SLA domain score multiplier. Resulting in the SLA
domain score total which is added to the grand total score of the framework. The
grand total score is used to determine the grade of the certification mark. The logic
behind the algorithm used has been portrayed using the diagram in Figure 7.1.

Expert Evaluation of Decremental Values
To evaluate the algorithm and decremental values used, previously interviewed ex-
perts have been contacted. Each expert is provided with Figure 7.1 and asked, “
Do you agree with the logic of the algorithm?” and “Do you agree with the values
used in the algorithm that decrease the SLA domain score multiplier?” These dis-
cussions took place via online meetings, and their responses have been noted and
are displayed in Table 7.4. Three of eight experts contacted responded.

TABLE 7.4: SLA domain score multiplier validation results for the
algorithm’s logic and the decremental values, in which a!indicates

an expert’s agreement with an aspect of the algorithm’s aspect

ID Algorithm’s Logic Decremental Value = 0.2 Decremental Value = 0.4

I-2 ! ! !

I-4 ! ! !

I-7 ! ! !
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FIGURE 7.1: Diagram describing the SLA domain score multiplier
logic that impacts the overall weight of the SLA domain
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7.4 Back-up Strategy Question Addition

During interview I-6, the expert brought attention to the importance of whether a
hot, warm or cold back-up strategy is used. This topic has been further examined
through literature and described in Section 4.3.1. The type of strategy determines
the length of time before operations can resume. A cold back-up strategy may only
replicate data on a periodic basis resulting in an RPO of hours to days (Suguna and
Suhasini, 2014). Depending on the criticality of the application, this can be devas-
tating and is the least effective strategy. As such, the question seen in Figure 7.2 has
been added. Additionally, the answer options for this question are: hot, warm or
cold. The resulting scores for the answers are: hot - 1 point, warm - 0.5 points, and
cold - 0 points.

FIGURE 7.2: Back-up strategy question added to disaster recovery
domain

7.5 Data Security Question Additions & Removals

In the first draft of the framework, the data security domain contained four questions
that asked high-level questions requesting evidence for compliance with standards
that support: data confidentiality, data integrity, data availability, and service au-
ditability. It has been decided that more granulated questions are needed to gather
more specific insights into the data security controls. Resulting in the enrichment
of questions that request evidence for compliance with standards supporting: appli-
cation and interface security, audit assurance and compliance, change control and
configuration, data security and information life-cycle, encryption and key man-
agement, identity and access management, threat and vulnerability management,
and mobile device security. These topics have been investigated in literature and
described in Section 4.7, Table 4.5. These topics are inspired by the equivalent do-
mains in the Cloud Controls Matrix v3.0.1. As the SaaS continuity control framework
is focused on availability, asking a question about compliance with data availabil-
ity standards is redundant, prompting its removal. The newly added questions ad-
dress data confidentiality, data integrity, in a more granulated manner, the associated
older questions addressing these topics are removed from the framework. Service
auditability is not removed as no clear reason for removing it has been identified.
These changes are visualized in Figure 7.3.

7.6 Business Continuity Question Removal

During I-7, a discussion about the redundancy of question BCO-01.12 occurred. The
set of questions displayed in Figure 7.4 addresses the risk control of conducting a
business impact analysis, discussed in Section 4.2.1. However, question BCO-01.12
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FIGURE 7.3: Question additions and removals to the data security
domain

asks if the analysis, which encompasses the steps addressed by the other questions,
has been done. As the questions addressing the steps are asked, then BCO-01.12 is
redundant. Prompting its removal from the framework. The ordering of the ques-
tions has also been changed to match the order of the steps in a business impact
analysis.

FIGURE 7.4: Removal of question BCO-01.12 from business continu-
ity domain due to redundancy

7.7 Financial Stability Domain Removal

As mentioned in Section 4.10, including financial stability as a certification criterion
in the framework is discouraged by the expert participants in Schneider et al. (2014).
However, the reasons behind the exclusion of financial stability are not discussed in



Chapter 7. Framework Evolution 81

Schneider et al. (2014). The evaluations and discussions with interviewees, I-4 and I-
7, on the financial stability domain of the framework shed light on the reasons. Both
interviewees encouraged the inclusion of the domain as the potential insights it can
extract are valuable for SaaS customers. Unfortunately, it has been agreed upon by
both interviewees that there is a high degree of subjectivity and complexity involved
in determining a SaaS provider’s financial stability.

For large SaaS providers, the interviewees mention that assessing the financial
stability can be less subjective as large organizations have the resources and financial
systems in place to conduct financial audits and reporting. This can reduce the work-
load required to compile the necessary financial statements for assessment. Depend-
ing on the criticality services provided by the SaaS providers, financial audits and
reporting may occur on a regular basis due to government directives. For smaller
and medium SaaS providers, it can be expected that their ability to conduct finan-
cial audits and reporting will be limited due to resource and maturity constraints.
Based on discussions with the experts, it has been concluded that attempting to score
small and medium SaaS providers on their financial stability using this framework
will result in inaccurate results across the assessed organizations. This inaccuracy
diminishes the value of the certification mark, thus negatively impacting the aim of
the study. Additionally, it can not be expected that an information communication
technology (ICT) professional using this framework will have the ability to make
professionally sound interpretations of financial information. This is may not be an
issue if the framework is applied using a team of personnel with different special-
izations (eg. financial analysis). Considering what has been mentioned, it has been
decided to remove the entire domain from the framework.

7.8 Dutch Law Domain Removal

As mentioned in Section 4.11.1, the researcher acknowledges his lack of experience
and understanding of the Dutch law system as the primary inhibitor to the devel-
opment of the domain’s questions. A Dutch lawyer has been searched for and upon
initiating in dialogue regarding his contribution to the study, the lawyer’s view is
that the evaluation method is not suitable for the Dutch law questions of the frame-
work. Furthermore, by the end of the evaluation phase of the study, this domain has
not been evaluated. Thus, the domain can not remain in the framework’s question-
naire and has been removed. However, during the evaluation phase further research
was conducted in an attempt to improve the knowledge that can be applied to the
Dutch law domain. Such an action is part of the Rigor Cycle of study’s guidelines for
conducting DSR by Hevner and Chatterjee (2010). The findings are applied to Dutch
law questions and modifications are made as seen below:.

• Does the SaaS provider declare Netherlands law applicable to the service and to any
disputes about the service that may arise with customers?

Based on the understanding developed through the reading of Regulation (EC)
Rome I by Pöttering and Lenarčič (2008), this question is subject to the jurisdiction
of the SaaS provider and SaaS customer, as well as the criticality of the services in-
volved and contractual agreements made between the SaaS provider and SaaS cus-
tomer. Such agreements can determine which law system will be applied to legal
disputes. If both entities are registered as Dutch organizations, then Dutch private
law is applicable. Some articles in Dutch private law are not mandatory and if this



Chapter 7. Framework Evolution 82

is the case, both entities can choose a different law system that is applicable on that
particular legal dispute. If one of the entities is based outside the Netherlands, but
inside an EU member state, Rome I is applicable. Article 3 of Rome I declares that
entities can choose the law system they deem fit. If they do not choose one, article
2 and 4 of Rome I can be applied. In this instance, the law system of the country
where the provider is based is applicable, regardless if the entities are registered in
an EU member state or not. If both entities are not based in the Netherlands, but one
of the entities is based in the EU, Rome I is applicable. If both entities are neither
registered in the Netherlands nor in the EU, according to article 2 and 3 of Rome I,
they can choose which law system is applicable. If they address a Dutch court the
court will use article 3 and 4 of Rome I, in which the applicable law system is based
on the jurisdiction that the SaaS provider is registered in.

The above creates a high level of subjectivity, as such, the question does not pro-
vide definitive insights into the level of risk related to the continuity controls offered
by a SaaS provider. However, this question can be modified by addressing it to the
Directive (EU) 2016/ 1148. Schulz and Korčok (2016, article 1) states that “this direc-
tive lays down measures with a view to achieving a high common level of security
of network and information systems within the Union so as to improve the function-
ing of the internal market.” With such an objective, alignment with the directive can
be seen as a positive indicator regarding risks involved within a jurisdiction’s ICT
industry. Therefore, the question can be replaced by one that is more generalizable,
"Does the law system of the jurisdiction that the SaaS provider is registered in, align with
the articles described in Directive (EU) 2016/ 1148?"

• Does the SaaS provider comply with the statutory obligations, including the informa-
tion obligations prescribed by articles 3:15d, 6:227b and 6:227c of the Civil Code?

Articles 3:15d, 6:227b and 6:227c of the Civil Code are mandatory if the SaaS
provider and customer are registered in Netherlands. If one of the entities is based
outside the Netherlands but in the EU, Directive (EU) 2000/31 by Fontaine and Mar-
tins (2000) is mandatory. Within this directive, articles 13 and 14 state conditions for
determining the liability of service providers in regards to the handling and mod-
ification of cached information, and hosting of information that has been deemed
illegal. In Fontaine and Martins (2000), caching refers to the storage of information
for the sole purpose of making the information’s onward transmission to recipients
more efficient. Where as, hosting refers to the storage of information provided by a
recipient, If a SaaS provider adheres to this directive, the risk that it suffers financial
or legal repercussions aligned with the directive is low. Thus the question can be
modified to address Directive (EU) 2000/31, “Does the law system of the jurisdiction
that the SaaS provider is registered in, align with the articles described in c?”

• Does the SaaS provider supplies the service in a manner that ensures that customers
can comply with the provisions of articles 47 to 53 inclusive of the State Taxes Act
(Algemene Wet Rijksbelastingen)?

It is evident that the researcher miss interpreted the above question which has
been sourced from Zeker-Online (2019). As a result the question has been modi-
fied as follows, “Does the SaaS provider comply with the provisions of articles 47 to 53
inclusive of the State Taxes Act (Algemene Wet Rijksbelastingen)?”. Compliance with tax
regulations is mandatory, as such this question still retains value as non-compliance
can lead to financial and legal repercussions; such as fines and forced administrative
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dissolution of the SaaS provider.

Modified Questions Moved to User Guide
As discussed, there is perceived value in the modified versions of the questions,
despite not being evaluated. It has been decided to place the questions in the frame-
work’s user guide as recommended considerations for public users of the framework.

7.9 Framework Overview

Figure 7.5 presents a general overview of the framework after the application of
the additions and removals discussed in this chapter. It provides the final question
count for each domain as well as the general topics that the questions address.

FIGURE 7.5: Overview of the SaaS continuity control framework after
additions and removals have been applied
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Chapter 8

Case Studies

8.1 Introduction

Following the final improvements to the framework described in Chapter 7, two case
studies have been conducted and evaluated using the strategy described in Section
2.4, and the case study protocol seen in Appendix B. As seen in section 2.4.1, in this
multiple holistic case study, the framework is applied to small or medium Dutch
software as a service (SaaS) providers during which the framework’s questions are
answered, continuity security control strengths and weakness are identified, and a
certification mark determined. The framework is then evaluated by asking the SaaS
provider open-ended questions that are derived from the European Union Agency for
Cybersecurity (ENISA) certification scheme requirements listed in Section 3.10. Gen-
eral feedback from the SaaS providers and their answers to the evaluation questions
are reflected on within the sections of this chapter.

8.2 Ex-post Evaluation Objectives

The framework is evaluated using an adapted definition of effectiveness from Prat,
Comyn-Wattiau, and Akoka (2015). The study’s definition of effectiveness is, “To
what degree do insights gathered portray the level of risk associated with SaaS conti-
nuity controls?” To determine this degree, seven open-ended questions are asked to
evaluate the framework’s fulfillment of the certification scheme security objectives
laid-out by ENISA. In addition to determining the degree of effectiveness, the ques-
tions aim to elicit further requirements, by promoting dialogue concerning missing
concepts that are not explicitly asked by the existing questions, or generally not ad-
dressed. Similar to the expert evaluations, the representative of the SaaS provider is
encouraged to engage in protocol analysis, discussing their thought process behind
what they deem as interesting questions. Potentially generating new requirements
for future versions of the framework. Importantly, as the researcher lacks the ex-
perience and knowledge to accurately interpret evidence presented to answer the
framework’s questions, the SaaS provider’s opinions of what the answers should
be, is used as the answers. During each session, information is noted by the re-
searcher in the framework’s notes area, as well as in an editable version of the case
study guide.
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8.3 Participating SaaS Providers

To provide a brief insight into the participating SaaS providers and their services,
Table 8.1 provides a brief description of the SaaS solution, the role of the represen-
tative who participated, and the size of the organization. The cases have been prag-
matically selected, by searching LinkedIN for organizations that meet the case study
criteria and ideally provide impactful services to their customers.

TABLE 8.1: Information on participating SaaS providers

SaaS
Provider

SaaS Solution Description Representative’s
Role

Size

KindPlanner Enterprise resource planning services for
child care organizations providing func-
tionalities such as, customer relationship
management and invoicing.

CTO Small

Channable Data feed management and smart adver-
tising automation services that create, op-
timize and export data feeds to over 2500
comparison websites, affiliated platforms
and marketplaces. or generate ads for
Google Ads and Microsoft Advertising.

CEO Medium

In the following sections, each case study is discussed, revealing the insights
gathered from the framework results, as well as any considerations that affect the
recorded data. Figures 8.1 and 8.3 visualize the total awarded score, and total missed
score as a percentage of the overall achievable score for each domain. The overall
achievable score is reduced by the number of not applicable answers, thus accounting
for situational factors of each SaaS provider that impact the performance of the do-
mains. Figures 8.2 and 8.4 visualize the number of not applicable answers and other
answer types.

8.4 Case 1: KindPlanner

KindPlanner’s solution connects administration, internal groups, parents, and chil-
dren to assist in the operational cycle of childcare organization (eg. kindergartens).
It contains functionalities such as scheduling, accounting, and customer relations
management to create a system that supports childcare planning, personnel plan-
ning, and parental communication. The main findings from the session with Kind-
Planner are discussed below.

KindPlanner receives a certification mark of strong by achieving 81% of the over-
all achievable score. Referring to Figure 8.1, three domains received a grade of aver-
age. Notably, the algorithm discussed in Section 7.3 contributes to this. The service
level agreement domain’s value has been decreased by 20% due to a partial satisfac-
tory score awarded to question BCO-03.06, resulting in the domain’s average grade.
Kindplanner reported that they are motivated by the service level agreement domain’s
only not satisfactory question, to improve their service level agreement (SLA) docu-
ment by including elements describing their SaaS-escrow solution. The performance
of the business continuity domain is attributed to twelve partially satisfactory and three
not satisfactory answers, representing 48% of the answers. Most notably, is their lack
of any implemented risk assessment tools and strategic risk management options.
These missing elements may indicate an inaccurate conceptualization of the degree
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of understanding of their identified risks. KindPlanner recently moved to the Mi-
crosoft Azure environment for hosting their SaaS solution. As a result, many business
continuity and disaster recovery technical controls are cover for by the Azure services
they have invested in. KindPlanner expressed satisfaction with the monitoring sys-
tem and hot back-up service available through the environment.

FIGURE 8.1: KindPlanner’s domain score performance, with an over-
all certification mark grade of strong with data privacy, business conti-

nuity, and service level agreement achieving average grades

FIGURE 8.2: KindPlanner’s answer level distribution, with a rela-
tively high count of partially satisfactory answer in the business con-
tinuity domain, and a relatively high count of not satisfactory in the

data privacy domain

8.5 Case 2: Channable

Channable collects data on the performance of their customer’s products across over
2500 websites. The collected data is then provided to their customers for assess-
ment, allowing them to create dynamic advertisements based on product demand
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and supply. Channable’s automated tools can then adjust the advertisements based
on set parameters. Notably, Channable does not provide business-critical enterprise
resource planning services. The impact of this and the resulting findings are dis-
cussed below.

Channable receives a certification mark of average by achieving 78% of the overall
achievable score. Referring to Figure 8.3, two domains received a weak grade. As
services offered by Channable are limited and do not exhibit high business critical-
ity, an elaborate continuity guarantee has been deemed as unnecessary. Investing in
continuity guarantee services does not improve their customer’s business continuity
situation in the event of a long term disruption or bankruptcy.

FIGURE 8.3: Channable’s domain score performance, with an over-
all certification mark grade of average with continuity guarantee and

service level agreement domains achieving weak grades

FIGURE 8.4: Channable’s answer level distribution, with a relatively
high count of not applicable and not satisfactory answers in the continu-

ity guarantee and service level agreement domains

Channable has openly expressed that the nature of their services does not put their



Chapter 8. Case Studies 88

customers in a vendor lock-in situation. It is easy for their customers to gather their
data in a .CSV format and migrate to a competitor. With this said, the high count of
the continuity guarantee domain’s not applicable answers can be understood as these
mechanisms are not needed at this time, and the lack of them does not substantially
increase the risk to their customers.

In the case of the service level agreement domain, the not applicable answer count
is explained by the number of SLA document concepts addressed that exist in other
contractual documents such as their terms of use and data security policy. As such,
their lack of presence in the SLA document is not seen negatively, but can not posi-
tively influence the score of the domain. With that said, of remaining SLA document
concepts addressed 50% are not satisfactory. This has highlighted missing key con-
cepts that are in-fact part of Channable’s sales pitch. They promote themselves as
out-performing their competitors in these metrics. However, do not address them in
their SLA document. Channable plans to adapted their SLA document and include
the key missing concepts highlighted by the framework.

8.6 Effectiveness Findings

The questions used to evaluate the effectiveness of the framework as grounded in
the security objective requirements from ENISA expressed in Barreira et al. (2019).
After the all the questions are answered in the framework by the SaaS provider, the
case study is concluded by prompting the SaaS provider to answer the questions
seen in Table 8.2. Within the responses to these questions, new requirements can be
elicited for improving the framework. It is important to note that the framework
contains 125 questions, for which it can not be expected that the SaaS providers
have remembered every concept that has been addressed. This may be a potential
influence in their choice of answers.

TABLE 8.2: Framework effectiveness questions and answers from the
SaaS providers who participated in the case studies

ID Question Kindplanner Channable

E-1 Does the framework assess controls that protect stored, transmitted,
or otherwise processed data against accidental or unauthorized de-
struction, loss or alteration, or lack of availability during the entire
life cycle of the information communication technology (ICT) prod-
uct, ICT service, or ICT process?

Yes Yes

E-2 Does the framework assess controls that ensure authorized persons,
programs, or machines are able only to access the data, services, or
functions to which their access rights refer; to identify and document
known dependencies and vulnerabilities?

Yes No

E-3 Does the framework assess controls that record which data, services,
or functions have been accessed, used, or otherwise processed, at
what times and by whom?

No No

E-4 Does the framework assess controls that make it possible to check
which data, services, or functions have been accessed, used, or oth-
erwise processed, at what times and by whom?.

No No

E-5 Does the framework assess controls that verify that ICT products,
ICT services, and ICT processes do not contain known vulnerabili-
ties?

Yes Yes

E-6 Does the framework assess controls that restore the availability and
access to data, services, and functions in a timely manner in the
event of a physical or technical disruption event?

Yes Yes

Continued on next page
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Table 8.2 - continued
ID Question Kindplanner Channable
E-7 Does the framework assess controls that ensure that ICT products,

ICT services, and ICT processes are secure by default and by de-
sign that ICT products, ICT services, and ICT processes are provided
with up-to-date software and hardware that do not contain publicly
known vulnerabilities, and are provided with mechanisms for se-
cure updates?

No Yes

E-1, E-5, and E-6 have all been unanimously answered with yes. E-1 and E-6
both explicitly address the availability of services, which has been identified as the
primary security area of focus for the aim of the study. Solidifying that the frame-
work does effectively address security controls addressing the availability of ser-
vices. E-5 focuses on detecting vulnerabilities, which is a key concept of risk assess-
ments. The framework contains questions that explicitly address the identification
and analysis of vulnerabilities in the system. E-3 and E-4 have been issued unani-
mous no answers. The framework does not contain questions that address users as
this level. This is a result of the high-level nature of the data security domain’s ques-
tions. Further expansion of this domain can ensure that these concepts are explicitly
addressed.

Channable’s answer contradicts that of KindPlanner in E-2 and E-7. For E-2, Chann-
able justifies its decision by making a differentiation between authorized persons and
correct persons. A security grouping of individuals may provide the members with
authorization to access customer data. However, this does not mean that each of
these members should be able to. A member may have access to data that they do
not use in their role, thus not being the correct person to have access. This presents
an opportunity for unnecessary access to sensitive data, widening an opening for
potential threats, intentional and unintentional. Even though E-7’s answers differ,
both parties agreed that the concepts addressed by the question are not explicitly
asked in the framework. However, insights on the concepts can be extrapolated
from the existing questions. KindPlanner flagged it as a difficult question as most of
their developers use components that are available on the Internet. A question then
arises, how does one know if the components have vulnerabilities? If a fault or vul-
nerability in these components is identified after the developers have implemented
it, are the developers made aware of this in a timely manner, if at all? These are ex-
amples of questions that should be explicitly asked in the framework as it addresses
the area of update deployment within the development life cycle.

8.7 Observations

The application of the SaaS continuity control framework in assessing KindPlanner
and Channable has provided insights for the SaaS providers that have brought atten-
tion to potential improvements to their continuity controls. Additionally, the case
studies has reveal new insights into the applicability of the framework. The poten-
tial implications of the insights are revealed below:

• Both SaaS providers have elicited new ideas for improvements to their con-
trols, confirming that the framework can be a useful tool for self-assessment.

• The use of the not applicable answer option provides a degree of flexibility in re-
gards to adjusting the scoring method to suit the context of the SaaS solutions.
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• The concepts that are addressed in the service level agreement domain can exist
in different documents. Prompting the consideration for modifying the do-
main to address contractual documents, including terms of use, data security
policy, and other documents that describe obligations to the SaaS customer.

• Improvements to the clarity of some questions can be made by separating the
current controls into smaller, more defined controls.

• Additional questions can be to the data security domain to satisfy the ENISA
requirement questions that have been identified as not fully met in Section 8.6.
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Chapter 9

Discussion

9.1 Introduction

As discussions of the findings and their implications from the expert evaluations
and case studies have been discussed in Chapters 6, 7 and 8. This chapter is pri-
marily aimed at examining the implications and challenges that have resulted from
the process decisions made during the implantation of the design science research
(DSR) methodology.

9.2 Design Science Research Adherence

The evaluation strategy adopted from Venable, Pries-heje, and Baskerville (2012),
described in Chapter 2, prescribes an ex-post evaluation of the design process. To
fulfill this, guidelines from Shrestha, Cater-steel, and Toleman (2014) for DSR evalu-
ation is used, and the acceptance criteria for the multivocal literature review (MLR)
by Garousi, Felderer, and Mäntylä (2019) is included.

9.2.1 Design as an artefact

This study has created a framework that can be used to assess the risk level asso-
ciated with a software as a service (SaaS) provider’s ability to continuity offering
services during and after a disruption event. The design uses elements from the
construction of maturity models from Bruin et al. (2005), while merging the defini-
tions from Najjar and Al-Sarayreh (2015) for information communication technol-
ogy (ICT) maturity levels with definitions of risk assessment scoring levels from
Tweneboah-Koduah and Buchanan (2018). The resulting definition provides guid-
ance for determining which answer input level to assigns to a question and the cer-
tification mark grade thresholds. These features are applied to the SaaS continuity
control certification framework’s 125 questions that address eight domains to iden-
tify risk assurance levels finally determining an overall certification mark.

9.2.2 Problem Relevance

The COVID-19 pandemic has forced the world to rely on SaaS services to commu-
nicate and conduct business using cloud ecosystems. Arguably, this forced shift to
virtual and remote operations will not fade away completely. The ability of busi-
nesses to transfer over to SaaS solutions has its benefits and risks. The flexibility of
employees to work from home or offices creates a blended work environment that
has the potential to improve employee lifestyles. However, this creates a depen-
dency on online services which can fall prey to a number of threats that can cause a
variety of disruptions. Many advisory standards exist for business continuity, and its
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closely related domains. However, none of the freely accessible security frameworks
assessed in this study address security controls for continuity guarantees, and contain
the quantity of highly-granulated questions for business continuity, and disaster recov-
ery, that is explicitly seen in the SaaS continuity control certification framework.

9.2.3 Design Evaluation

The evaluation method conceived of this study makes use of expert evaluations and
multiple holistic case study methods. The expert evaluation method employed con-
sists of two phases. The first, quantitatively assess the ease of use and usefulness
of every question in the framework. During this phase, protocol analysis and brain-
storming techniques are used to elicit qualitative data used to identify new require-
ments. The next phase collects only qualitative data using open-ended questions
on ease of use, usefulness, operational feasibility, and completeness. Finally, the
effectiveness of the framework is determined by conducting case studies and ask-
ing open-ended questions aligned with European Union Agency for Cybersecurity’s
(ENISA) requirements for certification schemes, such as security control certifica-
tion frameworks. The combination of methods, techniques, and tools used through
the evaluation of the framework has gathered a minimum of 556 direct data points,
with no attempt being made to record the number of indirect contributions through
discussions excited by protocol analysis and brainstorming. Systematic recording of
indirect findings is not accounted for as the inclusion of these techniques occurred
naturally in the expert evaluation phase.

Design Validation
The activities conducted in this study are aimed at evaluating the framework and
are not seen as validations. To validate the framework, the application of the frame-
work across multiple SaaS providers needs to be completed using a more thorough
procedure than what has been applied in the study’s case studies. Due to limitations
in the researcher’s ability to interpret evidence, most security control questions have
been answered using the SaaS providers’ opinions of what the answers should be.
Ideally, this procedure should include a thorough investigation in which the user of
the framework has working knowledge that enables a professional interpretation of
evidence provided to be made. Following this, a series of check-ups need to be con-
ducted over a set number of years to ensure that the risk assurance level awarded to
the SaaS providers are accurate representations of their abilities.

9.2.4 Research Contributions

This study’s scientific contributions begin with the formal identification and defining
of the continuity guarantee concept, for which the framework has been constructed
around. The framework evaluation method used has received positive feedback from
this study’s participating experts’ experiences. On multiple occasions, experts have
noted new ideas that are extracted from the questions in the framework as well as
during the discussions prompted from the use of protocol analysis and brainstorm-
ing techniques. Experts who did not officially participate in the study, have also
expressed interest in the evaluation method used, and its applicability in evaluating
existing security frameworks. The resulting iterations of the framework have lead to
the creation of a unified modeling language (UML) class diagram visualizing the struc-
ture of the framework and is seen in Figure 5.2. This diagram is a foundation that
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can guide the construction of future frameworks used by practitioners.

Additionally, the LinkedIN strategy used to acquire entities needed by the study
has been explained and its process deliverable diagram (PDD) visualized in Section
2.4.1 and Appendix A.3, respectively. The number of connection requests sent using
the strategy heavily outweighs the number of successfully completed expert eval-
uations. A quantitative view of the results discussed in Section 6.3, does not shine
positively on the strategy. However, this strategy did acquire an acceptable num-
ber of evaluations while freeing up a valuable amount of time that is usually spent
manually contacting potential participants. This freed-up time is used to review and
improve the study multiple times as well as quickly reflect on the findings of the ex-
pert evaluations. The number of evaluations may have been higher if 15 messages
from experts expressing interest in contributing were seen in a timely manner. Due
to a management error, the researcher discovered these unaddressed messages at a
late date. Additional benefits have also been seen through the numerous communi-
cations of interest by international SaaS organizations and researcher groups. With
the globalization of professional social media platforms and low cost of operating on
these platforms, researchers have the opportunity to market their research around
the world. Contributing to a larger knowledge base and raising awareness of gaps
in literature and practice.

Societal contributions of this study is evident in SaaS continuity control framework
being publicly available for free download from the study’s website,
www.saascontinuityframework.com. This allows for the potential use of the frame-
work as a foundation for a multitude of spin-off frameworks to be created and
adapted. Adaptations can be made to suit different cloud contexts without the need
to identify the main domains, a large number of their associated questions, and an
appropriate evaluation method. Additionally, it can be used as a self-assessment
tool for small and medium enterprises (SME) to determine the level of risk asso-
ciated with their security controls and identify areas of improvement. Hopefully,
achieving the aim of the study which is to foster improvements in risk awareness,
and customer trust in SaaS, resulting in a healthier SaaS industry.

9.2.5 Research Rigor

The research process has been structured around the DSR methodology by Hevner
and Chatterjee (2010), which has been shown to be suitable for the study. Fur-
thermore, it has been enriched with a systematic literature review in the form of
a MLR, allowing requirements to be elicited as described in Zave (1997), from grey
and academic literature guided by the phases and acceptance criteria from Garousi,
Felderer, and Mäntylä (2019). Following this, five evaluation criteria have been
adapted from Prat, Comyn-Wattiau, and Akoka (2015), applied using a strategy
guided by Venable, Pries-heje, and Baskerville (2012), and reported using a model
derived from Shrestha, Cater-steel, and Toleman (2014). Then a multiple holistic
case study has identified from Yin (1994) as a suitable means for testing the frame-
work’s alignment EU certification scheme requirement from Barreira et al. (2019).
Lastly, compiling the study’s methods, techniques, and tools using method engi-
neering concepts from Brinkkemper (1996).

This study can be seen as evidence of the ability of scientific methods prescribed
through literature to create an artefact based on domain knowledge acquired from

www.saascontinuityframework.com
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literature, that can be used in a process that identifies and assesses real-world prob-
lems. The development of this study’s artefact has resulted in an accumulation of
concepts that provide a base for extrapolating insights into a SaaS provider’s situa-
tion. This is used in an evaluation process to determine the degree of risk associated
with their continuity controls, reveal improvement opportunities to the provider,
and gather enough knowledge on the SaaS provider’s system to allow the frame-
work’s user to provide additional improvement recommendations. This founda-
tion of this ability lies in the domain and requirements process theories. Domain
theory starts with preliminary modeling of a meta-schema of domain knowledge,
which is abstracted, and used to model classes of information that can be specialised
by applying further knowledge from different views on each domain (Jarke et al.,
1993). The requirements process theory then uses the domain knowledge as build-
ing blocks to specify processes at several granularity levels while extracting the se-
mantics of the processes’ activities.

9.2.6 Design as a Search Process

The process of identifying relevant concepts, electing valid questions addressing
these concepts, and ensuring that the questions have value, occurs iteratively through-
out the MLR and expert evaluations. On occasion, newly found concepts from the
expert evaluations are researched using the MLR process, then discussed in the
study, to finally decide whether or not they should be addressed the framework.
Close to 44% of the GL failed the quality assessment, providing indication of the
effectiveness of the MLR’s quality check process and the acceptance criteria applied.

9.2.7 Communication of Research

The structure of the study’s paper, primarily the abundant use of tables, lists, and
figures easily highlights the sources of the features and questions seen in the frame-
work. Providing improved transparency into the evolution of the framework. The
framework has dedicated features to ensure that it can be easily understood and
used by practitioners. Its dashboard contains a number of interactive graphs and a
table that provide insights into the results of the framework’s questionnaire. High-
lighting areas of interest, further assisting practitioners in the task of reviewing the
results with stakeholders.

9.3 Validity Threats Mitigation

Table 9.1 provides an overview of the tactics used to minimize the degrees of threat
caused by the four threats to validity, namely, construct validity, internal validity,
external validity, reliability, and conclusion (Wohlin, 2014; Runeson and Höst, 2009;
Ampatzoglou et al., 2019). There are many sub-threats within these five categories,
however to address each sub-threat is unreasonable for this degree of study. As such,
these five main categories can be seen as the parents most sub-threats and have been
used in a large number of studies. These threats are discussed and issues examined
later in this section.

Construct validity refers to the degree to which this study measures what it
claims to measure. The study’s adherence to the DSR guidelines, examined in Sec-
tion 9.2, ensures that the methodology’s cycles are iterated multiple times along with
numerous elements that support the traceability of design decisions. The use of
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TABLE 9.1: Validity threat mitigation tactics

Research
Method

Tactic Con-
struct

Internal Exter-
nal

Relia-
bility

Conclu-
sion

General
Process

Adherence to DSR guidelines ! !
Recording changes in framework’s change
log

!

Evaluation of performance using score aver-
ages and score distribution via histograms

!

Multivocal
Litera-
ture
Review

MLR guideline adherence ! !
Applying GL quality check protocol ! !
Employing data collection form ! !

Expert
Evaluation

Interviewing 8 domain experts ! !
Capturing expert insights from 5 countries !
Employing protocol ! !

Multiple
Holistic
Case
Studies

Completing 2 case studies ! ! !
Capturing insights on non-business critical
and business critical SaaS solutions

!

Employing protocol ! !

MLR guidelines and the application of the tool seen in Appendix D.1 to adhere to
the grey literature (GL) quality check process, ensures that the knowledge and re-
quirements acquired, met the set quality standards. However, the selection of the
search terms seen as attributes in Figure 1.1, can be enhanced by an initial ground-
ing the selection in existing cloud computing taxonomies, such as Dutta, Peng, and
Choudhary (2013). This would improve the effectiveness and efficiency of the MLR
to elicit framework requirements. Additionally, use multiple interviews and case
studies ensures that the information collected is supported by multiple expert opin-
ions. Ideally, more interviews and case studies will strengthen these migration tac-
tics. However, its must be acknowledged that this study is limited by its available
manpower (1 researcher) and time frame (8 months).

Internal validity is the extent to which a piece of evidence supports a claim about
cause and effect, within the context of this study. Degrees of restraint have been ap-
plied to the depth and quantity of the questions for in the influential domains out-
side of the core domains of: business continuity, disaster recovery, and continuity guar-
antee. Scoping the framework in such a manner improved the strengths of the core
domains. While the other domains are addressed, there exists the possibility that the
domains are generally missing concepts or not explicitly addressed by questions. As
mentioned in previous chapters, the data security domain is important, but contains a
large depth and quantity of concepts that the study is unable to thoroughly address
at this time. This is mitigated by the high-level nature of the domain’s questions.
Furthermore, the peer-reviewing and piloting of the interview and case study pro-
tocols assist the study in its attempts to extract its desired insights. Notably, it is the
researcher’s belief that there is a degree of misinterpretation in the experts’ under-
standings of the study’s definition of the ease of use criterion scored during the expert
evaluations. Due to the size of the framework, fatigue has been experienced during
the expert evaluations. This has been mitigated by splitting lengthy evaluations into
two sessions. This has been done in the case of I-2, I-4, I-6, and I-7. Notably, there is
an unbalanced number of evaluations conducted on the domains. The final version
of the data privacy and data security domains have only been thoroughly evaluated
once, whereas, continuity guarantee has only been evaluated twice.
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External validity is the degree of which the conclusions of this study can be ap-
plied outside of its context, across other situations, people, stimuli, and times. As
the framework is aimed at small and medium sized SaaS providers, it may not con-
tain all the elements valuable to larger enterprises. It does provide a foundation
for expanding its depth of coverage, creating a catalyst for the potential to be ap-
plied in other situations. The use of an MLR to elicit requirements allows the study
to acquire knowledge that may not be readily available in academic literature. All
concepts are have been reviewed through the experts evaluations and case studies.
Of which, the participants reside in five different countries, namely, Netherlands,
Belgium, U.S.A, India, and Australia. Ensuring that besides the General Data Pro-
tection Regulation (GDPR) data privacy requirements, the framework’s concepts are
generalizable. However, it must be stated that in its current form, this framework is
not applicable to the other layers of the cloud service layer seen in Figure 3.1.

Reliability is concerned with to what extent the data and analysis are dependent
on the specific researchers and the degree of decision traceability. By adhering to the
DSR guidelines, some degree of research bias is mitigated. This is also improved by
the use of an MLR, which allows the capturing of both academic and practitioner
insights. The need of an MLR has been validated by answering questions for deter-
mining the necessity for an MLR presented in Garousi, Felderer, and Mäntylä (2019).
The diverse and heterogeneous nature of the GL accessed is not subject to traditional
academic peer-review processes and creates a threat to validity in the form of re-
searcher bias (Kitchenham, 2004). To mitigate this threat, guidelines for conducting
an MLR are followed to ensure the credibility of the GL used (Adams, Smart, and
Huff, 2017). The steps taken in the MLR have been clearly detailed in Section 2.2,
and records kept enabling traceability of the decisions made throughout the study.
However, the protocol for the MLR states that at least two researchers should con-
duct the quality assessment and code the literature (Garousi, Felderer, and Mäntylä,
2019). This could not be done as this study is conducted by only one researcher, and
the supervisor can not be involved in the critical path of the study. Researcher bias is
also addressed in the peer-reviewing of the protocols used in the study. The changes
to the research context conceptual-model seen between Figures 1.1, 3.5, and 4.8, as
well as the framework’s change log enhances the traceability between the iterations
of the DSR sub-cycles, and resulting design decisions. An overview of the resulting
framework is seen in Figure 7.5.

Conclusion validity in this study pertains to the degree that the insights ac-
quired from a statistical analysis of the quantitative criteria used in scoring the do-
mains and questions are reasonable considering the data collected (Ampatzoglou et
al., 2019). The major issue arises from the differing number of evaluations conducted
on the domains and the number of questions within each domain. The use averages
and score distributions at the domain and question levels, has been used to ensure
that a clear idea of the performance of each domain and question can be extrapo-
lated. The averages are useful for highlighting and making decisions on domains or
questions that have many data points. The use of histograms to assess the score dis-
tribution, provides another point of view providing a catalyst of understanding as
to how an average is calculated, and replace the use of an average as an assessment
tool when there are too little data points.
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9.4 Lessons Learned

This section serves as a personal reflection on the successes and challenges encoun-
tered during the study. It is the hope of the researcher that future researchers can
gain insights that will allow them to avoid mistakes and improve their studies by
enhancing successful elements of this study. The main points are ranked below in
order of importance, with the first being the most important lesson:

1. Find a study partner(s) that will work on their thesis alongside yours. Doing
this creates countless opportunities for brainstorming and quick peer-reviews.
Having different points of view on how to tackle challenges will improve the
creativity of the solutions employed. Ultimately, improving the quality of your
work and reducing researcher bias in an unofficial capacity. This working re-
lationship will provide motivation and create an outlet for venting when the
frustration builds.

2. Create a detailed research approach. A detailed research approach will create
more confidence in yourself, reveal unknown weak points in your study, and
create an overall more grounded study. Later in the study, the time spent on
this will reward you.

3. Market yourself and your study. This is a great opportunity to build your
brand before entering the work force. Additionally, the attention you get from
professionals can create instances where they help you out by providing net-
working assistance, advice, or even literature you may not be aware of.

4. Besides the grade, set your own internal learning objectives. Identify the
opportunities in your study that can be beneficial to you outside of academia.
Once those are achieved, everything else is value added. This will also mo-
tivate you as it creates a sense of personal reward for the hours you spend
working on it.

5. Be very explicit with your supervisor about your preferred style of commu-
nication and develop a type of informal social contract. As an example, I
sent periodic messages that simply inform my supervisor of the happenings
in the study. State that these messages do not need responses, but only act as
a manner of keeping them informed. Sometimes you may bring up a topic
that excites them. It is your study and you are responsible for managing their
interest in your work. This plays on the concepts of client engagement and
expectation management.

6. Try to make internal meetings more enjoyable. This highly depends on the
personalities of the research team, but developing internal humour between
you and your supervisor will make meetings more enjoyable. The personality
types of the people you work with and how they mesh together, impacts the
maximum productivity level of the team as a unit.
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Chapter 10

Conclusion

10.1 Introduction

The aim of this has been to improve the transparency of the software as a service
(SaaS) industry by designing and evaluating a certification framework that can be
used to analyze SaaS continuity control risks, and award certification marks to SaaS
providers, in order to foster improvements in risk awareness and customer trust in
SaaS. To determine if this is achieved, the set of research questions formulated in
Section 1.1.2 are reflected on. This study is then concluded, with a discussion about
future research opportunities that have revealed themselves during this study.

10.2 Research Questions

MRQ: Can a framework be created that portrays the level of risk associated with SaaS
continuity controls by analyzing a SaaS provider’s ecosystem including the meth-
ods, tools, and processes used to support these controls?

To reveal the answer to the main research question (MRQ), the study’s process of an-
swering the sub-research questions (SQ) is examined and findings expressed. These
insights provide an indication of how well the study achieved its objectives.

SQ1: What framework design features are best suited for scoring the risk associated with
SaaS business continuity controls?

These features have been formally drafted and discussed in Chapter 5. Following
this, Chapter 6 evaluates the relative criteria of operational feasibility and ease of
use. Finding that experts deem the features appropriate for achieving the aim of the
framework. Following the insights gains through the expert evaluations, enhance-
ments are made to the framework in the form of additions, removals, and modifi-
cations discussed in Chapter 7. Overall, the framework has been seen by experts
as intuitive and easily understandable for a practitioner to use, while providing the
necessary means for scoring risk.

SQ2: What business functions/ processes that support SaaS continuity controls should
be analyzed in the certification framework?

The requirement elicitation activities needed to answer this question are seen in
Chapter 3 and Chapter 4. The usefulness of these findings as questions in the frame-
work is then evaluated and gaps identified in Chapter 6. With the help of expert
insights, enhancements are made to clarify existing questions, while additions and
removal made are discussed in Chapter 7. The resulting framework is put to the
test in Chapter 8, in which SaaS providers are assessed using the framework. These
cases studies elicit new requirements for the framework that can be applied in future
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expansions.

SQ3: What SaaS continuity guarantee specific concepts should be analyzed in the certifica-
tion framework?

Following the same process described in SQ2’s answer, the study has attempted to
form a complete set of concepts specific and related to continuity guarantees. Iden-
tified gaps have been filled within scope of the study. However, some gaps have
been revealed and discussed in Chapter 8. The main gaps primarily reside in the
data security domains, which has been flagged as being out-of-scope for the study to
address at a more granulated level. Based on the effectiveness findings related to
the security area of availability, of which this study is focused on, the framework has
been deemed effective at assessing the risk level associated with the domains.

SQ4: What is a suitable scoring and evaluation method for the certification framework
to correctly assess security controls?

Based on the feedback from the experts in Chapter 6, the scoring and evaluation
method has been deemed suitable. The details of these methods have also been
based in the works of Najjar and Al-Sarayreh (2015) and Tweneboah-Koduah and
Buchanan (2018). Combing elements of maturity models and risk assessments.

SQ5: What entities in the SaaS supply chain should be assessed?
In Chapter 3, the responsibilities of the supply chain entities are determined by look-
ing at the degree of control over the technology and services SaaS customers pur-
chase. Therefore, it has been decided that the SaaS provider, as the entity with the
most control, should be assessed. However, experts have voiced their opinions that
other entities, such as the SaaS customer should be assessed as they create security
vulnerabilities that can threaten the SaaS provider. This view is correct, but the in-
clusion of this entity or other supply chain entities, increases the cost of applying the
framework, potentially creating a situation in which SMEs can not afford the frame-
work. Preventing the study from achieving its aim.

SQ6: What are suitable criteria and requirements for evaluating the framework?
This has been identified by referring to the taxonomy presented in Prat, Comyn-
Wattiau, and Akoka (2015), and adapting the definitions of its criteria to the context
of the study. Additionally, requirements for security frameworks aiming to certify
cloud service providers (CSP) have been adopted from European Union Agency for
Cybersecurity (ENISA), and applied to determine the framework’s degree of align-
ment.

10.3 Future Research

Many ideas have been conceptualized during this study. As such, it is important to
discuss those ideas which are rich enough to warrant the attention of future research
projects.

Further Development of Framework
Referring to the insights gathered from Chapter 6, additional domains can be added
to the framework as well as the addition of more granulated questions. A new do-
main addressing human resources can be added as this plays a vital part in the op-
erations of any organization. A sub-par recruiting process can create vulnerabilities
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if newly recruited employees’ abilities and backgrounds are not vetted for potential
future security issues. Additionally, the physical security measures at the locations of
the SaaS providers play a role in preventing malicious insider-attacks and infrastruc-
ture damage from occurring. Finally, the existing data security domain can be easily
expanded on by enriching it with controls and questions from the existing frame-
work, improving the quality of the risk assurance associated with the framework’s
certification mark. However, such actions will expand the time required to complete
an assessment, and the cost of the certification mark. Such efforts can make use of
tools such as the devils quadrangle, see in Figure 10.1. It consists of four main di-
mensions, namely, time, cost, quality, and flexibility, that are used as indicators for
monitoring of modifications, and investigations to evaluate the resulting changes to
the framework (Pourshahid et al., 2007). For clarification, flexibility can be seen as
the framework’s ability to assess security controls in different system contexts (eg.
business-critical or not critical). Whereas quality is equivalent to this study’s defini-
tion of effectiveness.

FIGURE 10.1: Devil’s quadrangle for monitoring and investigation of
modifications to artefacts and processes, extracted from Pourshahid

et al. (2007, p.4)

Another option to compensate for increases in the size of the framework is the
creation of leaner versions of the framework that are associated with each certifi-
cation mark grade. A leaner version can contain a lower quantity of questions, se-
lected based on a more extensive evaluation of their usefulness. Decreasing the time
and cost to SaaS providers that are aiming to achieve certification marks that have
a lower risk assurance level. Additionally, the frameworks that represent the next
level of risk assurance can be provided ahead of time to SaaS providers to allow for
self-assessments to be completed. Essentially providing a set of improvement steps
that may potentially encourage the provider to return for future certifications. The
leaner framework idea has been elicited from the expert evaluations discussed in
Chapter 6.

Inter-dependency of Risk Security Controls in a System
Tweneboah-Koduah and Buchanan (2018, p.1394) state, “[that] the interface between
critical infrastructure and their inter-dependencies has not been well explored by
extant studies in the perspectives of cybersecurity risk assessment.” Thus, identify-
ing a gap in research for which this study arguably falls into. Section 7.3 provides
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a documented and evaluated attempt at adjusting the SLA domain’s overall value
based on the answer to a question in the business continuity domain, and a question
within the SLA domain. Figure 7.1 visualizes the inter-dependencies between two
security control questions, and the perceived degrees of dependency that impact the
value of an SLA. SLAs can be seen as an infrastructural element within cloud se-
curity controls, as it can contain contractual obligations for service level in terms
of confidentiality, integrity, and availability. Further research into the development
of methods for assigning degrees of inter-dependencies between security controls,
and the questions that assess them, the accuracy of the risk assessment can be im-
proved. Figure 10.2 visualizes system dependencies through a causal loop diagram
describing key variables affecting a system’s performance, and behavioral changes.

FIGURE 10.2: Causal loop diagram of inter-dependencies be-
tween system infrastructures proposed in Tweneboah-Koduah and
Buchanan (2018, p. 1398), in which the SaaS continuity control
framework determines the degree of risk associated with the security
controls and practice factor (green square), affecting the technology
development risk factor. “The technology deployment risk: This is
the system’s security risk exposure due to technology deployment. It
is a function of the sum of the system’s vulnerabilities, threats events,
integrated induced complexities divided by available (active) [secu-
rity controls], and security practices (eg. training and awareness). It
is assumed that the higher the rate of [security controls], the lower

the overall deployment risk.”
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Appendix A

Process Deliverable Diagrams

A.1 Framework Operational Procedure
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A.2 Study Approach
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A.3 LinkedIN Approach
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Appendix B

Interview & Case Study
Documents

B.1 Interview Research Information Sheet

Information Sheet – Research Interview 

Research Project Title: Clearing the Cloudiness of SaaS: A SaaS Continuity Guarantee 
Certification Framework 

For research conducted by Nicholas Xavier, supervised by Slinger Jansen at Utrecht University. 

Contact: n.p.xavier@students.uu.nl, slinger@slingerjansen.nl 

Research Participant:  

Version Date: 17/04/2020 

 

Context and purpose of study 

You are being invited to participate in that research study, “Clearing the Cloudiness of SaaS: A 
SaaS Continuity Guarantee Certification Framework.” This study is performed by Nicholas Xavier, 
as part of his master’s thesis project in the Business Informatics programme at Utrecht University, 
under the supervision of Slinger Jansen and Sergio España. 

This study’s aim is to improve the transparency of the SaaS industry by designing and evaluating 
a certification framework. This framework can be used to analyze SaaS continuity guarantee risks, 
and reward certification marks to SaaS providers, to foster improvements in risk awareness and 
customer trust in SaaS. 

This framework currently exists as an Excel file which contains instructions, a questionnaire 
matrix, and a questionnaire results sheet. The questionnaire matrix requires an analyst to extract 
answers to questions about each control, and input the analyst’s satisfaction level of the received 
answer. The grand total of the scores will determine the assurance level of the awarded 
certification mark, if one is awarded.  

This study’s expert interview consists of 4 parts: 

1. Firstly, we will explore your relationship and experience with SaaS.  
2. In the first evaluation stage, we will introduce you to the current draft version of the SaaS 

Continuity Guarantee Certification Framework, which we want to evaluate with you. This 
evaluation will use a 5-point likert scale for you to rate the framework on its ease of use, 
and usefulness.  

3. In the second evalaution stage, we will ask you serveral open-ended questions  to extract 
your opinion on the framework’s operational feasability and completeness.  

4. The final part will consist of general closing questions. 

Withdrawal from study 

You can withdraw from the study at any time by simply letting us know. If you wish to withdrawal 
from the study at a later moment in time, you can let us know via e-mail. Any of the information 
provided during this study will then be deleted and not included within the research output. The 
latter request should occur within 21 days after the interview took place.  

 

Please see the next page for the interview consent form, which requires your signature. 

 

 

 

 



Appendix B. Interview & Case Study Documents 108

B.2 Interview Consent Form

 

Interview Consent Form 

Research Project Title: Clearing the Cloudiness of SaaS: A SaaS Continuity Guarantee 
Certification Framework 

For research conducted by Nicholas Xavier, supervised by Slinger Jansen 

Contacts: n.p.xavier@students.uu.nl, slinger@slingerjansen.nl 

Research Participant:  

 

Please tick the appropriate boxes Yes No 

1. I have been able to ask questions about the study and my questions 
have been answered to my satisfaction. 

□ □ 
2. I understand that information I provide will be used for the evaluation 

of the SaaS Continuity Guarantee Certification Framework in the 
master’s thesis of Nicholas Xavier. 

□ □ 

3. I have the right not to answer questions at any time. I have the right to 
withdraw from the interview at any time, without giving a reason and 
ask that the data collected prior to the withdrawal will be deleted. 

□ □ 

4. I agree that my name, can be quoted in the research outputs. □ □ 
5. I agree that my professional title and company can be quoted in 

research outputs. □ □ 
6. I understand that all information I provide for this interview will be 

treated confidentially. □ □ 
7. I have been given the explicit guarantee that my personal data will be 

processed in full compliance with the University Utrecht’s Personal 
Data Processing Policy. 

□ □ 

8. I give permission for the information extracted from the interviews that 
I provide for the creation of the master’s thesis by Nicholas Xavier to be 
stored in the Utrecht University thesis archive so it can be used for 
future research and learning. 

□ □ 

9. I understand that I am free to contact any of the people involved in the 
research to seek further clarification and information. □ □ 

10. I have carefully read and fully understood the points and statements of 
this form. All my questions were answered to my satisfaction, and I 
voluntarily agree to participate in this interview. 

□ □ 

11. I obtained a copy of this consent form co-signed by the interviewer. □ □ 
 

________________________                ___________________              
Participant Signature                             Date 

   

    

________________________     ___________________       

Researcher Signature        Date 

   08/06/2020



Appendix B. Interview & Case Study Documents 109

B.3 Interview Guide

 
Interview Guide 

 
Introduction  
The interview is planned to last no longer than the agreed upon minutes in the domain 
selection form you filled out. There are multiple questions that I would like to cover. If time 
begins to run short, it may be necessary to interrupt you to complete the list of questions. 
 
Background information interviewee 

• Can you briefly describe your career and experience in SaaS and the domains you 
selected? 

Prompts: 
o Years of experience  
o Past roles 
o Current role and responsibilities 

 
Framework evaluation - Stage 1 
For this stage of the interview we will review and evaluate the framework. This will be done 
using an Excel evaluation sheet that has been modified based on the risk domains you 
agreed to in the domain selection form.  In this stage of the evaluation you will score each 
question on the two criteria below, using a 5-point scale, resulting in two scores per 
question: 

• Ease of Use: How easy is it for the SaaS provider to gather the information required 
to answer the question? (1 - Very difficult, 5 - Very easy) 

• Usefulness: How useful are the insights extracted by the question for awarding a 
certification mark? (1 – Very useless, 5 - Very useful) 

 
Framework evaluation - Stage 2  
At this point your selected parts of the SaaS Continuity Guarantee framework have been 
reviewed. Now we will start the open-ended question stage of the framework evaluation. 
This stage is geared toward evaluating the framework as a whole. 

• Do you find the design of the framework easy to understand? 
• Are there any controls or questions that you believe are missing from the part of the 

framework you review? 
• Do you believe that different grades of certification mark should be awarded based 

on the resulting total score from the framework? How would you determine what 
grade is awarded based on the total score? 

• Are the options avaialble in the answer satisfaction column appropriate for judging 
the question answers? 

• Is there anything else you would like to see included in the framework? 
 
Closing questions 

• Do you think that only the SaaS provider should be assessed and why? 
• Do you see yourself or a collegue making using of this framework in the future? 

• Do you have any further comments towards the framework? 
 
End of Interview 
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B.4 Interview Question Mapping Matrix Snippet
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B.5 Framework Evaluation Form Snippet
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B.6 Expert Domain Selection Form
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B.7 Case Study Research Information Sheet

Information Sheet – Research Case Study 

Research Project Title: Clearing the Cloudiness of SaaS: A SaaS Continuity Guarantee 
Certification Framework 

Research conducted by: Nicholas Xavier, supervised by Slinger Jansen at Utrecht University. 

Contacts: n.p.xavier@students.uu.nl, slinger@slingerjansen.nl 

Research Participant: [SaaS provider] 

Version Date: 17/04/2020 

Context and purpose of research study 

You are being invited to participate in that research study, “Clearing the Cloudiness of SaaS: A 
SaaS Continuity Guarantee Certification Framework.” This study is performed by Nicholas Xavier, 
as part of his master’s thesis project in the Business Informatics programme at Utrecht University, 
under the supervision of Slinger Jansen and Sergio España. 

This study’s aim is to improve the transparency of the SaaS industry by designing and evaluating 
a certification framework. This framework can be used to analyze SaaS continuity guarantee risks, 
and reward certification marks to SaaS providers, to foster improvements in risk awareness and 
customer trust in SaaS. 

This framework currently exists as an Excel file that contains instructions, a questionnaire matrix, 
and a questionnaire results sheet. The questionnaire matrix requires an analyst to extract answers 
to questions about each control and input the analyst’s satisfaction level of the received answer. 
The grand total of the scores will determine the assurance level of the awarded certification mark 
if one is awarded.  

This study’s case study consists of 3 parts: 

1. Firstly, we will speak about the SaaS services offered by [SaaS provider] and past
experiences with business continuity and disaster recovery.

2. In the application stage, we will introduce you to the current version of the SaaS
Continuity Guarantee Certification Framework. Then, together, we will go through each
question. To enable us to score the questions, we require that you provide some type of
evidence that supports the existence of the concept under question. Based on this
evidence, we will assign a satisfactory level to the question. Each satisfactory level is
assigned a score. When all the framework’s questions are answered, a certification mark
will be determined based on the normalized score of the grand total. A report will be
automatically generated in the form of a dashboard that shows a breakdown of the
results.

3. In the review stage, we will ask you several open-ended questions to extract your opinion
on the framework’s effectiveness.

Withdrawal from study 

You can withdraw from the study at any time by simply letting us know. If you wish to withdrawal 
from the study at a later moment in time, you can let us know via e-mail. Any of the information 
provided during this study will then be deleted and not included within the research output. The 
latter request should occur within 21 days after the interview took place.  

Please see the next page for the case study consent form, which requires your signature. 
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B.8 Case Study Consent Form and Guide
 

 

 

 

Case Study Consent Form 

Research Project Title: Clearing the Cloudiness of SaaS: A SaaS Continuity Guarantee 
Certification Framework 

For research conducted by Nicholas Xavier, supervised by Slinger Jansen 

Contacts: n.p.xavier@students.uu.nl, slinger@slingerjansen.nl 

Research Participant: [SaaS provider] 

 

Please tick the appropriate boxes Yes No 

1. Representatives of [SaaS provider] have been able to ask questions 
about the study, and their questions have been answered to their 
satisfaction. 

□ □ 

2. Representatives of [SaaS provider] understand that information they 
provide will be used for the evaluation of the SaaS Continuity 
Guarantee Certification Framework in the master’s thesis of Nicholas 
Xavier. 

□ □ 

3. Representatives of [SaaS provider] have the right not to answer 
questions at any time. Representatives of [SaaS provider] have the right 
to withdraw from the case study at any time, without giving a reason 
and ask that the data collected prior to the withdrawal will be deleted. 

□ □ 

4. Representatives of [SaaS provider] agree that the company’s name can 
be quoted in the research outputs. □ □ 

5. Representatives of [SaaS provider] agree that their professional title 
and names can be quoted in research outputs. □ □ 

6. Representatives of [SaaS provider] understand that all information they 
provide for this case study will be treated confidentially. □ □ 

7. Representatives of [SaaS provider] have been given the explicit 
guarantee that my personal data will be processed in full compliance 
with the University Utrecht’s Personal Data Processing Policy. 

□ □ 

8. Representatives of [SaaS provider] give permission for the information 
extracted from the case study for the creation of the master’s thesis by 
Nicholas Xavier to be stored in the Utrecht University thesis archive so 
it can be used for future research and learning. 

□ □ 

9. Representatives of [SaaS provider] understand that they are free to 
contact any of the people involved in the research to seek further 
clarification and information. 

□ □ 

10. Representatives of [SaaS provider] have carefully read and fully 
understood the points and statements of this form. All their questions 
were answered to their satisfaction, and they voluntarily agree to 
participate in this case study. 

□ □ 
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11. Representatives of [SaaS provider] obtained a copy of this consent form 
co-signed by the interviewer. □ □ 

 

 
 
 
 

Case Study Guide 
 
Introduction  
The case study’s time frame is dependant on the speed at which [SaaS provider] can provide 
the evidence required to score the questions presented in the framework. This evidence will 
be assessed by the research team, and an appropriate satisfaction level is given.  
 
General information 

• Can you briefly describe [SaaS provider] and its experience SaaS? 
Prompts: 
o Number of employees 
o Years in operation 
o Description of SaaS services 
o Past experience with business continuity plan/ disaster recovery plan 

initiation 
 

Framework application 
The steps involved in this stage are described in the bullet points below: 

• For this stage of the case study, questions from the framework will be presented to 
[SaaS provider].  

• For each question, [SaaS provider] will provide appropriate evidence to the research 
team for assessment.  

• The research team will assess the evidence and assign a satisfaction level to the 
relevant question.  

• The above steps will be repeated until all the questions in the framework are 
answered.  

• Upon completion, a short report of the results will be given to [SaaS provider] for 
review. 

 
Framework effectiveness review 
In this study, effectiveness is defined as, “To what degree do insights gathered [from the 
framework] portray the level of risk associated with a SaaS continuity guarantee?” To 
validate the framework’s effectiveness, [SaaS provider] is asked to answer the open-ended 
bulleted questions below. The questions are meant to initiate a reflection on the degree to 
which the insights gathered from the questions portray the level of risk associated with a 
SaaS continuity guarantee. The statements have been sourced from published certification 

_________________________                                      ___________________              
[SaaS provider] Representative Signature                    Date 

   

    
________________________                          ___________________       
Researcher Signature                              Date 
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scheme requirements for information communication technology (ICT) security frameworks 
by the European Union Agency for Cybersecurity. 
 

• Does the framework assess controls that protect stored, transmitted, or otherwise 
processed data against accidental or unauthorized destruction, loss or alteration, or 
lack of availability during the entire life cycle of the ICT product, ICT service, or ICT 
process? 

• Does the framework assess controls that ensure authorized persons, programs, or 
machines are able only to access the data, services, or functions to which their access 
rights refer; to identify and document known dependencies and vulnerabilities? 

• Does the framework assess controls that record which data, services, or functions 
have been accessed, used, or otherwise processed, at what times and by whom? 

• Does the framework assess controls that make it possible to check which data, 
services, or functions have been accessed, used, or otherwise processed, at what 
times and by whom? 

• Does the framework assess controls that verify that ICT products, ICT services, and 
ICT processes do not contain known vulnerabilities? 

• Does the framework assess controls that restore the availability and access to data, 
services, and functions in a timely manner in the event of a physical or technical 
disruption event? 

• Does the framework assess controls that ensure that ICT products, ICT services, and 
ICT processes are secure by default and by design that ICT products, ICT services, 
and ICT processes are provided with up-to-date software and hardware that do not 
contain publicly known vulnerabilities, and are provided with mechanisms for secure 
updates? 
 

End 
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Appendix C

Framework Draft Snippets

C.1 Relevant standards table from CloudWatch2 (2017), El-
liott, Thomas, and Muhammad (2020), and Kosutic (2015).
Seen in framework as a sheet entitled, Standards.

Group Standard Publisher
Portability Open Virtualization Format (OVF) Distributed Management

Task Force (DMTF)

Topology and Orchestration Services for Applica-
tions (TOSCA)

Organization for the Ad-
vancement of Structured
Information Standards
(OASIS)

Interoperability Open Cloud Computing Interface (OCCI) - IaaS
layer

Open Grid Forum

Cloud Infrastructure Management Interface (CIMI) -
IaaS layer

Distributed Management
Task Force (DMTF)

Cloud Data Management Interface (CDMI) - PaaS
layer

The Storage Networking
Industry Association
(SNIA)

Cloud Application Management Protocol (CAMP) -
PaaS layer

Organization for the Ad-
vancement of Structured
Information Standards
(OASIS)

ISO/IEC JTC 1/SC family of standards International Standards
Organization (ISO)

IP (v4, v6), TCP, HTTP, SSL/TLS, HTML, XML,
REST, Atom, AtomPub, RSS, and JavaScript/JSON,
OpenID, Odata, CDMI, AMQP, and XMPP, XML -
SaaS layer

Variety of publishers

Security (in-
cluding BC
standards)

ISO/IEC 27001, ISO/IEC 27002, ISO/IEC 27003,
ISO/IEC 27004, ISO/IEC 27005, ISO/IEC TR
27008:2011, ISO/IEC 24762:2008, ISO/IEC
27031:2011, ISO/IEC 27035, ISO 31000:2009,
ISO/IEC 38500:2008, ISO 22301, ISO 9001, ISO
14001, ISO 45001, ISO/IEC 20000-1, ISO/IEC JTC
1/SC family of standards

International Standards
Organization (ISO)

BS 7858:2006+A2:2009, BS 25999-1, PD 25111:2010,
PD 25666:2010, PAS 200:2011, BS 11200, BS
10012:2017

British Standards (BSI)

NIST 800-53 Rev.4 Security Controls, NIST Security
Reference Architecture, NIST SP 800-55, NIST SP
800-61

National Institute of Stan-
dards and Technology
(NIST)

Cloud Controls Matrix, Open Certification Frame-
work, Cloud Trust Protocol, Cloud Audit, Privacy
Level Agreement

Cloud Security Alliance
(CSA)

EuroCloud Star Audit (ESCA) EuroCloud

Data Security Framework Open Data Center Al-
liance
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Control Objectives for Information and related Tech-
nology (COBIT)

Information Systems Au-
dit and Control Associa-
tion (ISACA)

ITIL v.3 (international) Information Technology
Infrastructure Library

NFPA 1600 National Fire Protection
Agency

Zeker-Online Framework of Standards Zeker-Online

SOC 1, SOC 2 Service Organization
Control (SOC)
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C.2 User Guide
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C.3 Questionnaire Report
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C.4 Change Log
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Appendix D

Supplement

D.1 Data Collection Form Snippet
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