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‘Every age has its own kind of war, its
own limiting conditions, and its own
peculiar preconceptions.’

Carl von Clausewitz



ABSTRACT

Hybrid tactics of war considerably impact the feeling and understanding of the individual,
national and international security. This thesis identifies how the Netherlands had to adapt to
these hybrid tactics of war by researching how a hybrid security culture concerning hybrid
warfare took shape in the Netherlands between 2009 and 2019. To understand if the growing
attention towards hybrid conflict did cause a change in the ways of doing security in the
Netherlands, this research identifies the core characteristics of the Dutch security culture. The
research shows how the perception of threats presented by Dutch media coverage and
knowledge institutes, can be divided into three waves. These three waves represented the
contemporary state of mind regarding hybrid threats. Securitization theory helps in explaining
how the third wave marked the beginning of the centrality of the audience.

Mary Kaldor’s framework of four ideal types of security cultures is tested against the Dutch
situation. Interviews with Dutch security officers and examination of official announcements
made by the House of Representatives show how the Netherlands adhere to a combination of a
‘geo-political’ security culture and a ‘liberal peace’ security culture. This outcome goes against
Kaldor’s assumption of how hybrid warfare fits in @ mixture of ‘geo-political’ and ‘new wars’
security cultures. The convergence of the security cultures ‘liberal peace’ and ‘geo-politics’ in
the Dutch case, shows that the way of dealing with hybrid warfare, can be much more diverse
than is stated in the security culture literature presented by Kaldor. Moreover, the Dutch case

highlights new continuities concerning Cold War practices.
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Introduction

March 22, 2016: around eight o’clock in the morning, two homemade bombs exploded
in the check-in area of the Brussels Airport in Zaventem. An hour later, a third bomb followed
at the subway station Maalbeek in central Brussels. Shortly after these bombings, it became
clear that the attack was the work of Islamic suicide bombers who carried explosives in
suitcases. The explosion killed 35 people, including the attackers. It is the most fatal act of
terrorism in Belgian history.! The bombings in Brussels were labeled ‘radical Islamic terrorism’
by international media outlets, which caused a big commotion on Twitter. Hashtags like
#Stoplslam, #Brussels, and #PrayforBelgium trended worldwide.? These hashtags were also
trending in the Netherlands, resulting in many tweets in which people expressed their, often
discriminating opinions.

Two years later, however, it became clear that a lot of these tweets were fake. It appeared
that these false tweets were the work of Russian ‘trolls’ who tried to fuel anti-Islamic sentiments
worldwide.® Under the pressure of the US Congress, social networks like Twitter and Facebook
searched their databases for traces of Russians trolls. They noticed that around 1,100 tweets
were sent on the day of the attack by fake accounts, of which 130 were written in Dutch. A total
of almost a thousand false tweets were found by an investigation of Dutch newspaper NRC
Handelsblad, regarding the anti-Islamic sentiment following from the bombings. Twitter
concluded that these Russian trolls were working for the Internet Research Agency (IRA), based
in Saint-Petersburg, and were being paid by the Russian government to influence and shape the
debate around Islam in the Western world.*

According to Reinier Kist and Rik Wassens, two Dutch journalists, the Belgian
bombings are one of the first moments in which Russian trolls actively aimed at influencing the
Dutch public opinion. The ‘Islamization of Europe’, and corresponding threats, are central
themes of Russian trolls posting Dutch tweets. Besides their use of trending hashtags about the

Belgian bombings, Kist and Wassens discover that the trolls also took part in the Dutch refugee

! Andrew Higgins and Kimiko de Freytas-Tamura, “In Brussels Bombing Plot, a Trail of Dots Not Connected”,
The New York Times, March 2016, https://www.nytimes.com/2016/03/27/world/europe/in-brussels-bombing-
plot-a-trail-of-dots-not-connected.html (accessed March 7, 2020).

2 Caitlin Dewey, “#StopIslam Was Trending on Twitter after the Brussels Attack — but It’s Not What It Looks
Like”, Business Insider, March 2016, https://www.businessinsider.com/stopislam-was-trending-on-twitter-after-
the-brussels-attack-2016-3?international=true&r=US&IR=T (accessed March 7, 2020).

3 Reinier Kist and Rik Wassens, “Russisch Trollenleger Ook Actief in Nederland”, NRC, July 15, 2018,
https://www.nrc.nl/nieuws/2018/07/15/de-russische-trollen-zijn-anti-islam-en-voor-wilders-a1610155 (accessed
March 7, 2020).

* Ibidem.



debate. They called to vote for PVV leader Geert Wilders in the run-up to the parliamentary
elections.® Russian trolls are, thus, actively trying to intervene in Dutch opinion, as they expose
extreme-right individuals as ‘guardians of the threatened Dutch identity and their fight against
progressive culture relativists.”® Admittingly, using Twitter sounds innocent. However, these
interferences could have catastrophic consequences in the long term, as they can destabilize
western democracy by causing uncertainty and doubts among society. Using these
technological methods to disrupt another society, therefore, can be seen as a hybrid form of
conducting warfare.

Hybrid conflict, or warfare, is defined by the Dutch Military Intelligence and Security
Services as achieving political-strategic goals by using all political, military, economic,
information, intelligence, and cyber resources without having a legal status of declared war
between two states.” Today, hybrid warfare constitutes a big part of states’ political and military
instruments. Hybrid tactics, such as the Russian Twitter trolls, aim to target other countries and
international organizations while trying to establish uncertainty among third parties; in the
Twitter case, the West, NATO, and the European Union. Furthermore, these tactics aim to
undermine the unanimity within states, compromise decision-making processes, and negatively
impact public debates and opinions.® According to Bianca Torossian, Lucas Fagliano, and Tara
Gorder, in their paper Hybrid Conflict: Neither war, nor peace, ‘the international security
environment is increasingly subject to hybrid threats, often in a subtle and persuasive way that
impedes fast detection, accountability, and retaliation.”®

These new types of threats result in new understandings of the concept of warfare,
security, and, therefore, the security culture. In her book Global Security Cultures, Mary Kaldor
defines a security culture as ‘a specific pattern of behavior, or constellation of socially
meaningful practices, that expresses or is the expression of norms and standards, embodied in
a particular interpretation of security and that is deeply imbricated in a specific form of political
authority or set of power relations.’!® She explains how the term culture helps to understand

why processes are normalized or habituated, even if they ‘appear to be contrary to logic.’!

® Kist and Wassens, “Russisch Trollenleger Ook Actief in Nederland”.

® Ibidem.

7 Ministerie van Defensie, “MIVD Jaarverslag 20167, 2016, 1 — 52, there 12,
https://www.inlichtingendiensten.nl/organisatie/jaarverslagen-0 (accessed March 8, 2020).

8 Ibidem.

® Bianca Torossian, Lucas Fagliano, and Tara Gorder, “Hybrid Conflict, Neither War nor Peace”, Strategic
Monitor 2019 - 2020 (2019), 1.

10 Mary Kaldor, Global Security Cultures (Cambridge: Polity Press, 2018), 1.

11 Kaldor, Global, 2.
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Christopher Daase, the founder of the concept of security culture, developed the theory of
security culture in 2011, to create an alternative approach to the policy field of security. This
approach, called ‘security culture’, focused both on the ‘definitions and practices of security
held and conducted by elites and fears and attitudes within the population.’*? Security culture,
therefore, differs from the earlier developed' concept of strategic culture, as a ‘security culture
captures a broader range of issues and actors — and this is not because of a change in definition,
but because the social meaning of security has changed.’*® A security culture, thus, provides
the lens through which governments ‘refract the structural positions of the state in the
international system; it explains the subjective understanding of objective threats to national
security, the instruments relied upon to meet those threats, and the preferences for unilateral or
multilateral action.’** The notion of security, therefore, has liberated itself from military
thinking.

This thesis sets out to investigate the Dutch approach to the emergence and existence of
hybrid threats, weighing their impact on the Netherlands' security culture. It will use the concept
of security culture as an analytical tool to make sense of the ‘persistence of particular ways of
doing ‘security’ and to analyze the pathways through which different ways of doing security
evolve to identify openings and closure that might allow or prevent different approaches.’*®

The research aims to answer the research question: ‘How did a security culture
concerning hybrid warfare take shape in the Netherlands, with the formation of new networks,
threats, and security practices, between 2009 and 2019? In answering this question, it is
essential to understand when Dutch government and society became aware of the concept of
hybrid warfare, and how they can, and will, use it as a strategic security issue. Furthermore, the
thesis will answer sub-questions, such as: how do Dutch media sources report about
(countering) hybrid warfare, what are its main threats and fears, what are changes and
continuities on the level of defense and security measurements within the Netherlands, and what
role does the Dutch government’s agenda-setting and framing play concerning this security

issue?

12 Kaldor, Global, 19.

13 1bid, 20.

14 Emil J. Kirchner and James Sperling, National Security Cultures: Patterns of Global Governance (Routledge,
2010), 11.

15 Kaldor, Global, 5.



1.1 Methodology
This thesis will apply the concept of security culture as an analytical tool to answer the

research question and sub-questions. According to Kaldor, ‘a security culture is a way to bring
together the objectives and the practices of security, and by investigating the relationship in
specific contexts, the aim is to analyze blockages and openings that might or might not allow
for shifts in both objectives and practices.’® By objectives, Kaldor means ‘norms and ideas
about security,” while practices are exemplified by ‘tools, tactics, and infrastructure.” These
objectives and methods are ‘co-constitutive and tied to a specific form of political authority.**’
To determine a security culture, Kaldor created four ideal types of security cultures, of which
each culture ‘involves a specific set of components — these are defined as narratives, indicators,
rules, tools, tactics, forms of finance and infrastructure.’*® This thesis will check its analysis of
the Dutch security apparatus against the four types of security culture established by Kaldor.
Researching these objectives and practices from a Dutch perspective, this thesis will attempt to
illuminate how the Dutch security culture is influenced and transformed due to technological
changes and corresponding new threats in the timespan between 2009 and 2019.

Although academics widely research hybrid warfare, a Dutch case study has not been
done to date. Considering the rapid increase in the use of hybrid tactics and its threat to
democracies, this study is of crucial importance in order to understand what effect hybrid threats
have on Dutch society and security culture. Therefore, this study is first of a kind in using theory
to create analytical research on the effects of hybrid warfare on Dutch society.

Next to an extensive theoretical framework, this thesis has gathered primary material
through the use of semi-structured interviews with security experts and officers from the Dutch
security industry. A semi-structured interview method means that the conversation will consist
of a set of the same questions to be answered by all interviewees while leaving room for
additional questions. This qualitative research technique involved intensive individual
interviews and helped explore the interviewees' perspectives on the subject of hybrid threats
towards the Dutch nation. Furthermore, the study made use of official government reports
concerning new initiatives taken to counter hybrid and information warfare. Analyzing official
government reports, theoretical framework, and the interviewees' input, this research is
intended to understand the attitude of the Dutch security apparatus with regards to tactics from

conventional warfare and the effects of hybrid threats on the Dutch society.

16 Kaldor, Global, 16.
17 |bid, 16.
18 |hid, 25.



The thesis will consist of three different chapters. The first chapter will be an extensive
chapter on hybrid warfare itself. What are hybrid tactics? What do hybrid threats mean within
an international order? And what is the difference between traditional warfare and hybrid
warfare, if there is any? Section two and three will focus on the Netherlands and its changing
security culture. Chapter two will represent the different actors who deal with hybrid threats in
the Netherlands and the security images that portray and frame hybrid threats in various media
sources. Section three will research the established security practices to counter hybrid threats
and test Kaldor’s ideal types of security cultures against the Dutch security apparatus by using
material gained from the interviews and official reports. By examining the actors, the security
images, and the security practices, this thesis will aim to outline the current security culture in
the Netherlands.



Chapter 1: Hybrid Tactics on the Battlefield

According to the Cambridge Dictionary, the concept ‘hybrid’ is defined as ‘something that
is a mixture of two very different things.’*® The idea of hybridity is also increasingly emerging
in the security domain, as present-day interstate conflict see political, economic, military, and
information resources being used in an integrated way.

This chapter will explain the origins of hybrid warfare. It will examine the definition of
hybrid warfare and how it differs from conventional warfare, discussing the differences and
similarities in the field of conflict and warfare after World War 11. In addition, this chapter will
discuss hybrid conflict and threats on an international level and what role the North Atlantic
Treaty Organization and the European Union play in addressing these new threats. As such, it
will become clear that hybrid warfare poses significant challenges to traditional modes of

security.

1.1 Hybrid Warfare: its origins and challenges
According to international legal norms, a war is fought between sovereign states. Nagao

Yuichiro states that warfare is the ‘brainchild’ of political and intellectual leaders of the
seventeenth and eighteenth centuries. They sought to settle differences among people in a fixed
manner while restricting other forms of armed conflict.?® In 1648, religious wars were
terminated under the Peace of Westphalia, which generated the birth of sovereign states. One
of Max Weber’s conceptions of the sovereign state is that it holds the claim ‘to the monopoly
of the legitimate use of physical force within a given territory.’?! Therefore, this ascribed the
state’s armed forces as the only legal power for carrying out armed conflict, resulting in the
state being the organ for the employment of physical violence and ‘imposing itself as the
defender of that order.’?2

However, the Westphalian Order initiated a different international order and enabled states
to start armed conflict under a set rule of laws. Hence, warfare became an exclusively state-on-

state matter of business, ‘fought by national armed forces according to certain customs such as

19 «“Hybrid”, In Cambridge English Dictionary, (2020), https://dictionary-cambridge-
org.proxy.library.uu.nl/dictionary/english/hybrid (accessed March 15, 2020).

20 Nagao Yuichiro, “Unconventional Warfare : A Historical Perspective”, Japanese National Institute for
Defense Studies (2001), 167—79, there 167.

21 Karl Dusza, “Max Weber’s Conception of the State”, International Journal of Politics, Culture, and Society,
edition 3; 1 (1989), 71-105, there 75.

22 Janice E Thomson, Mercenaries, Pirates, and Sovereigns : State-Building and Extraterritorial Violence in
Early Modern Europe, (Princeton University Press, 2001), 3.
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not killing prisoners or waving a white cloth to signal surrender.’> Conventional warfare does
not have a clear genesis, as it could be argued that it begins the moment unconventional warfare
is defined. Therefore, Janice Thomson argues that unconventional warfare was first introduced
in the second half of the eighteenth and throughout the nineteenth century.?* Warfare under a
modern inter-state system, thus, created the notion and concept of a conventional war, an idea
that General Carl von Clausewitz adhered to. In his understanding of warfare, war is ‘an act of
violence intended to compel [the] opponent to fulfill [another nation’s] will.’®® This idea
incorporated the belief that battles between military forces settled political conflicts. This
battlefield was hence a clearly defined and bounded area.

However, at the turn of the twenty-first century, it became clear that this traditional warfare
model was growing obsolete and inadequate for understanding future wars.?® It was noticeable
that it is not sufficient to prepare just for the type of conflict that Western militaries desired to
fight. Linear warfare, as fought during the First and Second World War, became outdated; the
use of proxy wars, especially during the Cold War, reformed the battle scene. The emergence
of hybrid conflict did, therefore, considerably impact the feeling and understanding of the
individual, national, and international security worldwide. Mary Kaldor ascribes this change of
understanding as a ‘security gap’ that occurred after the Cold War. In her Cold War model, the
feeling of security is mainly ascribed to the existence of adequately functioning military forces.
The security gap, however, explains the notion that the Cold War security model no longer fits
the present time, meaning that a well-functioning military force no longer guarantees the feeling
of security.?’

In reaction to this security gap, it was US Marine Corps Commander General Charles C.
Krulak, who, in 1997, formulated the concept of ‘Three Block War’. This concept explained
the particular requirements for modern battlegrounds, as Krulak understood how ‘rapid
diffusion of technology, the growth of a multitude of transnational factors, and the
consequences of increasing globalization and economic interdependence [...] coalesced to

create national security challenges remarkable for their complexity.”?® Krulak acknowledged

23 Sean McFate, The New Rules of War: Victory in the Age of Durable Disorder, (New York: William Morrow,
2019), 31.

24 Thomson, Mercenaries, Pirates, and Sovereigns, 4.

25 Carl von Clauswitz, On War, (London, 1909), https://www.gutenberg.org/files/1946/1946-h/1946-h.htm
(accessed March 16, 2020).

26 |_awrence Freedman, The Future of War: A History (New York: Hachette Book Group, 2017), 255.

27 Kaldor, Global, 5.

28 Charles C. Krulak, “The Strategic Corporal: Leadership in the Three Block War”, Marines Magazines (1999),
1-7, there 4.
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that modern crisis responses were exceedingly complex endeavors. Conflicts in Bosnia,
Somalia, and Haiti presented the challenges of ‘military operations other-than-war” that had to
be combined with mid-intensity conflict. Therefore, he described these conflicts as the ‘Three
Block War’ contingencies, in which the military ‘may be confronted by the entire spectrum of
tactical challenges in the span of a few hours and within the space of three contiguous city
blocks.’?® In addition, this ‘Three Block War’ concept explained the changes in responsibility
and pressure that were placed on junior leaders, as earlier missions taught Krulak that their
outcomes might rely on decisions made by small unit leaders, or actions taken at the lowest
level of the military. Success or failure, thus, rested to a greater extent with the most inferior
rank soldiers and their capability of making the right decision at the right time.

The notion that different responsibilities had to be accomplished simultaneously created a
new form of strategy, one that was qualified to confuse and surprise the opponent. This modern
form of strategy gave a unique outlook on conducting warfare. In this new insight, the
intermingling of regular with irregular forces gained more significance. Inspired by this notion,
American General James Mattis and Lieutenant Colonel Frank Hoffman created the ‘Four
Block War’, with the additional fourth block ‘dealing with the psychological or information
operations aspects.”*° The fourth block would act as the area in which forces were not physically
present, but as an area in which they would be communicating and broadcasting their
information, thus, adding a new dimension. By adding a fourth block to Krulak’s model of

‘Three Block War’, Mattis and Hoffman wanted to prepare their people for future warfare.

‘The Four Block War adds a new but very relevant dimension to situations
like the counterinsurgency in Irag. Insurgencies are wars of ideas, and our
ideas need to compete with those of the enemy. Our actions in the three
other blocks are important to building up our credibility and establishing
relationships with the population and their leadership. Thus, there is an
information operations aspect within each block. In each of the traditional
three blocks, our Marines are both "sensors™ that collect intelligence, as
well as "transmitters.” Everything they do or fail to do sends a message.

They need to be trained for that and informed by commander's intent.”*!

29 Krulak, “The Strategic Corporal”, 4.

30 James N Mattis and Frank Hoffman, “Future Warfare: The Rise of Hybrid Wars”, U.S. Naval Institute
Proceedings (2005), 11.

31 Ibidem.
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With this fourth block, they expected to deal with failures of states that owned but lost control
of some biological agents or missiles, while at the same time ‘combatting an ethnically-
motivated paramilitary force and a set of a radical terrorist who has now been displaced. %2
Mattis and Hoffman described the unprecedented synthesis of these new psychological or
information operations aspects in the fourth block as ‘hybrid warfare’. In 2007, Hoffman gave
their concept of ‘hybrid warfare’ more eminence in his article Conflict in the 21 Century: The
Rise of Hybrid Wars. Here, he declared that interstate conflict and conventional warfare are not
on a decline, but rather there is ‘a fusion of war forms emerging, one that blurs regular and
irregular.’?

The emergence of hybrid warfare, thus, created a blurring line between war and peace, in
which the once so clearly defined battlefield became a vague concept. The battlefield of hybrid
warfare involves ‘an integrated use of conventional and non-conventional means, overt and
covert activities and the deployment of military, paramilitary, and civilian actors and means to
create ambiguity and hit opponents’ vulnerabilities to achieve geopolitical and strategic
objectives.’3* Hybrid conflict, thus, is conflict below the legal ‘threshold of war’, meaning that

the conflict between states takes place ‘largely below the legal level of armed conflict.’3®

1.2 Hybrid Threats: A new phenomenon?
Hybrid tactics did cause a shift from direct conflict to nonlinear conflict, meaning that

disputes are no longer defined by subsequent progress of a projected strategy by both sides. The
concept of hybrid warfare itself, however, is not a new phenomenon. As early as 1880, Prussian
Field Marshal Helmut von Moltke predicted that integrated use of conventional and non-
conventional means should be fundamental to military performances. In a letter to Johann

Kaspar Bluntschli, Von Moltke expressed the importance of the local population to win a war:

‘In no way can I declare myself in agreement with the Declaration of St.
Petersburg that the sole justifiable measure in war is “the weakening of

the enemy’s military power.” No, all the sources of support for the hostile

32 Mattis and Hoffman, “Future Warfare”, 11.

3 Frank G Hoffiman, “Conflict in the 21 St Century : The Rise of Hybrid Wars”, Policy Studies (December
2007), 7.

3 NCTV, “Xipapa, Ben Duiding van Het Fenomeen Hybride Dreiging” (2019), 10.

% Torossian, Fagliano, and Gorder, "Hybrid Conflict”, 1.
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government must be considered, its finances, railroads, foodstuffs, even

its prestige.”*®

The concept itself, therefore, is not new. However, it is becoming increasingly feasible due to
technological advances. While the media seems to agree on terms like ‘new ways of waging
war’, which will be covered in Chapter 2, in academic circles, debates are still raging about the
newness of this concept.®’

At their core, hybrid tactics are already well-known. Spreading propaganda, economic
measures, and military posturing are famous military tactics. However, ‘the availability of a
diverse and sophisticated set of (technological) tools enhances the impact, reach, and
congruence of hybrid threats.’*® This availability of tools, combined with states’ disinclination
to initiate conventional war due to nuclear, political, and economic threats, means that hybrid
tactics are strategically favorable for countries to achieve their (political) goals. The effects of

hybrid warfare are thus more significant nowadays than they were years ago.

1.3 Hybrid strategies and changes in the international order
Hybrid tactics are increasingly used by states, frequently in a subtle but extensive way,

restricting them from any form of accountability, detection, and retaliation. An essential tactic
of hybrid warfare is the use of disinformation campaigns. According to academic researchers
Tim Sweijs and Danny Pronk, different studies and reports show how states are joining in
comprehensive disinformation campaigns ‘to influence public perception and erode trust in
democratic systems.”3® Other hybrid tactics include ‘the use of proxy actors in third-party
military conflict, the deployment of military exercises near the border, intrusions into the aerial
and maritime territory, the exertion of influence over foreign democratic processes, the use of
economic coercion, and the execution of cyberattacks on critical infrastructure.’°

Hybrid tactics pose a considerable challenge to the international order, as these tactics
generally bypass international law. In theory, Westphalian concepts shape the current global
order. However, these concepts are not in harmony with the consequences of hybrid strategies.
Traditional legal war laws become overruled by hybrid tactics, causing customary laws to

counter reality. This gap does not only cause disharmony in the process of determining conflict

% Freedman, The Future of War, 61.

37 Van Haaften, “Oorlogvoering in Vredestijd”, Militaire spectator 189; 1 (2020), 14-27, there 16.

3 Torossian, Fagliano, and Gorder, “Hybrid Conflict”, 1.

% Tim Sweijs and Danny Pronk, “Between Order and Chaos? The Writing on the Wall”, Strategic Monitor
2019-2020 (2020), 1-173, there 27.

40 1hidem.
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situations, but also in the means of ‘undertaking collective (counter) action, resolving disputes,
and seeking appropriate (legal) remedies.”** The reconceptualization of warfare, therefore,
involves the necessity to rethink paradigms suitable for modern conflicts, as modern conflicts
do not fit in the categorization defined in the jus ad Bellum, the right to wage war, and the jus
in Bello, the behavior of forces involved in armed conflicts.*

Hybrid strategies, therefore, pose a severe challenge to the international order. There are
four principles in the global order in which hybrid actions undermine international law. Firstly,
states who use non-state actors, or proxies, to indirectly impact conflicts, vigorously seek to
evade international law. Proxy actors lack the ‘international legal personality necessary for
accountability and are not legitimate players in the international arena.’** As nations proceed in
embracing hybrid means to cause ambiguity instead of using traditional warfare, the principle
of accountability by governments is being deteriorated. This first principle, thus, shows the
serious effects of hybrid tactics on society.

Secondly, by using hybrid tactics, the state ignores the principle of non-interference in other
states’ election processes and therefore ignores their sovereignty. Although the principle used
to be that sovereign states do not interfere in another nation’s affairs, execute espionage for
political aims is a standard tool in international relations. However, using advanced technology
to gather intelligence to undermine foreign elections reinforces the violation of the norm of
non-interference, as breaching this norm leads to the infringement of a nation’s sovereignty, the
supposed cornerstone of the international legal order. The third principle is in line with this
second principle: the principle of open trade without discrimination between nations. This norm
is under pressure, as states are using economically coercive measures to a greater extent, yet
another reason why hybrid tactics are major threats to democracies.

The conspicuous increase in disinformation campaigns demonstrates the fourth principle
that is eroded by hybrid tactics, namely, the principle of non-interference in other nations'
societal discourse. The use of disinformation campaigns creates ‘societal disarray by polarizing
public discourse, deepening tensions in society, and misinforming the public on key facts
pertaining to healthcare, the environment, and security.”** These campaigns grant a persuasive,

yet cheap, way to weaken the opponent. However, state actors' frequent use of these campaigns

41 Torossian, Fagliano, and Gérder, “Hybrid Conflict”, 19.
42 ascha Dov Bachmann and Andres B. Munoz Mosquera, “Hybrid Warfare as Lawfare: Towards a
Comprehensive Legal Approach”, in A Civil - Military Response to Hybrid Threats, (NATO Legal Gazette,
2016), 61-72, there 61.
43 Torossian, Fagliano, and Gorder, “Hybrid Conflict”, 21.
44 |bid, 26.
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demonstrates how the principle of non-interference in other nations' societal discourse is being
disregarded. This fourth principle, therefore, elaborates on how hybrid tactics pose a direct

threat to a state’s sovereignty.

1.3.1. The North Atlantic Treaty Organization’s response to hybrid threats
The Netherlands highly value international cooperation. The Dutch security policy, for

example, is primarily based on its membership in the North Atlantic Treaty Organization
(NATO). When examining the Dutch security culture, therefore, it is essential to understand
NATQO’s response to hybrid threats, as this directly influences the Netherlands and its security
policy.

In 2010, the North Atlantic Treaty Organization (NATO) incorporated the concept of
hybrid threats for the first time in their 2010 Capstone Concept. This Capstone Concept focused
on ‘outlining challenges posed by hybrid threats and provides an initial framework for
countering them.’** NATO clarified in the Capstone Concept that countering hybrid threats was
not a new issue for NATO nations. However, these hybrid threats ‘do [...] present a significant
challenge for the Alliance and its interest, whether encountered within the national territory, in
operational theatres or across non-physical domains.’*® By developing this concept, NATO
aimed at articulating the parameters of hybrid threats facing NATO and informing the ‘higher-
level political authorities and lower-level military commands of the potential implications
within their own domain.”*’ Following this concept, NATO’s Headquarters Supreme Allied
Command Transformation ran an experiment in 2011, aimed at Assessing Emerging Security
Challenges in the Globalized Environment (Countering Hybrid Threats or CHT).*® The
Capstone Concept and the CHT, therefore, serve as a tool to prevent hybrid interstate conflict,
as NATO acknowledged that experiences from operational theatres determined that
‘adversaries can now conduct hostile actions through a broad array of conventional or non-
conventional means and methods.”*® By stating such, NATO agrees with Hoffman’s
understanding of hybrid warfare, as they declare that there is a fusion of war forms emerging,
which causes a blurring line between regular and irregular forces, and thus warns its Alliance.

Therefore, NATO acknowledged the earlier discussed four principles in the global order, in

4 NATO — Supreme Allied Commander Transformation Headquarters, “Military Contribution to Countering
Hybrid Threats Capstone Concept”, NATO (2010), 1.

%6 Ibid, 5.

47 Ibid, 4.

%8 Bachmann and Munoz Mosquera, “Hybrid Warfare as Lawfare: Towards a Comprehensive Legal Approach”
(September 2017), 63.

49 NATO — Supreme Allied Commander Transformation Headquarters, "Military Contribution”, 2.

16



which hybrid actions undermine international law and pose a direct threat to the Alliance’s
sovereignty.

In September 2014, during NATO’s Wales Summit, NATO expanded this understanding
of fusions of war, as it used the concept ‘hybrid warfare’ to characterize actions committed by
Russia in their seizure of Crimea and their military exercises in Eastern Ukraine. In the Wales
Summit Declaration, NATO referenced to hybrid warfare by stating that they would ensure
effective concentration on challenges posed by ‘hybrid warfare threats’. By challenges, NATO
meant the four principles in the international order in which hybrid actions undermine
international law. For example, during the Russian annexation of Crimea, information warfare
was part of the more comprehensive Russian hybrid tactics. According to Sona Rusnakova, the
essential feature of this information warfare that the Kremlin has been implementing was
‘Russia’s reflexive control through the substantial Russian speaking minority’ which they could
‘secretly deceive, confuse, convince, and attract.”>® By doing so, Russia undermined the
principle of non-interference in other nation’s societal discourse.

In response, NATO stressed that it is ‘essential that the Alliance possesses the necessary
tools and procedures required to deter and respond effectively to hybrid warfare threats, and the
capabilities to reinforce national forces.”®! Therefore, Allied leaders approved the Readiness
Action Plan (RAP) at the NATO Wales Summit to ensure that the Alliance would respond
quickly to new security challenges. According to NATO, RAP is the ‘most significant
reinforcement of NATO’s collective defense since the end of the Cold War.”® During the
Warsaw Summit in 2016, the Allies agreed to the further enhancement of the Alliance’s defense
and deterrence, strengthening its presence in the ‘eastern and southeast part of Alliance
territory’ and implementing ‘a framework for NATO’s adaptation in response to growing
challenges and threats emanating from the south.”®® This forwarded presence created
battlegroups in Poland, Estonia, Latvia, and Lithuania. The Netherlands takes part in this
enhanced Forward Presence and currently deploys troops in Lithuania. According to NATO,

these battlegroups are multinational and ‘combat-ready’, as they demonstrate the ‘strength of

%0 Sonia Rusnakova, “Russian New Art of Hybrid Warfare in Ukraine”, Slovak Journal of Political Sciences, 17;
3-4 (2017), 343-80, there 359.

°1 Heads of State and Government, “Wales Summit Declaration”, (2014), 13,
https://www.nato.int/cps/en/natoha/official texts 112964.htm (accessed March 21, 2020).

52 “Readiness Action Plan”, NATO, https://www.nato.int/cps/en/natohg/topics_119353.htm (accessed March
22).

53 Ibidem.
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the transatlantic bond.’>* However, this is a conventional response to unconventional threat, as
it is a continuity of Cold War practices, leaving the security culture unchanged.

This ‘combat-ready’ attitude of troops deployed within the European Union caused direct
cooperation between the EU and NATO. Understanding the EU and NATO response to hybrid
threats is crucial, as it directly influences the Dutch security culture. During a press statement
in December 2015, EU High Representative for Foreign Affairs and Security Policy, Federica
Mogherini, stated that the EU appreciated and welcomed NATO’s encouragements for ‘efforts
deployed within the European Union to mobilize internal markets and research instruments to
help member states increase their cooperation and efforts in developing defense capabilities.”>®
However, the deployment of troops is not in line with Kaldor’s vision of the occurring security
gap, as military forces embody the Cold War model's conventional security apparatus.
Therefore, it could be argued that, although NATO is concerned with hybrid warfare and its
tactics, it fails to implement or understand the current security apparatus to which they should
operate.

Nonetheless, the partnership between the EU and NATO plays a unique role when
countering hybrid threats. During the same 2015 press statement, Mogherini agreed upon this,

as she stated the following:

‘Let me say clearly we face common threats, we face common challenges,
we have many members in common, but not all, we are different in nature
as organizations, but we can be complementary. And again, | believe that
the strength of our complementarity is what our member states
respectively are more and more recognizing that's key in the environment

we're living in.”*

This strength of complementarity Mogherini refers to in her statement is also visible while
practicing hybrid countermeasures by NATO and the EU. Hybrid threat scenarios featured in
NATO’s training and exercises, in which NATO exercises with the EU European Union and
partner countries. In April 2017, NATO Allies and EU members came together to formally
agree to establish a European Centre of Excellence for Countering Hybrid Threats. This center

serves as a ‘hub of expertise, assisting participating countries in improving their civil-military

% Readiness Action Plan, NATO.

% “Press Statements Jens Stoltenberg and Federica Mogherini”, NATO,
https://www.nato.int/cps/en/natohg/opinions_125361.htm. (accessed March 19, 2020).
% Ibidem.

18



capabilities, resilience, and preparedness to counter hybrid threats.”>” The Centre, initiated by
the Government of Finland, is supported by 23 other nations, including the Netherlands, and
the EU and NATO. Besides the Centre for Countering Hybrid Threats, other Centers of
Excellence are created to contribute to NATO’s exertion in countering hybrid threats are
Strategic Communications Centre of Excellence, Latvia; the Cooperation Cyber Defence
Centre of Excellence, Estonia; and the Energy Security Centre of Excellence, Lithuania. In
2019, NATO’s first counter-hybrid support team was deployed to Montenegro, ‘to help
strengthen the country’s capabilities in deterring and responding to hybrid challenges.’®®
Implementing and developing above mentioned new practices are, therefore, witnesses of the
implementation of the fourth block developed by Mattis and Hoffman, as they recognized the
new dimension to pose a significant threat to their allies. NATO, therefore, acknowledges the

relevance of a strong, multinational defense against hybrid threats.

1.3.2. The European Union’s response to hybrid threats
Besides the earlier mentioned close collaboration between NATO and the European Union

(EV), the EU has its own policy and implementations when it comes to countering hybrid
threats. Given that this policy also applies to the Dutch situation as the Netherlands is part of
the EU, it is crucial to research the EU’s response to hybrid threats when trying to understand
the Dutch security culture concerning hybrid warfare. Since 2016, the EU came forward with a
range of hybrid threats related to countermeasures in different policy areas. The Joint
Framework on Countering Hybrid Threats, established in 2016, is an EU initiative that ‘foresees
22 actions raging from improving information fusion and situational awareness to protecting
critical infrastructure, cybersecurity, building resilient societies, and stepping up cooperation
with the North Atlantic Treaty Organization.”®® In 2018, the European Commission and the
High Representative adopted the Joint Communication Increasing Resilience and Bolstering
Capabilities to Address Hybrid Threats (Joint Communication on Hybrid Threats). This
adaptation intends to focus on ‘strategic communications and situational awareness, chemical,

biological, radiological and nuclear threats, resilience and cybersecurity as well as

5" NATO,“NATO’s Response to Hybrid Threats”, https://www.nato.int/cps/en/natohg/topics_156338.htm
(accessed March 20 2020).

%8 NATO, “NATO : Ready for the Future - Adapting the Alliance (2018-2019)”, 2019, 8,
https://www.nato.int/nato_static_fl2014/assets/pdf/pdf 2019 11/20191129 191129-

adaptation 2018 2019 en.pdf (accessed March 18, 2020).

% High Representative of the Union for Foreign Affairs and Security Policy, “Joint Staff Working Document”,
European Commission (April 2019), 1, https://data.consilium.europa.eu/doc/document/ST-9834-2019-
INIT/en/pdf (accessed March 14, 2020).
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counterintelligence.”®® With both the 2016 and the 2018 implementations, the EU tried to adapt
to changing security environments to counter the four principles of hybrid threats,
acknowledging the importance of the fourth block in the current world order. Through the Joint
Framework and the Joint Communication, the EU recognized the threats emerging in the field
of societal discourse, as this Joint Communication improved its strategic communication to
tackle disinformation.

The anxiety over Russian interference in the EU public debate continued. In response, the
European Council endorsed the Action Plan against Disinformation in December 2018, and in
March 2019, a Rapid Alert System on Disinformation was set up. These two initiatives are
created to facilitate the sharing of ‘data and development of common responses, enable common
situational awareness, and ensure time and resource efficiency.’®! To safeguard the principle of
non-interference in other nation’s societal discourse, the Computer Emergency Response Team
for EU institutions (CERT-EU) established a Social Media Assurance Service in advance of the
European Parliament elections in 2019. This service is in charge of monitoring social media
accounts and the online presence of registered constituents. Furthermore, it created a workforce
incited to detect ‘impersonation, non-official content, and proceed to takedowns, on-demand.*®2
This EU measurement to counter hybrid threats by monitoring social media and detecting non-
official content, is, therefore, in line with the fourth principle of how hybrid actions undermine
international law through the use of disinformation campaigns. Although both the EU and
NATO actively counter the principles in which hybrid actions undermine international law, EU
measurements contradict the conventional measures of the NATO, as the NATO tends to focus

on Cold War practices like deployment. In contrast, the EU also focuses on non-military means.

1.4 Conclusion
The hybridity of today’s battlefield often undermines international law, as state actors using

hybrid tactics seek to stay below the threshold of war. Due to technological advances, hybrid
conflict is increasingly becoming a threat to the sovereignty of states. Today, millions of people
live in ‘conditions of deep insecurity, and yet our security apparatus, [ still] largely consisting
of military forces, does not address their problem; [...] it often makes things worse.”®® This use

of military forces, for instance, is visible in the Cold War approach of NATO, as they use

%0 High Representative of the Union for Foreign Affairs and Security Policy, “Joint Staff”, 1.
%1 Ibid, 3.
62 |bid, 4.
63 Kaldor, Global, 5.
20



military deployment as a measure to counter hybrid threats. Whereas military forces used to
bring the notion of security, today’s security appearance is of different kinds, as the current
question for security outpaces military answers. The EU reaction of the Social Media Assurance
Service to counter disinformation in advance of the European Parliament elections in 2019 is
an example of how this notion of security is of a different kind, thus changing the EU's security
culture.

The following two chapters will apply the theoretical framework to the Netherlands as
a case study. It will dive deeper into this feeling of (in)security caused by hybrid tactics and
explore how the Dutch security apparatus responds to this.
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Chapter 2: The Dutch Security Culture — Images and Actors

On 24 June 2017, NRC Handelsblad featured an article about how the classic battlefield is
outdated.5* This article described a hybrid war as ‘a new phenomenon that has never been seen
before in Europe.’®® Media outlets, like NRC Handelsblad, tell stories about the world; stories
that will impact a nation’s culture, communication, and political agenda. Therefore, it is
assumed that media frames used to discuss a particular subject will partially determine how
politicians approach the topic.®® Media produces and reproduces the meanings of a culture,
‘serving as a primary means of cultural transmission within a single culture.’®’ Hence, news
items portray and explain what the Dutch society, and government, perceives as threats.
Likewise, they will give a clear overview of when certain risks were identified and how specific
actors managed these threats.

In the article mentioned above, a change in the European security landscape is
acknowledged. According to Mary Kaldor, introducing a framework of security culture helps
in analyzing the pathways through which ‘different ways of doing security evolve [...] to
identify openings and closures that might allow or prevent different approaches.’®® The starting
point of understanding a security culture, Kaldor argues, is the notion of a transition or change,
as encountered in this NRC Handelsblad article. Whether this change would be new violence,
the end of the Cold War, or a dramatic shift in technology, Kaldor believes that developments,
in general, will cause a ‘profound transition in both the way security policy is conducted and
experienced.”®

This chapter will look at the different images and actors that play a role in the security
culture in the Netherlands concerning hybrid warfare. First, it will determine what is perceived
in Dutch society as threats in the field of conflict. It sets out to analyze what frame Dutch media
channels used to distribute news about hybrid threats and conflict. Throughout this analysis, |

utilize securitization theory. This theory holds that ‘something becomes a security problem

84 Teun Voeten, “Vergeet Het Klassieke Slagveld. Dit Is Het Tijdperk van de Hybride Oorlog”, NRC
Handelsblad, June 24, 2017, LexisNexis.
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2015), 221-236, there 225.
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(2016), 1-23, there 4.

%9 1hidem.

22



through discursive politics’ and underlines how security derives from a speech act.”® When
using this theory, the thesis focuses on the sociological variant, in which securitization is
discussed in terms of ‘practices, context, and power relations that characterize the construction
of threat images.’’* Therefore, securitization theory helps to determine the frames applied to
the Dutch case of broadcasting about hybridity in the field of conflict.

Next to this, this chapter will examine which Dutch actors are attentive to these hybrid
threats and when they became involved in countering them. In International Relations, decisions
are embodied by the threat and security perceptions of the actors.” This part will also research
what constitutes the current Dutch security apparatus and who the actors are when it comes to
countering hybrid threats and conflict. Since the concept of security culture emancipated itself
from military thinking to achieve security, this research examines actors outside the military
system concerned with countering hybrid threats to the Netherlands. It will try to identify
whether media sources point out the same risk toward Dutch society as the security apparatus.
Furthermore, the research will evaluate when and why different actors became concerned with
hybrid threats and conflict.

This present section will serve as a starting point for understanding the Dutch security
culture between 2009 and 2019, as it will specifically examine the notion of a transition or
change. To understand the lens through which the Dutch society interprets hybrid threats, this
research uses the online database LexisNexis to explore news articles from 2009 until 2019 that
included the term ‘hybrid warfare.””® In total, an amount of 282 items were found. Thirty-two
of these 282 articles were carefully examined to create a logical overview of how and when
Dutch media sources address hybrid warfare.”* This selection was based upon the date of when
the news source reported about hybrid warfare and what their intentions were to write the
article, like NATO gatherings. For this research, the thirty-two articles examined are divided
into three waves of media coverage. Each wave will represent the contemporary state of mind
regarding hybrid threats in the Netherlands, as it developed from a lacking awareness towards

total anxiety.

0 Thierry Balzacq, Securitization Theory - How Security Problems Emerge and Dissolve (New York: Routledge,
2011), 1.
1 Balzacq, Securitization Theory, 1.
72 Sweijs and Pronk, “Between Order and Chaos?”, 116.
3 Translated: ‘hybride’ and ‘oorlogsvoering’
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2.1  First Wave 2009 - 2013: no major threat encountered
In 2009, Dutch news articles started using the term ‘hybrid warfare’. This was in the run-

up to the NATO Capstone Concepts for the Military Contribution to Countering Hybrid Threats,
a collaboration between Alliances that would guide them in future warfare development, which
was being held in 2010. A report by the Dutch newspaper De Telegraaf expressed its concerns
about hybrid conflicts and how this could be dangerous to the Netherlands.” It stated that,
because of its membership to the NATO and the EU, the Netherlands would have certain
obligations towards their allied forces when it comes to hybrid conflict. Frank van Kappen, a
security advisor at NATO, argued in the article that during a hybrid conflict, the Netherlands
would not have the time to choose which battle to fight. He admitted that the Netherlands never
experienced a real hybrid conflict, and the Dutch Defense Force should rethink their defense
budgets. A year later, De Volkskrant wrote an article about how the military's image is changing
and how the new Dutch defense doctrine would affect army operations.”® Both reports
represented perspectives regarding the changing military roles and how the Netherlands lagged
in terms of equipment and workforce. This dramatization of the situation represented in the first
wave is in line with the stages of securitization theory. This theory asserts that ‘if strategic
action of discourse operates at the level of persuasion and uses various artifacts, [in this case
emotions], to reach its goals, the speech act seeks to establish universal principles of
communication.”’” Expressing concerns, therefore, are used to reach the goal, in this case
catching up in terms of equipment and workforce, and publicize the subject.

Although Van Kappen expressed his concerns about threats for which the Netherlands has
to brace itself, and De Volkskrant highlighted the essential changes within the defense doctrine,
there was no follow up on the articles in the years 2011, 2012 and 2013. In this period, the
hybrid conflict did not fulfill an agenda-setting role within Dutch society. Although the
cautionary tone that Van Kappen tries to bring to the subject, a hybrid conflict did not pose a
direct threat to the Netherlands and therefore did not play a part in the Dutch media debate. It,
therefore, seems that the securitization act proposed by the media was not successful, as the
audience did not accept it.

However, during this first wave, some members of parliament questioned the Netherlands’

capacities when it came to hybrid tactics. During a debate about the budget statements of the
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Ministry of Defense for 2010, Dutch politician Hans ten Broeke expressed his concerns towards
the Minister of Defense, about how other countries established special departments within their
defense, to oppose cyberwarfare, while, according to him, it remained silent in the
Netherlands.®
Next to members of parliament, different actors became involved with hybridity in the field

of security. In 2010, the National Network of Safety and Security Analysts (ANV) was
established.” The ANV serves as a Dutch knowledge network that researches the framework
of the National Safety and Security Strategy. This National Safety and Security Strategy is
issued every three years by the National Coordinator for Security and Counterterrorism, and
aims at ‘strengthening national security via a joint, government-wide approach.’® Since 2007,
this security strategy researches which crises, disasters, and threats can harm the Dutch national
security and how they can be countered.

The ANV consists of six core organizations, namely: The National Institute for Public
Health and the Environment (RIVM), the Scientific Research and Documentation Center
(WODC) of the Ministry of Safety and justice, The General Intelligence and Security Service
(AIVD), The Netherlands Organization for applied scientific research TNO, the Netherlands
Institute of International Relations Clingendael, and the Institute of Social Science of the
Erasmus University Rotterdam.8! According to the RIVM, these six core actors together
generate multidisciplinary expertise and jointly cover the professional field of national security
in the Netherlands. Therefore, these six actors are grouped to develop a collective identity,
space for action, and a common perception of threats in the Netherlands. The establishment of
the ANV is, thus, following the first lesson of identity theory, which states that in ‘order to
develop a common identity and a common space for action, one requires a common enemy, or
at the very least, a shared threat perception.’®> The ANV has been established to strengthen
continuity and knowledge embedding to create a shared threat perception.

From 2011 until 2014, the ANV prepared the annual National Risk Assessment,

commissioned by the Dutch Ministry of Justice and Security. The National Risk Assessment
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got replaced by the National Risk Profile (NRP), which was also constructed by the ANV. It
provides a four-yearly ‘all-hazard’ overview, which consists of the most significant threats with
a possibly undermining effect on Dutch society. Hybrid threats are known for their attempt to
undermine societies, and thus, with the creation of the NRP, the ANV delved into the world of
hybrid threats. Furthermore, the NRP acknowledges societal, international, and technological
developments that might threaten the Dutch national security and displays how risks are
expected to unfold in the future. As they recognize developments in the field of security and
consist of six highly valued organizations, the ANV is a great tool to discover when change or
transition occurred in the Netherlands. However, in reports from 2011 through 2013, the ANV
did not explicitly address hybrid threats as developments that might threaten the Dutch national
security. They discussed ICT failures and how this might affect society but do not connect this
to the possibility of foreign threats and the undermining of Dutch democracy.®

Next to the ANV, The Netherlands Scientific Council for Government Policy (WRR)8
became concerned with hybrid threats in the Dutch security landscape during this first wave.
The WRR is an autonomous advisory body for government policy since June 1976. Its task is
to offer recommendations to the Dutch government and parliament on strategic questions that
are expected to have significant political and societal consequences. Moreover, the WRR
advises the Dutch government what changes in policy are needed to achieve a resilient security
policy for the Netherlands. As the WRR is established to issue advice about expected threats to
Dutch society, this advisory body is a solid actor to analyze when searching for the notion of
change within society.

In 2010, the WRR announced its 85" report, in which they discussed how the Dutch
government is attached to the world and how they should deliver an alert response to risks and
opportunities in the promptly developing world. In this report, they acknowledged that ‘a hybrid
world, the EU, the proliferation of non-state actors on the international stage, and the
implementation of a successful niche policy demand new ways of working.’® Stating such
explains how the WRR already became concerned with a new world order due to hybridity
from late 2010.

8 See: Analistennetwerk Nationale Veiligheid, “Nationale Risicobeoordeling”, 2011,
https://www.rivm.nl/onderwerpen/nationale-veiligheid (accessed May 15, 2020)., Analistennetwerk Nationale
Veiligheid, “Nationale Risicobeoordeling”, 2012, https://www.rivm.nl/onderwerpen/nationale-veiligheid,
(accessed May 15, 2020).
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Rapporten (2010), 11, https://www-jstor-org.proxy.library.uu.nl/stable/j.ctt46mt75 (accessed May 17, 2020).
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To sum up, in this first wave, the media was not capable of serve as an agenda-setting tool
regarding the hybrid conflict for a broader societal audience, as their hybridity did not stir up
debate within the Dutch parliament. Even though within the House of Representatives some
concerns were addressed when discussing the future of the Ministry of Defense, and actors like
NRP and WRR became involved with a different securitization of Dutch society, hybrid conflict
was not a priority when it comes to the security of the Netherlands during this first wave.

2.2 Second Wave 2014 — 2015: NATO threatened by Russia
It was not unti