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Abstract

The Internet of Things (loT) is a rapidly growing emerging topic of technical, social, and economic
significance. Objects are being combined with internet connectivity and powerful data analytic
capabilities that promise to transform the way we work and live. At the same time, however, the
Internet of Things raises significant challenges that could stand in the way of realizing its potential
benefits. One of them is standardization, due to the numerous different technologies that have to
work together in an loT system. In a fully interoperable environment, any loT device would be able to
connect to any other device, regardless of manufacturer or technology. In practice, interoperability is
more complex. Open standards can facilitate interoperability, but yet it is poorly understood which
strategies need to be executed in order to create standards that allow a degree of functional
openness. This research therefore explores which innovation strategies have been applied by actors
in the field with respect to open standardization and which implications it has for innovation. By
using a theoretical framework that combines elements from complex technical system, dominant
design theory, standardization theory and lead users, an exploratory study has been carried out.
More than 150 documents have been analyzed by means of qualitative data analysis and coding. The
results show that several standards dominate the market at the moment and that standardization is
mainly driven through proprietary approaches by companies, leading to a fragmented loT field in
which devices are just party interoperable with each other. It becomes more recognized by actors in
the field that loT only succeeds if devices are fully interoperable. Creating middleware that allows
connecting devices operating on different technologies, learning from users and open source
platforms are examples of strategies that enable full interoperability. The open nature of loT leads to
the creation of dominant configurations, in which its components can rearrange depending on the
context. This has implications for innovation. Since loT is not a consolidated industry in which a
dominant design guides incremental innovation, innovation stems from linking components together
by focusing on inter-industry collaboration and user involvement instead. This will stimulate the

further development and deployment of loT.



Table of contents

1. Introduction

1.1. Problem area

1.2. Research question
1.3. Relevance

1.4. Outline

2. Theoretical framework

2.1. Complex technical systems
2.2. Dominant design

2.3. Technological standardization
2.4. Lead users

2.5. Summary

3. Methodology

3.1. Research design
3.2. Data collection
3.3. Data analysis

4. Internet of Things: standards and strategies

4.1. IEEE 802
4.2. Wi-Fi

4.3. Bluetooth
4.4, Zigbee

4.5. 6LoWPAN
4.6. Z-Wave
4.7. AllJoyn
4.8. Thread
4.9. NFC

4.10. LoRaWAN
4.11. Open source projects

4.12. Concluding remarks
5. Conclusion
6. Discussion
7. Bibliography
8. Appendix
8.1. Architecture of loT
8.2. Topologies of wireless networks

8.3. Data references
8.4. Coding examples

O 00 N U

10
11
12
12
13

14

14
14
16

18

18
19
22
25
27
28
30
31
33
34
35

37

39

41

44

47

47
48
49
60



1 Introduction

1.1. Problem area

‘In 2003, there were 6.3 billion people living on the planet with 500 million devices connected to the
Internet’ (Fell, 2014; p.10). This will become 7.6 billion people on the planet and 25-50 billion devices
connected to the Internet by 2020 (Fell, 2014; European Parliament [EP], 2015; IERC, 2015). Although
the final number of devices may not be clear yet, it is for sure that this rapidly emerging ‘Internet of

Things’ (1oT) will have a profound impact on our society (Fell, 2014; Zanella et al., 2014; EP, 2015).

‘Internet of Things (loT) is a recent
communication paradigm that envisions a near
future, in which the objects of everyday life will
be equipped with microcontrollers, transceivers
for digital communication, and suitable protocol

stacks that will make them able to communicate

with one another and with the users, becoming

an integral part of the Internet’ (Zanella et al.,

2014; p.22). Hence, it can be seen as a distributed

network of physical objects that can act on their

environment and can communicate with other

machines or computers (EP, 2015). According to Fig. 1. Schematic illustration of loT (EC, 2015)

the European Commission, ‘Internet of Things (IoT) represents the next step towards the digitisation
of our society and economy, where objects and people are interconnected through communication
networks and report about their status and/or the surrounding environment’ (European Commission
[EC], 2015). The future Internet will embody a large number of objects that provide information and
services to the final users through standard communication protocols and unique addressing
schemes (see figure 1) (International Telecommunication Unit [ITU], 2005; Atzori et al., 2014; EC,

2015).

In the loT everything becomes virtual: each person and thing has a locatable, readable and
addressable counterpart in the Internet (Atzori et al., 2014; Fell, 2014). IoT enables easy access and
interaction with a wide variety of devices, such as home appliances, surveillance cameras,
monitoring, sensors, actuators, displays, vehicles, and so on (Fell, 2014; Zanella et al., 2014). This
enables the provision of new services to citizens, companies, and public administrations. Hence, it

will have a high impact on several aspects of every-day life and behavior of potential users (ITU,



2005; Zanella et al., 2014). For a private user, the most obvious effects of the loT will be visible in
both working and domestic fields (Bellavista et al., 2010; Bandyopadhyay & Sen, 2011). Smart homes
and offices, e-health and assisted living are only a few examples of possible application scenarios in
which the new paradigm will play a leading role in the near future (Bellavista et al., 2010;
Bandyopadhyay & Sen, 2011; Zanella et al., 2014). One example is
the Nest Thermostat (see figure 2). Recently acquired by Google,

!ﬁ\‘}\” Ty, Nest is a home device company that is responsible for the Nest
75
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Learning Thermostat (Fell, 2014). Most people leave the house at
one temperature and forget to change it. So the Nest Thermostat

learns ones schedule, programs itself and can be controlled from a

phone, tablet or PC. If one teaches it well it is claimed that the Nest
Fig. 2. lllustration of the Nest thermostat can lower the heating and cooling bills by up to 20% (Fell,

thermostat (Fell, 2014)
2014).

However, such a heterogeneous field of application makes building a general architecture for loT a
complex task, due to l1oT’s complexity and novelty (Zanella et al., 2014). This difficulty has led to a
large amount of different and, sometimes, incompatible proposals for the practical realization of loT
systems (Fell, 2014; Zanella et al., 2014). Furthermore, the adoption of the loT paradigm is also
hampered by the lack of a clear and widely accepted business model that can attract investments to
promote the deployment of these technologies (Laya et al., 2013; Zanella et al., 2014). Hence, many
challenging issues still need to be addressed, both technologically as socially. In March 2015 the
European Commission therefore initiated the creation of the Alliance for Internet of Things
Innovation (AIOTI) (EU, 2016). This alliance flags the intention of the European Commission to work
closely with all stakeholders and actors of the Internet of Things (EU, 2016). The main question is
how to achieve full interoperability between interconnected devices and provide them with a degree
of ‘smartness’, but guaranteeing trust, security, and privacy of the users and their data at the same
time (Atzori et al., 2010; Bandyopadhyay & Sen, 2011). IoT can only be realized by useful deployment
of hardware, software and applications around each domain of technology (Bandyopadhyay & Sen,
2011; IERC, 2015). Examples of these key technologies are identification technology, loT architecture
technology, communication technology, network technology, data and signal processing technology,
power and energy storage technology, security and privacy technologies (Bandyopadhyay & Sen,
2011; Bellavista et al., 2010; Zanella et al., 2014). Thus, loT is a complex structure of hardware,
sensors, applications and devices that need to be able to communicate with each other in different
ways. This requires shared standards to exchange data across different organizations (ITU, 2005;

Bellavista et al., 2010; IERC, 2015). If devices from different manufacturers do not use the same
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standards, interoperability will be more difficult, requiring extra gateways to translate from one
standard to another (EP, 2015; IERC, 2015). ‘Standards enable innovation, and are key for
interoperability, may improve safety and security, are drivers for emergence of new markets,
facilitate introduction of technologies (such as loT), enhance competition and can help to ,de-
verticalize” industry by sharing and inter-operation of tools and technology, reducing the
development and deployment costs for loT applications’ (IERC, 2015; p.11). Hence, standards are
important in creating markets for new technologies and prevent consumers of being locked into one
family of products (ITU, 2005; EP, 2015). As to loT, standards should address common requirements
from a wide range of industry sectors as well as the needs of the environment, society and individual
citizens (Bandyopadhyay & Sen, 2011; Fell, 2014). The central issue is how standardization can be
realized in order to create a ‘shared language’, without losing the openness for the numerous
heterogeneous applications. Hence, the realization these standards will most likely be based on open
standards, rather than proprietary technologies (ITU, 2005; IERC, 2015). Open standards facilitate
interoperability of devices and functions from different heterogeneous sources. Open standards are
‘standards made available to the general public and are developed (or approved) and maintained via
a collaborative and consensus driven process. They facilitate interoperability and data exchange
among different products or services and are intended for widespread adoption’ (ITU, 2005).

Exploring open standardization within the field of loT thus forms the basis for this research.
1.2. Research question

In the light of 10T, standards need to be flexible enough to integrate new components and possibly
abandon old components. Ideally, users should be able to do this by themselves in order to enable
them to configure their own system with the devices they prefer. This research therefore aims to
explore how (open) standardization has been approached by actors in the field, in order to provide
insights about which strategies are useful to employ and which strategies are not. The research aim is
accomplished through an analysis of the main technological standards that have been realized in the
last fifteen years, together with the innovation strategies have been used by actors in the field to

deal with open standardization. This results in the following research question:

Which strategies have been used in order to create open standards with respect to IoT and how does

this affect standardization of loT nowadays?



1.3. Relevance

Theoretically this research contributes to the understanding of the evolution of complex technical
systems, such as loT. As to 10T, no dominant design exists on a system level. After all, the system has
to retain a certain degree of openness so it remains suitable for a wide range of applications within
different industry sectors. Hence, the loT technology has to evolve based on open standards. In other
words, innovation thrives on open standards that facilitate interoperability while retaining a degree
of functional openness (Peine, 2009, pp. 406). This requires both a certain degree of looseness as a
certain degree of rigidness of the system. This area is poorly understood nowadays (Peine, 2008;
Peine, 2009; Atzori et al., 2010; Fell, 2014; EP, 2015). Therefore, this research tries to fill this gap by
providing insights in how this issue has been addressed in the past and which lessons should be
learned from that. For example, how can incremental innovation take place without the presence of
a dominant design? Which implications have open standards for product and process innovation?
What kind of dominant design can exist together with open standards? Which innovation strategy
should a company ideally implement in order to manage innovation based upon open

standardization?

This research finds its societal relevance in providing insights for many different players in the field of
loT. Understanding the nature of 10T is a key element towards devising adequate policy measures for
its creation and diffusion. Because no ‘traditional’ dominant design emerges, policy makers need to
make choices based on open standards. This research provides insights in these open standards and
thus serves as a guideline for policy makers in the field of 10T. There are several major challenges that
impact a broad implementation of loT. First, as mentioned earlier, loT is a complex structure of
hardware, sensors, applications and devices that need to be able to communicate between different
geographical locations. Second, ownership of data is and probably will remain a difficult topic for
years, but it is probably shifting to having access to the data and being able to use it for analysis.
Moreover, mixing the digital and the physical world will require high security standards in order to
prevent accidents (Atzori et al., 2010; Fell, 2014). Furthermore, standards can provide cost efficient
realizations of solutions (IERC, 2015). Global standards are needed to achieve economy of scale and
interworking. In order to deal with these challenges, a comprehensive understanding of how loT
develops and what elements help to set standards will be very useful. This research will contribute to

this understanding.



1.4. Outline

The next chapter will present the theoretical framework that has been used in order to answer the
research question, which served as ‘sensitizing’ framework during the research. Subsequently the
research methodology that has been applied will be presented, followed by an analysis of the
standards that have been realized and the innovations strategies with respect to open
standardization that have been applied in the last fifteen years. Thereafter, an answer to the
research question will be given in the conclusion, followed by a discussion about the theoretical and

methodological implications of this research.



2 Theoretical framework

The theoretical framework in this research consists of different strands of literature. Notions of
complex technical systems, dominant design theory, standardization and lead users will together
form the theoretical perspective that has been used in order to answer the research question.
Concepts from this ‘framework’ have been used as sensitizing concepts throughout this research. The

different notions will be elucidated below.

2.1. Complex technical systems

In innovation literature, the market and the technological context influence the implementation of
an effective innovation strategy (Tidd & Bessant, 2009). In cases where the market and technology
are both new and consequently poorly understood, like with 10T, the product or system is classified
as ‘complex’ (Tidd & Bessant, 2009). Complex technical systems are technologies that are defined by
a set of components and an architecture that specifies how to arrange these components into a
system (Henderson & Clark, 1990). Complex products typically consist of a number of components or
subsystems. Depending on how open the standards are for interfaces between the various
components, products may be offered as bundled systems, or as subsystems or components (Tidd &
Bessant, 2009). For bundled or closed systems, customers evaluate purchases at the system level,
rather than the component level (Tidd & Bessant, 2009). E.g., a manufacturer can offer the customer
a complete loT application, consisting of several interoperable components. This can offer the
customer an enhanced performance due to the presence of optimized components using proprietary
interfaces (Tidd & Bessant, 2009). However, such a bundled system does not allow the customer to
adjust the system to their own needs. To enable the customer to configure its own system, open
complex technical systems are required. Open systems display a greater degree of looseness than
closed systems, and become systems only in the light of local contingencies (Peine, 2008). In open
technical systems, only a range of components is defined. The selection of the exact set of
components to be included as well as the plan how to arrange these components is dependent on
the context in which a particular system operates. This specific arrangement can be denoted as a
configuration. In other words, the system does not define clear choices in the first place (Peine,
2009). Configurations bring together technical components, software, standards, services and user
practices in more or less unique ways, and they are thus dependent on specific contexts of
applications. Components comprise established technologies with corresponding standards at the
component level. However, at the architectural level this needs to be integrated in an interoperable
system. As to understanding these systems, two types of knowledge can be distinguished:

component knowledge (regarding form and functions of the subsystems) and architectural
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knowledge (regarding form and function of the entire system). ‘For open technical systems, the
knowledge bases for the component knowledge are stable, while the architectural knowledge has to
be specified for each system separately’ (Peine, 2008; p.509). Understanding the dynamics of
systems, therefore, makes it necessary to take into account two levels of dynamism: changes in

component knowledge and changes in architectural knowledge (Peine, 2009).
2.2. Dominant design

Innovation opportunities change over time and can be described through three phases of the
innovation life cycle. In new industries a lot of players experiment around new product and service
concepts (Utterback, 1996; Tidd & Bessant, 2009). In the situation where new technologies and/or
markets emerge, the so-called ‘“fluid phase’, there is high uncertainty about the target (what will the
new configuration be and who will want it?) and how to create this target in a technical way
(Utterback, 1996; Tidd & Bessant, 2009). No one knows what the ‘right’ configuration will be, so
there is a lot of experimenting of many players. Gradually these experiments converge to what is
called a dominant design, i.e. a representation of ‘the rules of the game’ (Utterback, 1996; Tidd &
Bessant, 2009). The phase towards the realization of a dominant design is called the ‘transitional
phase’. Once this is accomplished, problem solving travels down the design hierarchy (Utterback,
1996; Peine, 2009). When a dominant design has emerged, the so-called ‘specific phase’ starts which
drastically changes the basis of competition (Utterback, 1996). Although many players are eliminated
from further participation in the industry with the appearance of the dominant design (an industry
shake-out), some new players enter the market that are trying to gain market share with imitations
of the dominant design. Nevertheless, eventually the total number of firms declines until it reaches a
point of stability (Suarez & Utterback, 1993). Hence, the industry now changes from one
characterized by many firms and many unique designs to one of few firms with similar product
designs (Utterback, 1996). This enables benchmarking, since more firms are working on similar
products. Moreover, consumer preferences are better known at this point. Hence, more information
is available to the industry’s players. Since product standards are now established, effective
competition shifts to incremental product performance along technological trajectories and process
innovation (i.e. price), instead of radical product innovation (Sudrez & Utterback, 1993; Utterback,
1996). Firms that are unable to make this transition are unable to compete effectively and very often

fail (Suarez & Utterback, 1993; Utterback, 1996).

However, open complex systems do not lend themselves for a ‘traditional’ dominant design, since
the components need to be able to rearrange in order to create different configurations. Hence, no

‘one-fits-all’ dominant design can be established and other forms of standardization have to be found
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in order to create interoperability among components. The following section illustrates different

forms of standardization.

2.3. Technological standardization

‘Technical standards are established norms or requirements applied to technical systems’ (Shin et al.,
2015, p.152). ‘A standard can be defined broadly as the consensus of different agents to do certain
key activities according to agreed-upon rules, and a technology standard can be viewed as ‘a set of
specifications to which all elements of products, processes, formats, or procedures under its
jurisdiction must conform’ (Narayanan & Chen, 2012, p.1376). In this context, there are differences
between the supply and the demand side. On the supply side, a technology standard represents the
synthesis of proven concepts on the design logics to organize the hierarchy and functional
parameters for a particular type of product. On the demand side, a technology standard reflects the
desire of consumers for agreement on a uniform technological format (Baron et al., 2014). Hence, a
technology standard represents the collective choice resulting from a balance between utility to
consumers, technical possibilities and the cost structure of manufacturers on the one hand, and
constraints of political, social, and economic institutions on the other (Narayanan & Chen, 2012; Shin
et al., 2015). Research from supply-side standardization generally considers how a technology in the
market is established as a standard (Shin et al., 2015). Some technologies are chosen as de facto
standards as a result of firms' continuous efforts and investment in R&D activities and innovation. A
de facto standard is a product on the market that is adopted by so many consumers that it is
practically recognized as a standard (Axelrod, 1995; Shin et al., 2015). Led by a specific organization,
some technologies are developed from the beginning of research planning, resulting in a de jure
standard. A de jure standard is a standard developed or established by a standard-setting
organization (SSO) (Axelrod, 1995; Baron et al., 2014; Shin et al., 2015). Against this background, it
has become frequent that some companies contributing to the standard form an alliance in order to
supplement the formal standard setting process (Baron et al., 2014). In such case, a number of firms
collectively establish an organization in the form of a consortium and produce optimal technology

standards through their own standard-setting process (Shin et al., 2015).

2.4. Lead users

As mentioned before, open complex system do not have a stable system identity (Henderson & Clark,
1990; Peine, 2009). Local practical knowledge is consequently the most important for the design of
specific systems in order to create a configuration that meets the needs of users (Peine, 2009). After
all, the generic knowledge is dispersed over different industrial sectors. Configurations are derived
from several knowledge bases that make up the total generic technology knowledge. Hence, loT is

heterogeneous in terms of the generic technology knowledge it comprises. The implementation of an
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loT system therefore requires the integration of different bases of generic technology knowledge and
local practical knowledge (Henderson & Clark, 1990; Peine, 2009). Local practical knowledge
comprises everyday social practices and routines (Peine, 2009). When designing 10T, this knowledge
has to be taken into account in order to attract potential users. Each system has to be technically
feasible and it has to provide a meaningful application, which depends on the capability to actually
derive such knowledge and the degree of openness that can be realized within the range of
technological solutions (Henderson & Clark, 1990; Peine, 2009). Hence, misconceiving loT as
integrated systems will lead to standardized technological solutions which cannot provide the degree

of adaptability that is required for the successful implementation of loT.

Lead users are critical to this development and adoption of loT, since they can provide the local
practical knowledge as described above. Lead users are users that demand new requirements ahead
of the general market of other users (Von Hippel, 1986; Tidd & Bessant, 2009). They can help to co-
develop innovations, and are often early adopters of such innovations. Lead users can recognize
requirements early, expect high levels of benefits and develop their own applications (Von Hippel,
1986; Tidd & Bessant, 2009). Hence, a producer of a complex product should identify potential lead
users to contribute to the development and adoption of the innovation. Furthermore, lead users

provide insights to the diffusion of innovations (Von Hippel, 1986; Tidd & Bessant, 2009).

2.5. Summary

loT comprises a lot of different technologies/components that have to work together. Since these
components need to be able to rearrange in order to create specific configurations, no one-fits-all
dominant design can be realized. An loT system does not need to be considered as an integrated
system, because it is consists of components (stemming from other industries) that need to be linked
together, depending on the context. Thus, the system needs to retain a certain degree of functional
openness, so that users can adjust the system to their individual needs. Here (open) standardization
comes into play. In order to enable innovation, open standardization is necessary to facilitate
interoperability among different components of loT. Standards are established norms or
requirements applied to technical systems and can be established in multiple ways. Lead users are an
important source of knowledge that can provide insights in user needs and how the technology is

applied in different contexts. Learning about this helps to further develop and deploy loT systems.
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3 Methodology

3.1. Research design

This research has an exploratory character, since loT is a relatively new and complex field and
standardization is still evolving. An exploratory research is useful since it provides the researcher with
detailed insights that can contribute to theory. As mentioned before, the theoretical framework had
a sensitive function during this exploration. It is not preferable to express the findings of this study in
just numerical values, since those would not provide a rich understanding (the why and how).
Therefore, the study followed a qualitative strategy. A case study had been executed, because a case
study enables the researcher to gain a rich understanding of the context of the research and the
processes being enacted (Saunders, et al.,, 2009). Nine wireless technologies that enable IoT have
been selected as cases within this research. They were selected by theoretical sampling in order to
gain as much information as possible. l.e. based on the data that were available, a selection of cases
has been made of which was expected that these cases yield the most comprehensive information in
order to answer the research question. For these cases it has been analyzed which actors influence
the standard-setting process of the technology and in which way. Consequently, this research
provides insights in how actors in the field dealt with open standardization of loT, by mapping the
main standards have been realized and which strategies have been applied with respect to open

standards.

3.2. Data collection

Multiple sources of (secondary) data have been used in order to apply triangulation (Bryman, 2008;
Saunders, et al., 2009). That is, by using multiple sources of evidence, the probability that data are
based on coincidence diminishes, because the data are more likely to be valid if multiple different
data sources support these data (Bryman, 2008; Saunders, et al., 2009). Within this research, the
different data sources are (l) research reports obtained from public sources, (ll) news articles
obtained from public sources and (lll) scientific articles, obtained from the scientific databases
Scopus and Google Scholar. Especially grey literature had been used since it is numerous and enabled
access to historical data. It was planned to interview some respondents of corporations that have
dealt with standardization issues with respect to loT, in order to gather detailed information on a
company level about the standardization strategies that had been executed. Unfortunately interview
requests to companies were rejected or ignored, probably due to secrecy reasons. So interviews are
no part of the sources of data. The time frame that had been applied is 2000-2016, since the concept
of loT was created around 1999 and gained publicity in the years after (Fell, 2014). Hence, it was

expected that the time frame 2000-2016 yields the most valuable information. An initial exploration
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of the field of loT technologies indicated that loT has a lot of overlap with concepts as ‘home
automation’ and ‘smart homes’. What previously has been called ‘smart homes’ or ‘home
automation’, is nowadays called ‘Internet of Things’. In order to only involve data that comprise
technologies and standards that are in line with the new paradigm of loT, only the terms ‘loT’ or
‘Internet of Things’ have been used in search queries used to denote the field. Hereby it has been
assumed that information linked to smart homes and home automation also appeared when using

the alternative term ‘Internet of Things’ to denote the field.

The followings questions were kept in mind during data collection: Who are important players in the
field? Which standardization attempts were made in the past and why do they have (not)
succeeded? Which lessons can be learned from that and by whom? Which innovation strategies
underlie the design of 1oT and how do they take the complex nature of the corresponding technology
into account? Which activities are undertaken in order to establish standards? And how are these
standards conceived by important players in the field? And more important, what are the

opportunities to standardize loT nowadays?

To demarcate the research, only data from the US and Europe were taken into account because it
appeared that the most leading standard-setting organizations and corresponding standards are US
or Europe-based. Standards were searched for by using terms like ‘loT standards’, ‘loT standardization
overview’ and ‘loT standards and protocols’. This yielded many results, especially articles from
bloggers or online magazines. Since there are many players in the field of loT, only (articles about
what appeared to be) the main players (i.e. the actors of which the most articles were written about)
were taken into account in this research. Consequently, further detailed information about a standard
was found by using the name of the standard plus a term that denotes the subject of which more
information was needed, e.g. ‘IEEE 802.4.15 history’. Another criterion that has been applied in
mapping the main standards was the ability for a standard/technology to connect to the internet,

since that is what loT is about.

As to searching for strategies that have been applied with respect to standardization, the search
query ‘Internet of Things’ and ‘standardization strategy’, for example, yielded no useful results, since
results were about possible strategies for companies to implement loT and obviously not about
standardization strategies that have been applied by players in the field. Hence, the term ‘strategy’
was obviously not very useful to use. Therefore, other search queries had to be used in order to yield
results from which innovation strategies could be derived. Examples of search terms, based on the
theoretical framework, that had been used in order to yield results with respect to strategies are
‘alliances’, ‘collaboration’, ‘user involvement, ‘standard-setting organization’, ‘industry agreement’

and ‘sources of knowledge’. Consequently, more detailed information was searched for by using
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search queries that lead to more delimited information, e.g. which specific companies are part of a

certain degree of membership within an alliance.

In this research theoretical sampling had been applied. This means that first some data had been
collected and consequently analyzed to form initial concepts, e.g. ‘leadership’ or ‘building coalitions’.
Thereafter, new data had been collected to refine those concepts. The processes of data collection
and data analysis are thus interrelated and not two separate processes. Moreover, theoretical
saturation, i.e. the point where new data do not add to theory anymore, had been applied. Although
theoretical saturation might not actually have been reached in this research due to the numerous
amounts of articles available concerning loT, the documents that had been analyzed were useful in
the verification of concepts. An overview of these documents can be found in appendix 1, in which A

stands for Article and R for Report.

3.3. Data analysis

Data analysis was conducted through qualitative data analysis by means of coding, i.e. the process
whereby data are broken into parts which are given names (Bryman, 2008). The first step in the
process of analyzing data consisted of searching on the internet for articles, based on the search
gueries as mentioned in the previous paragraph. Also, memos were made, i.e. analytical writings that
contain a brief description of the article or document. These memos helped to move through the raw
data. The memos mainly focused on possible links between the realization between different
standards, since this might indicate a possible (shared) strategy by companies that maintain the
standard. Articles and documents that seemed relevant for the research were imported in the coding
program NVivo 11. Then open coding had been conducted, i.e. labels (concepts) were assigned to
text fragments. In this research text fragments comprised several lines of text. See appendix 8.4 for a
coding example. Notes were made when ideas arose whilst coding (e.g. about possible links between
concepts assigned). Concepts of the theoretical framework served as ‘sensitizing concepts’, i.e.
concepts that act as a guide in an investigation, so that it points in a general way to what is relevant
or important (Bryman, 2008). The usage of these sensitizing concepts gave the coding process
guidance. For example, the fragment ‘In 1998, for instance, Ericsson, IBM, Nokia, Toshiba and Intel
created the Bluetooth special interest group (Bluetooth SIG)’ (R1) is relevant since it provides
information about the members that constituted a certain alliance. Knowing the members of an
alliance is essential in order to know what the interests of the alliance are. These interests are
consequently determining a certain vision/mission with a corresponding standardization strategy.
Another example is the following fragment: ‘Usually, such standards are open and non-proprietary,

so developers of the standard agree to reveal intellectual property regarding the standard on a non-
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discriminatory, royalty-free or reasonable royalty basis to all interested parties’ (A33). This is relevant
since it provides information about the accessibility and thus the degree of openness of a certain
standard. When the open coding had been finished, the concepts were organized and grouped
around certain topics to create overview. For example, ‘alliance’, ‘membership’ and ‘license
agreement’ are forms of ‘collaboration’. And ‘easy to use’, ‘technology sharing’ and ‘control’ were
grouped into ‘user needs’. Then so-called axial codes (i.e. the strategies that have been applied in the
field) were designed, which are of a higher level of abstraction. During axial coding, connections were
made between the initial concepts by linking them to contexts, consequences or causes (Bryman,
2008). Concepts that could not be linked to other concepts or seemed to be irrelevant in the light of
the theoretical framework are withdrawn from further analysis. This resulted in categories that
comprise relationships between the initial concepts and the conditions that gave rise to them, based
on the notion of the theoretical framework. For example, because the field of loT consists of
different established technologies, companies try to develop a ‘value proposition for users’ through
‘marketing’ and ‘rebranding’ in order to ‘enable loT’ since the ‘awareness of the concept of loT
increased’ nowadays. Another example: ‘learn from users’ requires ‘user involvement’ by means of
‘open source’ projects and therefore ‘publish specifications’. This allows manufactures to gain
insights about ‘user needs’ and how they ‘use a certain technology’. A short overview can be found in
table 1 below." These strategies have been interwoven through the results section, organized around

examples of standards and projects from the field.

Strategy Concepts

Proprietary approaches | Alliance formation Market share
Membership Reduce risk
Certification program License agreement

Create middleware Technological improvements Interoperability
Open source Building blocks
Network effect Core specification
Building bridges Semi open standards

Learn from users Open source Use of technology
User knowledge User involvement
User needs Publish specifications

Create value Enabler of loT Increasing awareness loT

proposition for users Rebranding Marketing

Table 1. Concepts standardization strategies

'Fora complete overview of how concepts are constituted, the NVivo file can be obtained via s.hendriks2@students.uu.nl
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4 Internet of Things: standards and strategies

This section will present the main enabling 10T technologies that have been established in the last
fifteen years. Each paragraph contains a (technical) description about the corresponding standard
and an analysis of the innovation strategy that has been applied with respect to (open)
standardization. Before the technologies will be discussed, first some background information is
given in paragraph 4.1. The section concludes with a paragraph about open source projects and some
concluding remarks. For some background information about the (technological) architecture of IoT,

see appendix 8.1 and 8.2.
4.1. |EEE 802

It all began in 1985 after the United States Federal Communications Commission opened up the
wireless frequencies 900Mhz, 2.4Ghz, and 5.8Ghz to be used without a license (A107). These radio
bands were already used by household appliances such as microwaves, but were assumed to have no
practical application in communications. Later, WLAN (Wireless Local Area Network) technology
emerged, but the technology was proprietary, so wireless devices from one manufacturer would not
work with technology from another (A108, A109). However, in 1988, the NCR Corporation wanted a
WLAN standard for use in their wireless cash registers and asked the Institute of Electrical and
Electronic Engineers (IEEE) for assistance. The IEEE set up a working group and called it IEEE 802. IEEE
802 refers to a group of IEEE standards dealing with local area networks (LANs) (A20, A36, A109). The
services and protocols specified in IEEE 802 map to the lower two layers (physical and data link) of
the seven-layer OSI networking reference model (see appendix 8.2) (A20, A36, A107). From here,
several standards have been created that now form the basis of many local area networks. This gave
rise in 1997 to standard IEEE 802.11, which refers to a family of specifications developed for wireless
local area networks (WLAN) (A107, A108). Another example is IEEE 802.15, which refers to the
working group which specifies wireless personal area network (WPAN) standards (A36). Within this
working group, several task groups exist. Each task groups deals with a certain subject of study from
which a standard can be derived. For example, the IEEE 802.15.1 project has derived a Wireless
Personal Area Network (WPAN) standard based on Bluetooth, IEEE 802.15.3 a standard concerning
high-rate WPANs and IEEE 802.15.4 deals with low-rate WPANSs. This last standard forms the basis of
several protocols within the field of IoT (A20, A107). The IEEE is now one of the leading standard-

setting organizations in the world and consists mainly of engineers.
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4.2. Wi-Fi

4.2.1. What is Wi-Fi and how can it be used?

Based on a star-shaped topology (see appendix 8.2), Wi-Fi networks use the access point (AP) as their
Internet gateway. Wi-Fi is based on the IEEE 802.11 standard and was designed as a wireless
replacement for the widely used, cable-based IEEE 802.3 Ethernet standard (A56, A107). Currently,
the IEEE 802.11 standard is used in homes and many businesses, which offers serious throughput in
the range of hundreds of megabit per second. This capacity is fine for file transfers, but may be too
power-consuming for many loT applications. Moreover, the high power consumption required for
achieving high data rates and good coverage in buildings makes Wi-Fi not often suitable for battery-
operated devices. Although the Wi-Fi technology mainly defines the data link layer of a LAN, it is also
integrated into the TCP/IP stack. Using Wi-Fi therefore implies that TCP/IP is used for Internet
connectivity. ‘Until recently, it was quite expensive to provide Wi-Fi connectivity to devices with low
processing performance (e.g. thermostats or household appliances) due to the size and complexity of
the Wi-Fi and TCP/IP software. However, new devices and modules often include the Wi-Fi and TCP/IP
software’ (A56).

A WLAN is usually password protected, but may be open, which allows any user within its range to
connect his device to the WLAN network. Wi-Fi provides service in private homes, businesses, as well
as in public spaces at Wi-Fi hotspots set up either free-of-charge or commercially. Some
organizations and businesses, such as airports, hotels, and restaurants, often provide free-use

hotspots to attract customers. Its range lies between 30-100 meters (A56, A107, A109).
4.2.2. How does the technology deal with standardization?

Initially, the 802.11 standard was capable of transmitting data at a speed of only two megabits per
second. In 1999, a faster version called 802.11a was released, with a speed of fifty-four megabits per
second, but with limited range and high production cost (A108, A109). Later in that year, 802.11b
was released, which reduced production costs and improved the range. The sudden popularity of
wireless networking led to an increase of new 802.11b hardware on the market. However, there was
no way to ensure compatibility between devices from different manufacturers. In 1999, a group of
six companies came together to create the Wireless Ethernet Compatibility Alliance (WECA), an
organization that aimed to test Wi-Fi equipment for compatibility (A26). These companies were
3Com, Aironet (acquired by Cisco), Harris Semiconductor (now Intersil), Lucent (now Alcatel-Lucent),
Nokia and Symbol Technologies (now Motorola) (A26, A110). In 2002, they coined the term Wi-Fi and

renamed themselves Wi-Fi Alliance (A109). Over the years, in particular due to Apple’s inclusion of it
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into their products, Wi-Fi gradually became a widespread technology (A110). ‘Wi-Fi adoption
continues to grow, and the common vision of connecting everyone and everything, everywhere
continues to inform the collaboration of our members. Today about 600 Wi-Fi Alliance member
companies from dozens of countries take part in our highly-effective organization, driving new
technologies and applications and certifying thousands of Wi-Fi products each year’ (A26). Companies
can become Implementer, Affiliate or Contributor member. A company needs to pay an annual fee of
USD $5000 to become Implementer or Affiliate member and USD $15000 to become a Contributor
member. Contributor members may contribute to the development of the certification programs and

enabling technologies (A118).

Several amendments have been created by the IEEE since the creation of 802.11, denoted by an
extra letter (e.g. 802.11ac). These amendments provide the basis for wireless network products using
the Wi-Fi brand (A26, A109, A110, A111, A124). Each amendment is officially revoked when it is
incorporated in the latest version of the standard. However, the corporate world tends to market to
the revisions because they concisely denote capabilities of their products (A111). As a result, in the
market place, each revision tends to become its own standard (A111). This is a good example of a
standard that has been created in a ‘de jure’ way and refined by an alliance of different companies.
In this way these companies can supplement the formal standard-setting process by producing

technology standards through their own standard-setting process.

Nowadays the term "Wi-Fi" is used in general English as a synonym for "WLAN" since most modern
WLANSs are based on these standards (A108, A109). This indicates how well-known Wi-Fi is. However,
Wi-Fi is a trademark of the Wi-Fi Alliance and can only be used on products that have successfully
completed the Wi-Fi Alliance certification test (i.e. compatibility, conformance and performance). For
users it is an assurance that a certain product has been tested in numerous configurations and with a
diverse sampling of other devices to ensure compatibility with other Wi-Fi certified equipment (A26,

A112).

This certification program is an instrument for the Wi-Fi Alliance to influence the standard-setting
process. The need for interoperability has increased as Wi-Fi is now embedded not only in access
points, wireless routers and laptops, but also phones, PDAs, printers and other consumer electronics
devices (A108, A112). The certification program has been built around on three elements:
interoperability, backward compatibility and innovation (A112). First, interoperability means that
products from different equipment vendors can interoperate in a wide variety of configurations.
Second, backward compatibility means that new products can work with existing gear. Third,

innovation is supported through the introduction of new certification programs as the latest
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technology and specifications come into the marketplace (A112). After all, the introduction of new
applications and devices is continuously expanding the concept of interoperability and raising
performance requirements. The increasing importance of these applications has led not only to the
introduction of new certification programs, but also to an increased emphasis on conformance and
performance testing. The certification programs evolve to meet and anticipate market requirements
and technology advances. An example is the realization of Wi-Fi Direct, a Wi-Fi standard enabling
devices to easily connect with each other without requiring a wireless access point, even if they are
from different manufacturers (A116). A side benefit of Wi-Fi Direct is that it can operate at higher
speeds and greater distances than Bluetooth, though Bluetooth typically uses far less power (A106,
A115, A116). Furthermore, the Wi-Fi Alliance has launched Miracast in 2012, a standard based on
Wi-Fi Direct for wireless connections from devices (such as laptops, tablets, or smartphones) to
displays (such as TVs or monitors). Miracast devices negotiate settings for each connection, which
simplifies the process for the users and can be described as a ‘wireless HDMI cable’ (A113, A114). The
Miracast standard also has optional components, however the use of optional components in
standards sometimes causes issues if one vendor supports the optional components and another

does not.

As mentioned before, Wi-Fi is relatively power-consuming which makes it not that suitable for
battery-operated loT applications. To tackle this problem, the Wi-Fi Alliance recently announced Wi-
Fi HaLow. ‘Wi-Fi HaLlow operates in frequency bands below one gigahertz, offering longer range,
lower power connectivity to Wi-Fi CERTIFIED™ products. Wi-Fi HaLow will enable a variety of new
power-efficient use cases in the Smart Home, connected car, and digital healthcare, as well as
industrial, retail, agriculture, and Smart City environments’ (A125). The Alliance claims that Wi-Fi
HalLow will broadly adopt Wi-Fi protocols and deliver many of the benefits that consumers have

come to expect from Wi-Fi today, including multi-vendor interoperability (A125).
4.2.3. What can be learned from this?

Wi-Fi is an open standard in the sense that it is freely available for the general public, at home or
even at public places like cafés, stations and airports through 'hotspots'. Its range allows use for loT
applications, but it is still relatively power-consuming. Wi-Fi is not an open standard with respect to
its development, i.e. not an open source standard. In order to qualify for obtaining Wi-Fi certification
for products, a company must become a member of the Wi-Fi Alliance and pay an annual fee for this
membership. This Alliance promotes Wi-Fi certification worldwide by encouraging manufacturers to
follow standardized 802.11 processes. This ensures that Wi-Fi certified products are interoperable

with other Wi-Fi certified products. A changing market, changing user needs and technology
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advances force the Alliance to offer new standards that enable users to connect more different
devices to each other (including devices from different manufacturers). Hence, the Alliance
stimulates incremental innovation by creating standards that provide new functionalities to users, as
additional ‘building blocks’ to the basic technology/main standard. This stimulates the network effect
of Wi-Fi: if more users can use Wi-Fi for fulfilling their needs, the more value Wi-Fi has for each user
(since it can connect to more potential devices). Consequently, more companies want to become

member of the Alliance and produce Wi-Fi certified products.

4.3. Bluetooth

4.3.1. What is Bluetooth and how can it be used?

Bluetooth technology was invented by Ericsson in 1994 as a standard for wireless communication
between phones and computers. Bluetooth is an open wireless technology standard for exchanging
data over short distances among disparate devices and for building personal area networks (PANSs)
(A56, A123). Bluetooth has an average range of approximately 10 meters. Bluetooth exists in many
products and the technology is useful when transferring information between two or more devices
that are near each other in low-bandwidth situations (A56, A146). A personal computer that does not
have embedded Bluetooth can use a Bluetooth adapter that enables the PC to communicate with
Bluetooth devices, which makes the technology potential accessible to all users. Bluetooth is a PAN
(Personal Area Network) technology and supports data rates up to 2Mbps. Bluetooth is primarily
used in a point-to-point or in a star network topology. ‘The main use case that made Bluetooth
popular initially was hands-free phone calls with headsets and car kits. Thereafter, as mobile phones
became more capable, more use cases like high-fidelity music streaming and data-driven cases such

as health and fitness accessories evolved’ (R6).

Bluetooth Low-Energy (BLE) (also called Bluetooth Smart), published in 2006, was designed to offer
significantly reduced power consumption. ‘The power-efficiency of Bluetooth with low energy
functionality makes it perfect for devices that run for long periods on power sources such as coin cell
batteries or energy-harvesting devices. The smart part is the native support for Bluetooth technology
on every major operating system, for easy mobile application development and connectivity for cloud
computing and the social economy’ (A67). However, BLE is not really designed for file transfer and is
more suitable for small chunks of data. Given its widespread integration in many mobile devices, BLE
has certainly a major advantage certainly in a more personal device context. Importantly, version 4.2
allows Bluetooth Smart sensors to access the internet directly via 6LoOWPAN connectivity (see 4.5),

which makes it possible to use existing IP infrastructure to manage Bluetooth Smart devices.
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‘Bluetooth low energy also introduced proximity capabilities that opened the door to location-based

services like beaconing and geo-fencing applications’ (R6).
4.3.2. How does the technology deal with standardization?

Bluetooth is managed by the Bluetooth Special Interest Group (SIG), which has more than 30,000
member companies in the areas of telecommunication, computing, networking, and consumer
electronics (A119, A120, A123). The Bluetooth SIG oversees development of the specification,
manages the qualification program, and protects the trademarks (A148). The SIG does not make,
manufacture or sell Bluetooth enabled products. Only when a product meets the standards of
Bluetooth SIG, a manufacturer may market the product as a Bluetooth device. Bluetooth trademarks
are licensed out by the SIG for use to companies that are incorporating Bluetooth wireless
technology into their products. To become a licensee, a company must become a member of the
Bluetooth SIG (after paying all membership, declaration, enforcement and other fees set by
Bluetooth SIG) (A119). The membership is only open to companies, not to individuals. There are
three possible memberships: Adopter (lowest degree), Associate and Promoter (highest degree). The
SIG also manages the Bluetooth SIG Qualification program, a certification process required for any
product using Bluetooth wireless technology and a pre-condition of the intellectual property license

for Bluetooth technology (A60, A150).

The SIG members participate in so-called Study Groups, Expert Groups, Working Groups along with
committees (A120). The Working Groups are responsible for developing new and enhanced
Bluetooth specifications. They are only accessible for a selected group of members. The Expert
Groups act as advisors to working groups while providing expertise and guidance. Lastly, the Study
Groups develop guidance documentation to enable new usage models which may lead to
development of new specifications (A120, A121). The influence of a member on the standardization
process thus depends on its membership. Currently there are 7 companies that have been entitled as
‘Promoter’: Lenovo, Nokia, Intel, Apple, Ericsson, Toshiba and Microsoft (A122). Each Promoter
member has one seat (and one vote) on the Board of Directors. When a new idea for a new profile or
specification arises by one of the members, the Board of Directors has to approve the idea and
assigns it to a study group (A148). Hence, the Promoter members have considerable influence on the

strategic and technological directions of Bluetooth.

‘One of the primary purposes of the Bluetooth SIG is to help members ensure that all products are
properly qualified and comply with the Bluetooth license agreements. This promotes product

interoperability and reinforces the strength of the Bluetooth brand to the benefit of all SIG members.
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Using an online tool, members qualify and declare their product's compliance to the requirements

and conditions of the membership agreements’ (A122).

Nowadays, there are several ‘kinds’ (different amendments to the core specification) of Bluetooth, of
which the specifications can be found online on the website of Bluetooth. The most common today
are Bluetooth BR/EDR (basic rate/enhanced data rate; version 2.0/2.1) and Bluetooth LE (low energy
functionality; version 4.0/4.1/4.2) (A123). Bluetooth EDR establishes a relatively short-range,
continuous wireless connection, which makes it ideal for use cases such as streaming audio.
Bluetooth LE is suited for bursts of long-range radio connection, making it suitable for Internet of
Things (loT) applications that do not require continuous connection, but depend on long battery life
(A126). Nowadays, Bluetooth’s strategy is more focused on loT. In February 2016, the Bluetooth SIG
introduced a new architecture including tools (the Bluetooth Internet Gateway Smart Starter Kit) that
enables developers to quickly create Internet gateways for Bluetooth products (A129). In this way
data can be transferred between Bluetooth sensors and the cloud. This enables one to monitor and
control fixed Bluetooth sensors from a remote location, such as turning off the lights while on
vacation or unlocking the front door for a friend. The toolkit can be downloaded from Bluetooth’s
website and is thus publicly accessible. Bluetooth claims that they heard this demand for gateway
functionality from consumers, and not only from their members (A129). Moreover, Bluetooth
changed its branding by altering the color of their logo, phasing out the Bluetooth Smart and
Bluetooth Smart Ready logos, and changing the use of their tagline (A149). Additionally, Bluetooth
announced Bluetooth 5 in June 2016, which will include ‘significantly increased range, speed, and
broadcast messaging capacity’ (A133). “Extending range will deliver robust, reliable Internet of Things
(loT) connections that make full-home and building and outdoor use cases a reality. Higher speeds
will send data faster and optimize responsiveness. Increasing broadcast capacity will propel the next
generation of “connectionless” services like beacons and location-relevant information and
navigation. These Bluetooth advancements open up more possibilities and enable SIG companies —
now at an all-time high of 30,000 member companies — to build an accessible, interoperable IoT.”

(A133). This version will be available at the beginning of 2017.
4.3.3. What can be learned from this?

Bluetooth can wirelessly connect disparate devices together. The Bluetooth SIG maintains the
standard. For companies Bluetooth is not freely available, they need to pay an administrative fee to
use the brand and license the technology. A huge number of companies have joined the SIG which
means that numerous devices can be connected with each other through Bluetooth. This obviously

makes it a very accessible technology to use for users. However, one could question whether or not
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Bluetooth will actually be suitable for loT applications, since it initially was mainly designed and used
for point-to-point communication. Hence, it did not provide network connectivity among devices
through the internet, which is exactly what loT is about. Probably Bluetooth noticed the same,
because since the launch of version 4.2, Bluetooth Smart sensors are able access the internet
directly, via a 6LOWPAN connection. However, this is not the easiest route for users that want to
connect their devices to the cloud. Probably that is why Bluetooth introduced recently the tool kit
that enables users to create their own internet gateways for their devices. Hence, a shift takes place
from not only offering open standards, but also offering open source technologies. Bluetooth wants
to incorporate internet access in their product portfolio. Lastly, and in line with this, Bluetooth
‘rebranded’ itself as the enabler of loT networks by explicitly linking its new version Bluetooth 5 to
loT, together with changes in their logo and tagline. Apparently Bluetooth noticed that competition
becomes stronger, which forced them to change their innovation strategy into one that is more

focused on 10T solutions for consumers.
4.4, ZigBee
4.4.1. What is ZigBee and how can it be used?

Conceived as a mesh network (see appendix 8.2), ZigBee is a specification based on IEEE 802.15.4
that can reach a data throughput of up to 250kbps (although data rates tend to be much lower in
practical applications) (A132, A133). The name ZigBee has been derived from the fact that it is a
mesh network: ‘ZigBee technology is interestingly named after the Waggle Dance that bees do when
coming back from a field flight, to communicate to others in their hive the distance, direction and
type of food they found’ (R6). The standard defines the protocol layers above the 802.15.4 data link

layer and provides several application profiles.

ZigBee can be used in multiple applications, but it is has been mostly applied in smart energy, home
automation and in lighting control applications within a +100-meter range (A86, A132). Although an
IP specification (i.e. the method or protocol by which data is sent from one computer to another on
the Internet) exists for the ZigBee standard, it is detached from the common profiles of the main
application areas and has not reached widespread adoption yet. ZigBee networks require an
application-level gateway for cloud connectivity. The gateway participates as one of the nodes in the
ZigBee network and in parallel runs a TCP/IP stack and application over Ethernet or Wi-Fi to connect
the ZigBee network to the Internet. ‘Implemented as a node, the gateway is part of the ZigBee

network while it simultaneously executes the TCP/IP stack via Ethernet or Wi-Fi’ (A56).
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4.4.2. How does the technology deal with standardization?

ZigBee is based on the IEEE 802.15.4 standard, comparable to Wi-Fi and IEEE 802.11 (A86). The
ZigBee standard is maintained by the ZigBee Alliance (A132, A134, A135). Its structure is comparable
to that of Bluetooth. The Alliance has about 400 members, and only companies can become
member. The Alliance is organized by committees, work groups, study groups, task forces and special
interest groups and runs certification programs ensuring interoperability between ZigBee devices
(A132, A134, A135). The Alliance has three levels of (paid) membership: Adopter, Participant and
Promoter. Adopter members ($4000 USD/year) have access to final specifications and documents,
may use of the ZigBee Member logo and can participate in interoperability events. Participant
members have full participation in all Alliance committees, work/task groups and member meetings
and earn voting rights in work groups. Lastly, a Promoter membership ($55000 USD/year) offers
automatic voting rights in all work groups, final approval rights on all standards and a seat on the
Alliance Board of Directors (A132, A134, A135). Examples of Promoter members are Philips, Texas
Instruments, Schneider Electric and Comcast. Membership in the ZigBee Alliance is required if an
organization uses the ZigBee brand (name, logos, interoperability icons). It is also required to request
ZigBee Certified status for products or to participate in the development of Alliance standards and
specifications. For users, no membership is required; ZigBee is an open standard and thus can be
used freely by the generic public (only for non-commercial purposes). The specifications can be
found online on the website of ZigBee (A86, A133). Like Wi-Fi, also ZigBee has a certification program
to ensure that ZigBee-products function as expected and that products from different manufacturers
interoperate with each other. The certification of products is also a critical part of the Alliance’s

standards development process (A130, A133).

Today, the ZigBee Alliance offers three specifications that serve as the base networking system to
facilitate its interoperable market standards (A133). First, ZigBee PRO is designed to provide the
foundation for Internet of Things. It is optimized for low power consumption and to support large
networks with thousands of devices. Second, ZigBee RFACE was designed for two-way device-to-
device control applications that do not require the full-featured mesh networking capabilities offered
by the ZigBee specification. Third, ZigBee IP is the first open standard for an IPv6-based full wireless
mesh networking solution. It provides seamless Internet connections to control low-power, low-cost
devices (A133). In 2014, ZigBee announced ZigBee 3.0, which is a merger from different existing
standards into one, in order to simplify to choice for developers when creating loT applications
(A132, A144). In 2015, ZigBee and Thread announced to collaborate in order to create an end-to-end
solution for IP-based loT networks. “The ZigBee Alliance will incorporate support for the Thread

Group’s networking layer with the comprehensive ZigBee Applications Layer, which now consolidates
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all previous market-specific ZigBee device profiles into a single, unified library. The goal is to release a
complete solution, including an end-to-end certification program, during the third quarter of 2016
that meets the market’s desire for IP-based low-power radio frequency communications in the Smart

Home and other lIoT markets.” (A145).
4.4.3. What can be learned from this?

ZigBee offers open standards in low-power, low data-rate wireless networks. Its range is comparable
to that of Wi-Fi which makes it a suitable technology for creating loT applications at home. The
ZigBee Alliance maintains the standard by developing specifications based on IEEE 802.15.4.
Companies have to become member of the Alliance in order to produce ZigBee products and/or
influence the standardization process. The specifications are available for the generic public, i.e. the
standards are open for users. The Alliance is shifting resources from specification development to
application standard development. The major work on the ZigBee specification is considered
complete. No additional updates to the ZigBee Specification are anticipated or scheduled. ZigBee’s
strategy is nowadays getting more focused on loT solutions for users, by merging their own
specifications on the one hand, and collaborating with Thread to increase the number of potential
loT solutions on the other hand. This might be a sign that ZigBee is not sure about its market position

when it would continue solely.

4,5. 6LoWPAN
4.5.1. What is 6LOWPAN and how can it be used?

6LoWPAN is an open standard defined in RFC6282 by the Internet Engineering Task Force (IETF) (A39,
R8). 6LOWPAN is an acronym that combines the latest version of the Internet Protocol (IPv6) and
Low-power Wireless Personal Area Networks (LoWPAN). Rather than being an loT application
protocols technology like Bluetooth or ZigBee, 6LowPAN is a (mesh) network protocol that only
defines an efficient adaptation layer between the 802.15.4 link layer and a TCP/IP stack. ‘6LoWPAN is
intended for devices featuring very low power consumption and limited processing performance. It is
meant to provide loT connectivity even for very small devices’ (A11). 6LoOWPAN aims to apply IP to the
smallest, lowest-power and most limited processing power device. A key attribute is the IPv6
(Internet Protocol version 6) stack, which has been a very important introduction in recent years to
enable the loT. IPv6 (the most recent version of the Internet Protocol) is the successor to IPv4 and
offers approximately 5 x 1028 addresses for every person in the world. This allows any embedded
object in the world to have its own unique IP address, which consequently enables the devices to be

connected to the Internet (A11, A39, R8).
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4.5.2. How does the technology deal with standardization?

Currently, there is no industry standard for the entire protocol stack, nor a standard organization
exists to run certification programs for a 6LoWPAN solution (A11, A39, R6, R8). Manufacturers can
develop solutions that are not interoperable at the network layer, because of the multiple optional
modes available in the data link layer. ‘However, 6LoWPAN devices residing in different networks can
communicate via the Internet as long as they use the same Internet application protocol’ (A56).
6LOWPAN applications are, just like Wi-Fi applications, able to access the internet directly, since the
gateway is an IP-layer gateway and not an application-layer gateway. Since most of the deployed
Internet today is still using IPv4, a 6LOWPAN gateway includes an IPv6-to-IPv4 conversion protocol

(R8).
4.5.3. What can be learned from this?

6LOWPAN simplifies the use of loT applications. Before 6LoWPAN, a complex application layer
gateway was needed to make devices such as ZigBee, Bluetooth and proprietary systems connect to
the Internet. 6LOWPAN solves this dilemma by introducing an adaptation layer between the IP
stack’s link and network layers. Its characteristics make the technology suitable for being applied to
home automation with sensors and actuators, street light monitoring and control, and residential

lighting.

4.6. Z-Wave

4.6.1. What is Z-Wave and how can it be used?

Z-Wave is a low-power radio-frequence communications technology that is primarily designed for
home automation. ‘The Z-Wave protocol is an interoperable, wireless, RF-based communications
technology designed specifically for control, monitoring and status reading applications in residential
and light commercial environments’ (A44). Z-Wave supports full mesh networks without the need for
a coordinator node and is very scalable, enabling control of up to 232 devices. It is oriented to the
residential control and automation market and is intended to provide a simple and reliable method
to wirelessly control lighting, security systems, automated window treatments, swimming pool and

spa controls, and garage and home access controls (A43, A76).
4.6.2. How does the technology deal with standardization?

Z-Wave is owned by Sigma Designs, which acquired Z-Wave in 2008 from the Danish start-up Zen-Sys.
Established in 2005, the Z-Wave Alliance is comprised of industry leaders throughout the globe and

aims to foster the development of Z-Wave as key enabling technology for 'smart' home and business
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applications (A135, A139). ‘The Alliance encourages other leading home control manufacturers and
service providers to join our dedication to wireless interoperability, and to develop and deploy
products that utilize interoperable Z-Wave technology. Our vision is one of a common standard that
allows simple wireless control for almost any residential or light commercial product or application’
(A48). Comparable to the technologies mentioned before, there exist different degrees of
membership within the alliance: Full, Affiliate or Principal, of which only the ‘Principal’ members can
join the Board of Directors. Currently, these Principal members are ADT, FAKRO, Ingersoll Rand,
Jasco, LG U+, Nortek Security & Control, Sigma Designs and SmartThings (A135, A139). In total the
alliance consists of 375 companies (A135). The alliance claims to deliver products and services to
market that are interoperable, regardless of brand or vendor. To assure this interoperability, each Z-
Wave product must pass a stringent conformance test to assure that it meets the Z-Wave standard
for complete compliance with all other devices, including backward-compatibility between different
versions. ‘The key to Z-Wave’s adoption by the vast majority of the security industry’s lifestyle
solutions is its large ecosystem of certified interoperable products. Z-Wave has over 1500 products
from over 375 different manufacturers, with all of them interoperable and backward-compatible with

each other. No other technology comes close to this kind of extensive ecosystem’ (A139).

Some of the vendors of the Z-Wave Alliance have embraced the open source and hobbyist
communities by offering open sources codes that can be used by users to create their own products
(A74, A139). An example of this is OpenZWave project, which has to goal ‘to create free software
library that interfaces with selected Z-Wave PC controllers, allowing anyone to create applications
that manipulate and respond to devices on a Z-Wave network, without requiring in-depth knowledge

of the Z-Wave protocol.” (A140).
4.6.3. What can be learned from this?

From the beginning Z-Wave consistently positioned its technology as the enabler for home
automation applications, which makes it nowadays a strong brand for consumers that want to
command and control their homes. Z-wave designed its network size, bandwidth, efficiency and low
power consumption to this end. The standard is maintained by the Z-Wave Alliance, which consists of
approximately 375 companies that need to become member of the alliance in order to produce Z-
Wave products. The alliance makes sure that products and services will work together with all
certified Z-Wave products. Although not provided by the Z-Wave Alliance itself, some manufacturers
of Z-Wave products offered open sources codes to the generic public, to enable them to make their

own Z-Wave products. This stimulates the use of Z-Wave by allowing users to create their own
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customized network of applications. Because Z-Wave is mainly designed for home automation (which

is just a part of loT), it may not be suitable for other purposes, like health care or transportation.
4.7. AllJoyn
4.7.1. What is Allloyn and how can it be used?

AllJoyn is an open source project that provides a programmable software framework that enables
developers to create interoperable products that can interact directly with other AllJoyn-enabled
products, regardless of operating system, platform, device type, transport layer or brand (A63,
A142). ‘AllJoyn is an open source software framework that makes it easy for devices and apps to
discover and communicate with each other. Developers can write applications for interoperability
regardless of transport layer, manufacturer, and without the need for Internet access. The software
has been and will continue to be openly available for developers to download, and runs on popular
platforms such as Linux and Linux-based Android, iOS, and Windows, including many other
lightweight real-time operating systems’ (A62). It consists of an open source software toolkit and
code base of service frameworks that enable functionalities as connection management, message
routing and security (A63, A142). Users of the Allloyn framework include developers, hardware
manufacturers and consumers. The open source AllJoyn protocol was initially developed by
Qualcomm and first presented at the 2011 Mobile World Congress in Barcelona. A few years later, in
December 2013, Qualcomm passed the protocol to the Linux Foundation due to moderate successes.
From there, the AllSeen Alliance was established with, among others, Cisco, Microsoft, LG, and HTC
as members (A62, A63). Unfortunately, no information about the current scope (e.g. number of

members of the Alliance and the number of products that use Allloyn) is publicly available.
4.7.2. How does the technology deal with standardization?

AllJoyn is different from the technologies mentioned before in the sense that is fully open source;
anyone can use AllJoyn without being obliged to become member of the alliance (A63). Companies
can join by filling out a membership application and agreement. They can choose between a Premier
membership (which costs $300,000 in the first year and $250,000 thereafter) or a Community
Members (costs ranges between $5,000 and $50,000) (A64, A142). The AllSeen Alliance does not
develop standards in the traditional way. ‘The Alliance seeks to advance and promote a de facto
standard through reuse of a common codebase developed in an open source project’ (A64, A142). The
Alliance is governed by its members through participation on a Board (responsible for organization
strategy, marketing and direction) and a Technical Steering Committee (responsible for technical

decisions). Membership in the project is open to all with multiple levels of participation. Through an
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open source platform, anyone can contribute and can use the code (although implementation in
commercial products requires an Internet Systems Consortium license) (A62, A64, A142). The AllJoyn
protocol can be used directly in combination with physical layers that provide an IP stack, like Wi-Fi,
Wi-Fi-Direct and Ethernet. For other transports, such as Bluetooth LE, 6LowPan, ZigBee or Z-Wave,
support can be added easily (A62, A64, A142). Obviously, the Alliance encourages contributions in
this area from the community in order to extend AllSeen’s capabilities (A142). Moreover, the so-
called AllJoyn Gateway Agent will enable the bridging of connections between devices that are on

different transports (e.g. Bluetooth with Wi-Fi).
4.7.3. What can be learned from this?

Of all technologies discussed before, AllJoyn is the ‘most open’ standard, since the standard is freely
available to the generic public and fully open source as well. Users have numerous possibilities to
create their own customized loT network, even if devices run on different technologies. There only
might be practical limitations on how many devices can join and participate in a network. For
example, for proximity-based networks such as Wi-Fi, the range of the technology may impose a
limitation. AllJoyn makes use of the knowledge of (lead) users, by allowing them to contribute to the
platform online. These users provide insights about user needs which in turn can be incorporated by
products produced by companies of the alliance. Consequently these products will be adopted by
users since they match with their needs. This rapid iteration leads to a form of collaborative
development that stimulates technology adoption and evolution. However, since no exact numbers
are available with respect to the scope of AllJoyn, it cannot be determined for sure if the use of
AllJoyn leads to products that meet user needs in a better way in practice. Moreover, not all users

may be capable or willing to create their own software/product.

4.8. Thread

4.8.1. What is Thread and how can it be used?

Another relatively new networking protocol aimed at the home automation environment is Thread. It
is an IPv6 protocol based on various standards like IEEE 802.15.4 (standard for low-rate WPANs) and
6LowPAN and supports a mesh network using IEEE 802.15.4 radio transceivers (A52, Al44). It
supports 250 devices, including direct Internet and cloud access for every device since it is IP
addressable. ‘Thread is a networking protocol with security and low-power features that make it
better for connecting household devices than other technologies such as Wifi, NFC, Bluetooth or

ZigBee' (A73).
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4.8.2. How does the technology deal with standardization?

It was launched by the Thread Group in 2014 and the protocol is royalty-free (A52, A144). However, a
paid membership is required for access to specifications. Companies can become Affiliate,
Contributor or Sponsor member, from which Sponsor members have to most benefits and influence
on the Group (e.g. a seat in the board of directors). Contributor and Sponsor Thread Group members
can contribute to the development of the specification and the certification program through
participation in the committees and working groups (A144). The Thread Group is the result of
collaboration between Google’s Nest Labs and the companies Samsung, ARM Holdings, NXP, Silicon
Labs, Qualcomm and Yale, among others. By using a combination of open standards and low-power
wireless signals, Thread aims to address several challenges for loT applications (A52, A56, A144).
They are focused on making an impact in the market, rather than serving as a standards body that
tries to solve all issues for all industries. ‘Most of today’s technologies rely on a single device to
communicate with products around the home. So if that device fails, the whole network goes down.
Today’s technologies can also be difficult and confusing to set up. And since many devices around the
home need to stay connected 24/7, they end up draining battery life quickly. That’s why we designed
Thread. We wanted to build a technology that uses and combines the best of what’s out there and
create a networking protocol that can help the Internet of Things realize its potential for years to
come’ (A69). As mentioned earlier, in 2015 Thread announced it is going to collaborate with ZigBee.
‘The ZigBee Alliance, a non-profit association of companies creating open, global standards that
define the Internet of Things (loT) for use in consumer, commercial and industrial applications, today
announced it is working with the Thread Group on an end-to-end solution for IP-based IoT networks.
The solution will become part of the ZigBee Alliance’s comprehensive set of product development
specifications, technologies, and branding and certification programs’ (A93). Both Thread and ZigBee
are based on the IEEE 802.15.4 standard (A52, A56). Comparable to Z-Wave, Nest released the
OpenThread open-source implementation of the Thread networking protocol. Developers who chose
to use OpenThread in products must join the Thread Group in order to gain the Intellectual Property

(IP) rights in order to market them as Thread-certified (A144).
4.8.3. What can be learned from this?

The most existing wireless networking approaches were introduced long before the loT gained
popularity like nowadays. Thread takes existing technologies and uses the best parts of each to
provide a better (i.e. no single point of failure, simple connectivity and low power) way to connect
products in the home. For consumers it means that they can connect Thread devices to each other

and to the cloud for easy control and access from anywhere. However, Thread-certified products are
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not available for purchase yet. Thread want to strengthen its position by collaborating with ZigBee (a
strong brand with respect to home automation applications) on the one hand and offering an open
source platform on the other hand to create user involvement in the further design and development

of Thread.
4.9. NFC
4.9.1. What is NFC and how can it be used?

Evolved from radio frequency identification (RFID), NFC (Near Field Communication) is a set of
communication protocols that enables a two-way interaction between electronic devices. In close
proximity, wireless data can be transferred by detecting and enabling technology, without the need
for an internet connection. NFC is especially applicable for smartphones, for example to perform
contactless payment transactions and to connect electronic devices. When one of the connected
devices has Internet connectivity, the other can exchange data with online services. ‘Evolved from
radio frequency identification (RFID) tech, an NFC chip operates as one part of a wireless link. Once
it's activated by another chip, small amounts of data between the two devices can be transferred
when held a few centimeters from each other’ (A97). No pairing code is necessary to link up and it is
much more power-efficient than other wireless communication types, because it uses chips that run

on very low amounts of power.
4.9.2. How does the technology deal with standardization?

NFC standards cover communications protocols and data exchange formats and are based on existing
radio-frequency identification (RFID) standards, such as the ISO/IEC 18092 and ISO/IEC 14443
standards (A128, A131). ISO (International Organization for Standardization) and IEC (International
Electrotechnical Commission) both publish international standards. NFC is empowered by the NFC
Forum, which has been established in 2004 by Nokia, NXP and Sony. The NFC Forum develops
specifications and test mechanisms in order to enable interoperable and safe NFC-based worldwide
(A128, A131). Comparable to technologies discussed before, companies can become member of the
NFC Forum trough a paid membership with varying benefits and influence (A128). Currently the
Forum has approximately 200 members, with Nokia, NXP, Sony, Google, Apple, Intel and Visa being
part of the board of directors, among others (A128). The NFC specifications are accessible for
members only. For non-member, the specifications are available for purchase after completing a
license agreement. The NFC Forum has created a special loT working group to encourage broad

adoption of the NFC technology by working with key players in the loT industry (A131).
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4.9.3. What can be learned from this?

NFC is not considered as a specific technology designed for loT applications yet. It was designed for
other purposes, but can be used additionally for loT applications now loT is becoming more and
more well-known. For consumers, NFC is comparable to Bluetooth with respect to some of its
functionalities. NFC and Bluetooth are both short-range communication technologies available on
mobile phones. NFC operates at slower speeds than Bluetooth, but consumes far less power and
does not require pairing. NFC has a shorter range, which reduces the likelihood of unwanted
interception. When two devices are equipped with a NFC tag, NFC enables users to simply add or
remove devices to the internet gateway of their smart home network, by transferring the
configuration information of the network to the device when they are held close to each other. The
mobile device then configures itself to the network and instantly connects. This saves the user
manual network selections and typing passwords. Hence, NFC will be of use as additional feature to a

wireless protocol that allows internet connectivity, like Wi-Fi or Bluetooth.
4.10. LoRaWAN

4.10.1. What is LoRaWAN and how can it be used?

Only one year old, LoRaWAN is a Low Power Wide Area Network (LPWAN) specification intended for
wireless battery operated devices (A16, A56). Its network architecture is a typical star topology in
which the gateways transfer messages between end-devices and a central network server. Gateways
are connected to the network server via standard IP connections. ‘Communication between end-
devices and gateways is spread out on different frequency channels and data rates. The selection of
the data rate is a trade-off between communication range and message duration. Due to the spread
spectrum technology, communications with different data rates do not interfere with each other and
create a set of "virtual" channels increasing the capacity of the gateway’ (A17). LoRaWAN data rates
range from 0.3 kbps to 50 kbps. The LoRaWAN technology is ideal to target battery operated sensors
and low power applications. LoRaWan has a significant range; a gateway deployed on a building or
tower can connect to sensors more than 10 miles away or to sensors meters under water (A137,

A138).
4.10.2. How does the technology deal with standardization?

LoRaWAN was presented in 2015 by the LoRa Alliance, which aims to standardize loT. Members of
the alliance include technology leaders such as IBM, ZTE, Bouygues and Semtech. Companies can join
the alliance through a paid membership. The LoRa Alliance offers four levels of membership, which

vary by privileges and participation level. ‘The primary goal of the LoRa Alliance is to standardize
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LPWAN and through standardization enable large scale volume loT deployments. The LoORaWAN™
ecosystem will enable product availability, the LoRaWAN™ Certification Program will ensure
interoperability and both are due to our members collaborating together on the LoRaWAN™
standard’ (A18). The The LoRaWAN R1.0 specification can be downloaded freely from the website of

the Alliance. Hence, the technology is an open source protocol (A137, A138).
4.10.3. What can be learned from this?

Despite the numerous technologies that are already on the market which can be used for loT
applications, it apparently is still attractive for companies to launch a new technology and collaborate
in the form of an alliance. Because IoT is still developing, also new technologies are developed that
have improved features compared to the technologies already available. Moreover, relatively new
technologies in the field of 10T, like LoRaWAN, are branded as being ‘the enabler of loT’ more than

the older technologies, since the concept loT gains nowadays more publicity and awareness.
4.11. Open source projects

Besides the standards offered by the industry, open source platforms exist which help users to create
their own customized application, based on the different devices they would like to have connected.
AllJoyn already integrates these open source projects in their business model. An important note to
make is that consumer adoption of IoT is not as far as the adoption by the industry. ‘One contributing
factor to this lag in the consumer market is that most consumers don’t know the Internet of Things
(loT) exists’ (A52). However, some projects already have started. Some examples of these projects

are mentioned below.
4.11.1 Kaa

Kaa is a multi-purpose middleware (the session, presentation and application layer from the OSI
model) platform for building complete end-to-end IoT solutions, connected applications, and smart
products. The Kaa platform provides an open toolkit with features for the loT product development
and thus reduces associated cost, risks, and time-to-market. Kaa offers a set loT features that can be
easily plugged in and used to implement a large majority of the loT use cases. The software
developments kits of Kaa are capable of being integrated with virtually any type of connected device
or microchip. ‘The Kaa server provides all the back-end functionality needed to operate even large-
scale and mission-critical 1oT solutions. It handles all the communication across connected objects,
including data consistency and security, device interoperability, and failure-proof connectivity’ (A103).

The Kaa server features interfaces for integration with data management and analytics systems, as
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well as with product-specific services. It enables the user to expand and customize the product to

meet specific desired requirements.
4.11.2. OpenRemote

OpenRemote is an open source project, started back in 2009, with the ambition to overcome the
challenges of integration between many different protocols and solutions available for home
automation, and offer visualization tools. ‘The challenge has only become bigger and expanded
beyond home automation into several other application domains, ranging from building integration,
to healthcare, hospitality, entertainment, and public spaces’ (A102). The OpenRemote Professional
Designer consists of three software elements, the online Designer, the Controller, and the Apps or
Panels. In the Designer the user can configure the system of devices and internet services. The
Controller is the brain of the system and connects all the different devices and services. It also runs
the automation scripts one has designed. Via de Apps the user can see the status of the devices or

services as well as control the buttons, switches, sliders, or color pickers.
4.11.3. Arduino

Arduino is an open-source prototyping platform based on ‘easy-to-use’ hardware and software.
Arduino boards are able to read inputs (light on a sensor, a finger on a button, or a Twitter message),
turn it into an output and thereby activating a motor, turning on an LED or publishing something
online. The user can tell the board what to do by sending a set of instructions to the microcontroller
on the board. Over the years Arduino has been the brain of thousands of projects, from everyday
objects to complex scientific instruments. A worldwide community of makers - students, hobbyists,
artists, programmers, and professionals - has gathered around this open-source platform, their
contributions have added up to an incredible amount of accessible knowledge that can be of great

help to novices and experts alike’ (A100).
4.11.4. Kinoma

KinomalS is an open source runtime environment optimized for delivering applications on a wide
range of loT and consumer electronics products. With KinomalS, developers can build embedded
device applications using JavaScript. The platform is open source, so developers can customize
Kinoma software across their product ecosystem, use preferred hardware components and cloud
services, and do more with the products they create. ‘The Kinoma open platform can accelerate the
development of a broad range of IoT applications, including industrial, medical, smart objects and

smart devices’ (A98).
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4.11.5. Eclipse loT Project

The Eclipse Project was originally created by IBM in November 2001 and supported by a consortium
of software vendors. The Eclipse Foundation was created in January 2004 as an independent not-for-
profit corporation. The independent not-for-profit corporation was created to allow a vendor neutral
and open, transparent community to be established around Eclipse. The Eclipse Foundation has been
established to serve the Eclipse open source projects and the Eclipse community. As an independent
not-for-profit corporation, the Foundation and the Eclipse governance model ensures no single entity
is able to control the strategy, policies or operations of the Eclipse community’ (A102). Today, the
Eclipse community consists of individuals and organizations from a cross section of the software

industry.
4.12. Concluding remarks

The technologies and their standards that have been developed in the last fifteen years serve
different purposes. Because each standard creates different features, it depends on the context
which technology suits a certain purpose the best. For example, Wi-Fi can be used for home control,
but requires too much energy for battery-powered devices, and might be subject to unreliability
through traffic jams in homes with multiple Wi-Fi devices. But it is optimized for high bandwidth and
high-power data transmission using a server-client topology. Bluetooth is optimized for short-range,
high-bandwidth, one-to-few topology, but it does not really have the range or network size for home
control. Battery-operated Z-Wave devices can last for years, but are mainly focused on home
automation. Near Field Communication (NFC) is optimized for very short range and does not make
use of internet directly, but is very power consuming. Moreover, some standards define different
layers of the OSI model (see appendix 8.1.), which means that some technologies can complement

each other in building an loT network.

Standardization mainly allows the use of devices from other manufacturers, but does not incorporate
devices that run on other technologies. However, relatively new technologies like 6LoWaPAN, AllJoyn
and LoRaWAN, try to change this by publishing their specification in order to allow developers and
users to connect their devices, even if they run on different technologies. The key objective in this
strategy is to offer users value propositions by providing solutions to connecting different kinds of

devices to the internet.

The established technologies, like Wi-Fi or Bluetooth, mainly focus on proprietary approaches in
order to increase market share and deal with competition. Although this approach has added value

for manufacturers, it does not have an added value for users per se. It is understandable why
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companies do so though. After all, most of established technologies have been created in their own
industry before loT arose. In these industries, they are part of a core business to the companies that
created them. loT combines these different technologies into a new paradigm, but that does not
mean automatically that companies will stop their core business in the industry they originally
operate. However, since the concept loT becomes more well-known, the alliances that develop these
technologies seem to recognize the importance of loT solutions for users, despite that the
technology they produce had originally been developed for other purposes. Hence, the focus shifts to
creating a value proposition to users by, for example, offering bridging devices or technologies that
allow connecting devices that run on different networks or protocols. These pieces of software that
can mediate between applications running on different technologies are called middleware.
Middleware thus increases interoperability among devices. Moreover, the growing awareness of loT
has led to the realization that learning from users becomes an important factor for the development
and diffusion of loT. Hence, a shift takes place to offering open source platforms that provide users a

package of technologies that allow them to build their own loT network.
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5 Conclusion

This research started with the question which strategies have been used in order to create open
standards with respect to loT and how this affects standardization of loT nowadays. Now an answer
to this question can be given. Hereby a distinction can be made between established technologies
that were already on the market before loT became well-known, and technologies that have recently
been developed specifically for the purpose of loT. Most technologies that enable IoT already existed
before the concept loT really became popular. These technologies itself were already standardized in
the industry they were created. Since the concept of loT gains more publicity nowadays, these
enabling technologies are altered and rebranded in an attempt to offer value propositions to users
according to the new paradigm of IoT in which everything should work together. Ironically, the main
strategy that has been used in these cases leads to fragmentation within the loT field.
Standardization of established technologies that enable loT is characterized by proprietary
approaches based on international standards, like standards established by the IEEE. Taking such a
standard as a starting point, alliance formation takes place by a number of companies in order to
further develop the technology. Forming an alliance reduces the risk individual companies have with
respect to technological development or market entry. Moreover, it reduces time and costs to
develop and commercialize new products. Lastly, it stimulates shared learning and knowledge
exchange. The alliances have dealt with open standardization through the realization of new
standardization specifications, as amendments to the core specification of the technology. These
amendments or revisions are treated as standards by the corporate world, in order to denote new
functionalities concisely and thereby creating value propositions for users. The core specification of
an established technology might originally be developed for other purposes than loT per se.
Additional amendments try to redirect this towards loT applications. For example, technological
progress and changing markets lead to a new version of the technology that is more power-
consuming or more interoperable with other devices, even if those devices are from different
manufacturers. By means of certification programs the alliance can determine whether or not a
manufacturer is allowed to add a certain product to the portfolio of the alliance. The establishment
of several alliances with each its own proprietary approach, has given the field of loT different ‘silos’
of devices that are mainly interoperable with only those devices and technologies within the same
brand product line. Alliance formation offers companies added values, but does not offer consumers
added values in the light of 10T per se. After all, IoT does not work unless the ‘everything’ works
together: products from different companies that also might run on different technologies will need
to communicate with each other. Consequently, it seems to be more and more recognized by the

actors in the field that true interoperability is the key. Standardization therefore slowly incorporates
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features that allow a device to connect with a device from another manufacturer or a device that
runs on another technology (i.e. middleware that serve as ‘bridging units’). Manufacturers carefully
enable users more to create an ecosystem (i.e. combining different technologies/devices) of
interoperable devices instead of keeping users locked in to a certain product line (i.e. products from
the same manufacturer based on one technology). Eventually this will create a network effect for

manufacturers that stimulates further adoption.

Technologies that have recently been developed specifically for the purpose of loT, deal with open
standardization in a slightly different way. Although controlled by an alliance of multiple companies
too, a shift takes place to open source standardization. Open source software and inter-industry
collaboration have continually gained popularity. Open source projects provide the technological
building blocks, i.e. middleware, that developers can use to create the interoperable devices that
make up their own customized ecosystem of devices. Hence, the last few years numerous open
source projects have arisen that enable users to create their own customized loT network. Some of
the alliances mentioned above have integrated such an open source project in their business model.
These alliances thus have a dual strategy with respect to open standardization: create series of
specifications determined by their members on one hand, and allow users to compose their own
technologies and devices on the other hand. These open source platforms enable user involvement.
Consequently, user involvement allows manufacturers to learn from them: what do users want and
how do they apply their technology? Since loT is still diffusing, only selections of (lead) users are
currently experimenting with loT. It is recommended that the industry treats users more as co-
developers in the development and deployment of IoT. Especially when loT further develops and
gains more awareness among the generic public, this will be essential in order to stimulate adoption.
This will also provide the industry with the exact needs of the users, something which would
otherwise be more difficult to know. This same dynamic will likely be played out to varying extents in
other areas, i.e. more focused platforms and ecosystems will emerge that are specific to an industry
or specific solution. Thus, innovation stems not only from manufacturers anymore, but also from
users. Coordination and knowledge exchange among users, technological solutions and their builders
is a key factor. Future standardization strategies need to focus on open source and inter-industry
collaboration in order to effectively connect (established) technologies for the purpose of loT. Only

then all the ‘things’ can really work together.
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6 Discussion

6.1. Theoretical implications

A dominant design does not emerge in open complex technical systems like IoT. Instead, a dominant
configuration emerges that influences further technological innovation. A dominant configuration
defines how to arrange components for a specific loT purpose, leading to a certain architecture.
Unlike a dominant design, a dominant configuration can be exchanged for another in a relatively
short period of time, depending on its context. Thus, a dominant configuration has a temporary
character. More dominant configurations can exist next to each other in the IoT field, i.e. the field
could comprise several systems. Before a dominant configuration emerges, innovation is initially
based on frequent major product changes created by industry pioneers and product users.
Competition is based on functional product performance and fitness for use. There are many
competitors, but because they mostly unite themselves in alliances, the number of ‘competing units’

is limited.

The openness of 10T, in which components need to be able to rearrange, impedes stabilization
towards the specific phase of the innovation life cycle. Consequently, the realization of mass markets
is insecure. Hence, the innovation life cycle in classic dominant design theory does not apply here.
Components stem from different industries and have been created according to the purposes and
market conditions set by that industry. These different conditions are mixed together when taking all
components together for the purpose of 1oT. Thus, 10T cannot be seen as a comprehensive industry,
but rather needs to be considered as a field that cuts through different industries in which
components exist that have different backgrounds with respect to their creation and development.
These different backgrounds need to be maintained due to the openness of loT. This implies that
consolidation of the 1oT field is not possible. Consequently, the same technology of a manufacturer
can be part of multiple dominant configurations. After all, when manufactures offer consumers the
technological building blocks by means of open (source) standards, these building blocks or
components can be used in different ways. The required arrangement (i.e. the architecture) of these
components depends on the context in which the components are situated. This has major
implications for innovation, since incremental innovation along the rules of a dominant design within
one comprehensive industry is not possible. Instead, innovation stems from coordinating the
existence of different components within the field and obtaining architectural knowledge from users.
Innovation is about the linking of components to each other, through inter-industry collaboration,

knowledge exchange and open source platforms. Further research should determine how this should
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be organized exactly. Another suggestion for further research is how manufacturers could

incorporate architectural knowledge from users in a sustainable way.

Incremental innovation is possible at the component level though. Economies of scale and
incremental product changes lead to cumulative improvements in productivity and quality (e.g. more
power-consuming or extensive interoperability) of components. Product innovation is increasingly

about differentiation through customization to meet the needs of particular users.

This context is mainly determined by user needs, i.e. the users possess specific knowledge that
provides a manufacturer insight in what users want and expect. In other words, users can provide
manufacturers knowledge about the desired architecture. Hence, open source project not only
enable users to create their own customized loT system, but also help manufacturers to gather
architectural knowledge and learn from the field. Innovation strategies should thus allow learning
from users. Further research should determine which forms of user involvement yield the most

valuable information.
6.2. Practical implications

Policy makers have to keep in mind that 10T is a relatively new paradigm, although the field and the
technologies that enable loT might exist for a longer time already. Because of the new paradigm, the
concept might not yet be diffused to all possible users. Currently the open source projects are mainly
executed by lead users. Lead users are defined as members of a user population who anticipate
obtaining relatively high benefits from obtaining a solution to their needs. Therefore, lead users may
innovate and are at the leading edge of important trends in a marketplace under study. Hence, they
are currently experiencing needs that will later be experienced by many users in that same
marketplace (von Hippel, 1986). At first, the factors influencing the lead users’ use of loT can be
different from ordinary consumers, but as indicated by von Hippel (1986), lead users’ needs will later
be experienced by other users in the marketplace too. Hence, it can be expected that the factors
influencing the consumer use of other users are similar as well in the end. A repetition of this
research after l1oT has further been developed, and thereby has reached the awareness of the
ordinary consumer, will reveal whether the factors influencing consumer use are indeed similar to

those of lead users now.

Moreover, because of the openness of IoT, policy makers need to lead on to non-proprietary
approaches in order to facilitate true interoperability. They should develop a business model in which
both users as manufacturers can benefit from of a field consisting of fully interoperable devices,

regardless the wireless technology a device runs on (e.g. creating network effects for manufacturers
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and simplified IoT solutions for users at the same time). This will defragment the standardization
landscape of loT and stimulate the development and deployment of technological products that are
fully interoperable with each other. Not acknowledging the configurational open nature of loT will

lead to failed standardization attempts.
6.3. Limitations

Although this research has been set up with great care, it does have some limitations. This research
has used a qualitative approach in order to answer the research question. This seemed to be an
appropriate way since it resulted in a deeper understanding of the standardization strategies
concerning the Internet of Things. Scientific articles and documents were analyzed. Unfortunately,
these data often presented only a part of the whole strategy since they are mostly secondary data.
Thus, strategies have been derived from secondary data. The detailed innovation strategies that have
been set up internally within corporations were not visible in this way, nor the reasons according to
them why certain strategies did or did not succeed. To fully understand how corporations deal with
the standardization issues internally, which connections between companies exist and what their
exact plans are, one needs to be in connection with the companies directly. Unfortunately interview
requests were rejected so this information (if given in an interview anyway), is not part of the data.
However, by analyzing articles and documents (grey literature), a lot of historical information had
been obtained. This enabled theoretical sampling to be applied, which helped to refine the concepts

and increases the validity of this research. That is, the results are grounded in a broad field of data.

Cases were selected based on theoretical sampling. Because of the overlap loT has with home
automation, it is possible that potential useful cases have not been taken into account, because they
might be linked to the term ‘home automation’ instead of ‘loT’. However, as mentioned in the
methodology, it is expected that relevant cases also appeared when using ‘loT’ to denote the field,

since home automation is a part of what nowadays is called loT.

In this research theoretical sampling was used in order to collect and analyze the data, i.e. data were
collected on basis of constant comparison of the concepts in order to identify interesting aspects
regarding the research question. This makes that the analyzed data is not necessarily representative
for the whole IoT field. Hence, this research aims to generalize results to theory rather than providing

full evidence or truth statements.
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8 Appendix

8.1. Architecture of loT

Communication systems utilize a set of rules and standards to format data and control data exchange
(Reiter, 2014). The most common model in data communication systems is the Open Systems
Interconnection (OSI) model, which breaks the communication into functional layers allowing easier
implementation of scalable and interoperable networks. Within this research, the OSI model will be
used to shape the architecture of 1oT. The OSI model is not tangible, but helps to better understand
complex interactions. The OSI model has 7 layers (together also called a ‘stack’), which will be

elucidated below (see also figure 3).

OSI Model

Application | Data Generation

. - Encryption and Formatting
. - Establish Connection

Transport Delivery and Sequencing

Routing to Destination

Data Link Local Network Host Delivery

Fig. 3. lllustration of the OSI model (Beal, 2015)

1. Physical layer: conveys the bit stream (electrical impulse, light or radio signal) through the
network at the electrical and mechanical level. This hardware layer consists of sensor
networks, embedded systems, radio-frequency identification (RFID) tags and readers or
other soft sensors in different forms. These entities are the primary data sensors deployed in
the field (Atzori et al., 2010; Bandyopadhyay & Sen, 2011).

2. Data link layer: encodes and decodes data packets into bits. In this layer, the appropriate
physical protocol is assigned to the data. The data link layer is divided into two sub layers:
The Media Access Control (MAC) layer and the Logical Link Control (LLC) layer. The MAC sub

layer controls how a computer on the network gains access to the data and permission to
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transmit it. The LLC layer controls frame synchronization, flow control and error checking
(Beal, 2015).

3. Network layer: provides switching and routing technologies for transmitting data from node
to node. IP (Internet Protocol) is the network layer protocol of the Internet, providing an IP
address to devices and carrying IP packets from one device to another (Reiter, 2014; Beal,
2015).

4. Transport layer: his layer maintains flow control of data and provides for error checking and
recovery of data between the devices. TCP (or Transmission Control Protocol) is the
predominant transport protocol in the Internet (Reiter, 2014).

5. Session layer: establishes, manages and terminates connections between applications (Beal,
2015).

6. Presentation layer: has a converting function, by translating from application to network
format, and vice versa. The presentation layer works to transform data into the form that the
application layer can accept. Moreover, this layer formats and encrypts data to be sent
across a network (Beal, 2015).

7. Application layer: supports application and end-user processes (Bandyopadhyay & Sen,
2011; Beal, 2015). A popular application layer protocol in the TCP/IP stack is HTTP (or
Hypertext Transfer Protocol) which was created to transfer web content over the Internet

(Reiter, 2014).

8.2. Topologies of wireless networks

Wireless networks can be categorized by their topology, i.e. the way nodes in the network are
arranged and connected to each other. The two most fundamental network topologies are star

topologies and mesh topologies (see figure 4).

Fig. 4. A star topology (left) and a mesh topology (right) (Reiter, 2014)

In a star topology, all nodes are connected to a central node which usually provides the Internet
connection as well. A popular example of a star topology is a WiFi network, where the center node is

called an access point (AP) and the other nodes are called stations. In a mesh network, every node
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can connect to multiple other nodes. One or more nodes in the network serve as an Internet
gateway. In this model, each node in the network is connected to every other node. However, mesh
networks are more complex to design and forwarding messages can take much longer than in a star
network. The benefit of a mesh topology is that it can extend the range of the network through
multiple nodes, without increasing the power of the transmitters. They are also more reliable
because there a more than one path to relay a message through the network. Mesh networks can

potentially consist of thousands of nodes.
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8.4. Coding examples

Text fragment Code

The point of 10T is the data points it collects and the things | Network effect
it can control. The more of those that come into play, the
more useful it will be.

Smart buildings can help people translate the mass Assistance to people
amounts of data that our buildings generate, which in turn
helps us more accurately understand (and mend) our
energy use.

The problem is, people have limited time, attention and Shortcomings humans
accuracy—all of which means they are not very good at
capturing data about things in the real world.

Not all those vital data points are gettable today, and we'll | Needs
spend a lot of time in the coming year looking at the limits
of the Internet of things, where the shortcomings are and
what emerging technology is needed to drive this trend.
But it's time to have the discussions about what data is
needed and what might be possible.

The biggest threat to home loT today is the very Complexity to users
complexity that all the current and emerging devices
present to consumers, said Lee Ratliff, a low-power
wireless analyst at research firm IHS Technology.
The LPWA network is designed to allow long-range Battery saving
communications at a low data rate, from devices that
require long battery life and need to be able to operator
unattended for long periods of time.
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